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Introduction 
 

  The extensive effort to regulate the use of force, aggression, and armed conflicts through the 

mechanism of legal regulations, has resulted in the development of international law 

throughout treaties, rules, and principles, particularly by the end of the 19th century and the 

beginning of the 20th century. That was reflected chiefly on the dualist conception of armed 

force which is rooted in the general prohibition on the resort to armed force articulated in the 

United Nations Charter 1945 that narrowed the grounds on which subjects of international law 

may legitimately resort to armed violence, and the principles of International Humanitarian law 

under the Geneva Conventions 1949 (GCs) and its Additional Protocols (hereinafter AP I and 

II) that governed the conduct of hostilities. Public International Law is one of the fastest-

growing fields, a universal system of rules and principles governing the relationship between 

public bodies through common instruments such as conventions. Correspondingly, 

International Law influences NSAs that include individuals, corporations, armed militant 

groups, and groups that wish to break away from states such as minorities (ethnic, religious, 

linguistic). The primary form for the creation of public international law is through 

intergovernmental organizations such as the United Nations (UN) that codifies customary law 

by the form of international treaties, also it develops, creates, and enforces international law on 

many levels. Given this, understanding and examining the relationship between war and 

international law is central to countering past and new threats. An assertion that had been well 

highlighted by Stephen Neff who considered that: “war and law have always exercised a 

reciprocal influence upon one another.”1 

 

   In the first place Hugo Grotius’ influential work “The Law of War and Peace”, set a road 

map to international law around the existence of two categories he referred to as “War and 

Peace”, wherein there is no intermediate state between the two terms. This dividing line is 

cardinal to the international legal system where the UN Charter considers that peace is the 

ruling factor in international relations, while the use of force should be an exception based on 

cases of self-defense or authorized interventions by the international community through the 

Security Council. However, there is no immutable and scientific definition for the line of 

distinction between war and peace, leaving a slit for international law to understand the rules 

                                                 
1 Neff, S., War and the Law of Nations. Cambridge University Press, Cambridge 2008, p.2. 



relevant to the use of force and armed conflicts.2 Nonetheless, while wars were fought over 

existential survival, resources, and territory that had to be seized or retained by force3,  a shift 

in warfare by character and nature starting in late 1980 was recognized by the Fourth 

Generation Warfare theorists that highlighted such transformation predicting future warfare.4 

This development in warfare has ushered in the ability to fight even without using violence or 

even physically challenging another nation’s sovereignty.5 Correspondingly, Frank Hoffman’s 

argument6 about the blending form of warfare in a hybrid form, what is widely known as 

Hybrid warfare, reflected this gray zone between peace and war.7 Therefore, Grotius’ line of 

distinction in the era of globalization, technologies, and NSAs, is blurred to the point of 

indistinction. This requires that the dualist conception of armed force, Jus ad Bellum and Jus 

in Bello, be addressed based on the situation-specific approach in incidents that are neither 

considered declared war, nor part of peacetime relations.   

 

  For this purpose, discussions over the past two decades focused on the evolution of modern 

wars and the transformation in means and elements of warfare, mainly through scholars from 

multiple disciplines who focused their attention on defining and examining hybrid warfare8. 

Hybrid warfare created a challenge to international peace and security, especially in that it 

consists of multiple elements employed to serve the interest of adversaries, particularly in 

current conflicts9. Hybrid warfare has no universal definition, but its main features are highly 

relevant due to the legal asymmetry it creates by the combination of traditional means of 

warfare with non-military means through de-centralized operations. However, it does not exist 

in a legal vacuum, for instance the principal modern legal source of Jus ad Bellum derives from 

                                                 
2 Berman, N., Privileging Combat? Contemporary Conflict and The Legal Construction of War, Col. J. Trans L. 

I, 2004, p. 43. 
3 Warren J., Not All Wars are Violent “Identifying Faulty Assumptions for the Information War”, Air and Space 

Power Journal, Winter 2020.   
4 Williamson, S., From Fourth Generation Warfare to Hybrid War, U.S. Army War College, Carlisle Barracks, 

USAWC Class Of 2009, p. 7. 
5 Warren J., Ibid. 
6 Frank G. Hoffman A Senior Research Fellow with The Institute for National Strategic Studies, and the author 

of Rise of Hybrid War, Conflict of 21st century in 2007, p. 5. Important to note that while War is used to describe 

the deliberate use of violence to meet political ends, Warfare Describes the Physical Means of Fighting Wars. 

See, Footsoldier D., “When is a War Not A War? When Its Hybrid”, Think Defense, 16 February 2015. 
7 Footsoldier, D, Ibid. Frank Hoffman, who is widely quoted by scholars with regards to the hybridity of 

contemporary warfare, stated that “we are entering multiple types of warfare taking a variety of forms”. 
8 See for example, Owens, M., Reflection on Future War, Naval War College Review 2008, p.61-76; Glenn, R., 

All Glory is Fleeting: Insights from the Second Lebanon War, RAND, Santa Monica 2012; Jordan l., Hybrid War: 

Is the US Army Ready for the Face of 21st Century Warfare, US Army Command and General Staff, 2008. 
9 Al-Aridi, A., How Hybrid is Modern Warfare, Conference Paper at the 5th International Conference of PhD 

Students and Young Researchers, How Deep is your Law? Brexit, Technologies, Modern Conflicts, Vilnius, April 

2017, p. 8. 



the UN Charter, in particular Article 2(4) regulating the prohibition on the use of force, also 

the rules of International Humanitarian law regulating armed conflicts and their fundamental 

principles, and the role of the general principles of law that may be invoked as supplementary 

rules of international law where appropriate. Most of the general principles of international law 

are logical propositions underlying judicial reasoning based on existing international law, such 

as principles of consent, reciprocity, equality of states, and freedom of the seas. In theory, jus 

ad Bellum and jus in Bello are two distinct bodies, and while the principles of necessity and 

proportionality have been core principles of both branches, in jus ad Bellum the two principles 

are conceived as a legal framework to regulate the execution of military operations, whereby 

the ICJ in Nicaragua case has confirmed that any measures taken in self-defense must be 

proportionate and necessary to respond to the attack in question.10  On the contrary, under jus 

in Bello, the principles are determined by each military action whereby IHL prohibits attacks 

that may be expected to cause incidental loss of civilian, life, or injury of civilians, and permits 

only measures which are necessary to accomplish a legitimate military purpose. On the other 

hand, both branches of law are vital to address any illegal use of force and war crimes 

respectively, that is highly relevant to the realities of modern warfare with regards to the 

lawfulness or legitimacy of conflicts of hybrid nature. It is also a vital step as states tend to 

expand the limits of jus ad Bellum to include notions such as pre-emptive self-defense, 

humanitarian interventions, or invoke the right to national or collective self-defense to justify 

extraterritorial responses to non-state or cyber threats. Nonetheless, both bodies of law are 

independent, states can violate the jus ad Bellum but at the same time act in full compliance 

with the jus in Bello and vice versa.  

 

   Strict adherence to international law, particularly Jus ad Bellum and Jus in Bello, became 

more imperative in modern warfare, through which the legal complexity of hybrid warfare is 

based on the ambiguity and legal asymmetry that such campaigns establish, mainly through 

cyber operations and the employment of NSAs. In many respects, current use or threat to use 

force in international relations is generated from armed groups that operate covertly, also the 

access of such groups to tools that are originally non-military but deployed to conduct attacks, 

such as cyber-attacks that have a great impact on attributing actions to their perpetrators.  So, 

lack of attribution creates legal gray area intended to mask unlawful activities that can be held 

                                                 
10 Military and Paramilitary Activities in and against Nicaragua “Nicaragua v. United States”, Judgment, 1986 

ICJ., 27 June 1986, Rep. 14, Para 176.  



legal responsibility under international law. In practice, most cyber operations take place below 

the threshold of use of force, such operations are low-level intrusions that can cause harm but 

without physical effects. While there is no doubt that international law, including the principle 

of sovereignty, applies to such operations yet how the law applies is subject of debate. For a 

hybrid scenario, the jus ad Bellum is vital for the victim state or alliance to legally justify 

whether/how they can respond to such threats. Similarly, international humanitarian law 

requires identifiable parties to the conflict for its rules and principles to be applied effectively. 

Hybrid adversaries aim to avoid direct attribution and by that impose challenges on the 

classification of armed conflicts due to the ambiguous identity of its parties. Furthermore, 

hybrid actors involve civilians in certain operations, mainly in cyberspace that are increasingly 

substituting kinetic means, and urban warfare that is taking place among the civilian population 

can blur the line of distinction between combatants and persons protected under its rules. 

Additionally, several scholars highlighted the challenge of using or misusing the fluidity of law 

as a means of warfare, or what is so-called Lawfare, a concept that was introduced by US Air 

Force lawyer Charles Dunlap Jr. in 2001 as the newest feature of the 21st century.11 Hybrid 

warfare and its challenging elements are successfully employed in contemporary conflicts. 

Some of these hybrid means were identified in the conflict in Ukraine that increased its level 

of intensity after the annexation of Crimea and ongoing hostilities in Eastern Ukraine (the study 

will focus on the conflict that started in 2014 “Annexation of Crimea and conflict in Eastern 

Ukraine” and will not discuss the latest events of unprovoked aggression in 2022 unless 

deemed necessary in some areas, hereinafter Conflict in Ukraine)12, the building of artificial 

islands by China to gain more territory through unconventional techniques without provoking 

a military escalation that might lead to a systemic conflict13, and cyber-attacks that are 

occurring on daily basis in armed conflicts and peacetime. These examples reflect the 

deliberate use of lethal and non-lethal means of hybrid operations that were successfully 

employed and had a direct impact on the rules of international law. So, addressing the legal 

aspects of hybrid warfare requires it to be properly situated within the existing regime 

                                                 
11 Charles, J. Dunlap, USAF: Law and Military Interventions: Preserving Humanitarian Values in 21st conflicts, 

Paper prepared for the Humanitarian Challenges in Military Intervention Conference, Carr. Ctr. For Human Rights 

Policy Harvard University, Washington D.C. Nov. 2001. 
12 The conflict in Ukraine can be divided to IAC and NIAC, and was considered one of the examples of Hybrid 

warfare conducted by Russia and involved the use of conventional and non-conventional means to a single 

battlefield.  See more, Kuzio T. and D’Anieri P., Annexation and Hybrid Warfare in Crimea and Eastern 

Ukraine, E-Interntational Relations, June 25, 2018. Available at: https://www.e-ir.info/2018/06/25/annexation-

and-hybrid-warfare-in-crimea-and-eastern-ukraine/  
13 Miracola S., Chinese Hybrid Warfare, The Italian Institute for International Political Studies ISPI, 21 

December 2018. Available at: https://www.ispionline.it/it/pubblicazione/chinese-hybrid-warfare-21853  

https://www.e-ir.info/2018/06/25/annexation-and-hybrid-warfare-in-crimea-and-eastern-ukraine/
https://www.e-ir.info/2018/06/25/annexation-and-hybrid-warfare-in-crimea-and-eastern-ukraine/
https://www.ispionline.it/it/pubblicazione/chinese-hybrid-warfare-21853


governing the use of force in international relations (Jus ad Bellum) and the law regulating the 

conduct of war (Jus in Bello). As by any legal discussion of the law applicable in various 

situations (Peacetime, armed conflict) the distinction between Jus ad Bellum and Jus in Bello 

is vital. It is important to keep in mind that both regimes are independent, in which even illegal 

use of force by states contrary to Jus ad Bellum will activate the law governing the conduct of 

hostilities (Jus in Bello). In parallel, States may violate the Jus ad Bellum but at the same time 

act in full compliance with the Jus in Bello and vice versa.  

 

Relevance and Problem of the Research 

 

     Public International Law, the only normative regime that purports to be universal and 

uniform, is traditionally defined as the law between sovereign states, mainly within the context 

of the rules and principles governing laws of war, peace, security, and as well the protection of 

territories. In parallel, hybrid warfare is an evolving concept in contemporary conflicts that 

provided a perfect conundrum. This type of warfare is a military strategy blending 

conventional, irregular tactics14, cyber warfare, terrorism, and criminal behavior within a 

battlespace to obtain political objectives15. Such a strategy of warfare can be tooled by state 

or/and NSAs to destabilize existing order, embrace stabilization in failing or failed states, and 

create a transnational threat beyond the territorial borders of its operations. Hybrid warfare 

succeeds through the ability of hybrid actors to synchronize multiple instruments of power 

simultaneously and intentionally exploit creativity, ambiguity, non-linearity, and the cognitive 

elements of warfare16. Victim states or group often find their response options limited in the 

absence of an identifiable author of operations, especially since a variety of NSAs operate in 

this environment acting as proxies for third States. However, the growing number of NSAs 

involved in NIACs around the world, also their ability to conduct operations through 

cyberspace and non-kinetic means. The fusion of these asymmetric types of conflicts with 

unconventional means requires deeper analysis and examination of the applicable principles 

and rules.  

    Given these points, several aspects justify the relevance of such scientific research. First, the 

understanding of war and peace was challenged during the conflict in Eastern Ukraine creating 

                                                 
14  Hezbollah proved to be a perfect example of NSA that employed Hybrid Tactics in its conflict with Israel in 

Southern Lebanon in July 2006; Hoffman, F., Ibid. p. 35. 
15 Munich Security Conference Broadened the Hybrid Concept to Include Diplomatic, Information, Military, 

Economic, Financial, Intelligence and Law Enforcement. 
16 MCDC Countering Hybrid Warfare Project: Understanding Hybrid Warfare, Multinational Capability 

Development Campaign MDCD, January 2017, p.3. 



confusion in classifying the conflict and the applicable law. Where in one sense it was classified 

as a NIAC regulated by international humanitarian law; on the other hand a proxy conflict 

pitting two states and turning it to IAC with a broader interference of International Law; or it 

is a newly emerging type of conflict that internationalizes a NIAC. Moreover, the annexation 

of Crimea, which is considered a clear violation of international law, has in practice proved the 

success of hybrid operations in reaching objectives that conventional conflict can reach but 

with more violence and aggression17. Another example is the hybrid activities of China in the 

South China Sea and its use of technological capabilities to enforce superiority and claim more 

territories18. Under these circumstances and in-between the sovereignty of states protected by 

international law, and the hybrid threats and means of decentralized behavior, the problem of 

hybrid warfare in international law comes to light. According to Aurel Sari: “Law and legal 

consideration are in the heart of the hybrid warfare”19, especially that the threats imposed by 

hybrid means in contemporary conflicts are employed to exploit gray areas and fault lines in 

the law. 

 

    Secondly, present-day conflicts are based on States’ plausible deniability of their 

involvement in armed operations or support to non-state armed groups, that in return tend to 

invest in available technologies, such as cyberspace. These new technologies offer hybrid 

actors ambiguity and the ability to mask their real identity to avoid any responsibility or 

retaliation for wrongful acts. International law faces difficulties in responding to these new 

means and weapons introduced, especially since most of the hybrid operations are of low 

intensity and therefore below the threshold of armed attacks. Although current Jus ad Bellum, 

on one hand, is sufficient in addressing the use of force in international relations, however, the 

nature of hybrid threats raises many challenges. For example, State responsibility for actions 

of agents of groups attributed to it. Also, the inadequacy of control tests in the context of cyber 

NSAs. Hybrid adversaries also tend to violate State sovereignty through non-kinetic means, 

which has been seen through interferences in elections, also the cyber-attacks in its relation to 

the non-intervention principle has a different understanding when it comes to the targeted 

sector, that has been reflected in the EU’s recent restrictive measures against the cyber-attacks 

                                                 
17 Russia’s annexation of Crimea and its incursion in eastern Ukraine was launched on the pretext of protecting 

ethnic Russians and speaks in the region. See, Ball J., Russia’s Justification for the Annexation of Crimea, 

Global Security Review, June 10, 2019. Available at: https://globalsecurityreview.com/russias-legal-plausible-

justification-for-the-annexation-of-crimea/  
18 Miracola S., Ibid.  
19 Sari. A., Strategy and Security Institute Workshop on Legal aspects of Hybrid Warfare, University of Exeter, 

2015. https://law.exeter.ac.uk/newsandevents/newsarchive/articles/strategyandsecurityinstitu.php  

https://globalsecurityreview.com/russias-legal-plausible-justification-for-the-annexation-of-crimea/
https://globalsecurityreview.com/russias-legal-plausible-justification-for-the-annexation-of-crimea/
https://law.exeter.ac.uk/newsandevents/newsarchive/articles/strategyandsecurityinstitu.php


that were considered a threat to member states when affecting information systems. So, bearing 

in mind that States engaged in such operations often rely on sub-state actors or proxy armed 

groups for kinetic and non-kinetic campaigns, this has created a conundrum regarding their 

legality to self-defense provisions and the law of armed conflict. 

 

   Third, hybrid means that reach the level of armed violence are highly relevant to the 

application of Jus in Bello in an armed conflict, whether international or non-international. 

However, the blurring line between IAC and NIACs, combatants and civilians, and the 

ambiguous status of hybrid actors have theoretical and practical challenges. So, whether the 

GCs have generally provided sufficient guidelines to define and manage gray zone conflicts 

due to their low intensity and a high degree of operational covertness, is essential. For example, 

the role of NSAs or individuals engaging in low-intensity cyber operations against another 

state, or the fishermen in the South China Sea that engage in covert operations to fulfill political 

or military objectives, by using propaganda, domestic legal structure, economic pressure, and 

covert support for NSAs to be more capable. That is also relevant to tasks under the GCs of 

1949 and its APs, precisely the protection of non-combatants under the principle of distinction. 

     

    Moreover, under international law, the legal terminology of warfare has developed 

separately under both Jus ad Bellum (use of force, armed attack, and aggression) and Jus in 

Bello (Geneva Conventions and its Additional protocols that apply to IACs and NIACs), and 

through the role of the Rome Statute of the ICC that established four core international crimes: 

genocide, crimes against humanity, war crimes and the crime of aggression. But the new 

challenges to international law constitute a part of a natural process in which the existing legal 

framework is tested whether it is found to be ineffective or not, and if so, can international law 

offer viable options for the lawmaking process to address such aspects. In this context, Outi 

Korhonen indicated that “hybrid warfare can erase the legal categories of war and peace, state 

and individuals, aggression and defense”20. So although the legal definition of hybrid warfare 

is due to the constant change of its elements (historical, geographical, and demographical), 

means (weapons, actors, and technological evolution), and the continuous development of the 

legal theory surrounding wars in international relations, is not an easy task. However, a 

                                                 
20 Korhonen, O., Deconstructing the Conflict in Ukraine: The Relevance of International Law to Hybrid States 

and Wars, German Law Journal 2015, vol. 16, p. 459. 



thorough revision and examination of the elements of modern hybrid warfare, and its impact 

on the existing rules of the Jus ad Bellum and IHL, is highly relevant and essential. 

 

    Therefore, the research requires tackling the problems that arise to the applicability of the 

law on the use of force in International Law and International Humanitarian law to hybrid 

warfare. Such examination is very advantageous not only for international lawyers or legal 

experts but also has practical value for policymakers and humanitarians. The importance of 

examining hybrid warfare in terms of both jus ad bellum and jus in bello is mainly because 

hybrid warfare, through NSAs and cyber operations, falls in a legal grey area. Therefore, hybrid 

warfare is relevant with regards the legal challenges it imposes in peacetime and armed conflict 

situation, taking into account the loopholes that may be exploited by an adversary to maintain 

such a grey zone. Similarly, the lawful response of the state will depend on the legal framework 

in times of peace and armed conflict, which in many regards may differ. In addition to that, the 

legal examination of the hybrid warfare concept has been modest so far, especially since the 

term can be easily characterized than being defined, whereby definitions and analysis of the 

concept by scholars, governments, and organizations came as a response to contemporary 

conflicts, and studies were based on examining the cases based on the interest of parties. So, 

until there will be common terminology that explains the fusion of different means and 

methods, that is unlikely to happen, legal scholars should focus on addressing its elements 

separately.  

For this research, the relevancy is based on the following features: 

-     Hybrid warfare is multi-modal. The multi-modality deployment of capabilities 

and resources in hybrid warfare creates a problem in attempting to define aggression 

and enforce its prohibition in modern conflicts21, that was reflected in Nathan 

Freier’s comprehensive definition of hybrid warfare “an adversary’s integration and 

use of at least two of the following modalities: traditional warfare, catastrophic 

terrorism, irregular warfare, and disruptive use of technology.”22 On the other hand, 

the ICJ in the Nicaragua case defined armed attack as “the most-grave form for the 

                                                 
21 According to Michael Reilly “there is no adequate model or methodology to determine a hybrid threat’s 

center of gravity. The current definition and methods fail to account for the multimodalities, ambiguity, and 

political constraints presented by hybrid threats.” See, Reilly M., Hybrid Threat Center of Gravity Analysis: 

Taking a Fresh Look at ISIL, National Defense University Press, January 26, 2017. Available at: 

https://ndupress.ndu.edu/Media/News/Article/1038835/hybrid-threat-center-of-gravity-analysis-taking-a-fresh-

look-at-isil/  
22 Freier N., Strategic Competition and Resistance in the 21st Century: Irregular, Catastrophic, Traditional, and 

Hybrid Challenges in Context, Strategic Studies Institute, May 2007, pp. 18-19. 

https://ndupress.ndu.edu/Media/News/Article/1038835/hybrid-threat-center-of-gravity-analysis-taking-a-fresh-look-at-isil/
https://ndupress.ndu.edu/Media/News/Article/1038835/hybrid-threat-center-of-gravity-analysis-taking-a-fresh-look-at-isil/


use of force”23, yet the threshold of what would constitute an armed attack is still 

arguable and is challenged by low-intensity hybrid operations, that is an integral 

feature of grey zone created by Hybrid adversaries. Nevertheless, the ICJ in both 

the Oil Platform case (the Islamic Republic of Iran v. United States), and the Armed 

Activities in Democratic Republic of Congo case accepted that a series of incidents 

that do not rise to the level of an armed attack when examined separately, cross the 

threshold level of armed attack when viewed cumulatively are likely to bolster 

support for this accumulation. However, it could be misused by States to justify the 

use of force in a broad manner threatening the territorial integrity and principle of 

non-intervention under international law. So, when examining the challenging 

elements of hybrid warfare, such as cyber-attacks and non-state armed groups,   

-      Hybrid warfare is deceptive. In general, UN Charter is sufficient to account for 

hybrid threats when they resemble traditional military activities, however, problem 

ascends through covert actions and the ability of an adversary to sustain public 

deniability of their actions that exploit the weakness of international enforcement 

regime and the ability of targeted states to respond lawfully without being accused 

of violating the applicable international norms. In the same manner, intra-state 

conflicts and proxy involvements are dominant in the international arena, and with 

little legislation regulating such conflicts, states and NSAs exploit this weakness to 

internalize matters to their utmost, through which it has been argued that IHL does 

not regulate all possible situations, including some elements of hybrid warfare. And 

although the classification of hybrid war is defied by the interplay between both 

types of conflicts and challenging the IHL’s regulatory effectiveness despite that 

over centuries there were efforts to place rules and limits on the methods and 

methods of warfare that can be used, the rules enshrined in the treaties and 

judgments are more designed for conventional means, that makes it difficult to 

apply to hybrid warfare. 

-     Hybrid warfare is harmful. It flourishes in defenseless areas of laws and 

combines the properties of different means creating a legal asymmetry and ability 

to tackle any attempts to be diagnosed or identified. This has been a challenge to 

the states that have been endorsing plans to strengthen their legal resilience to a new 

                                                 
23 Military and Paramilitary Activities in and against Nicaragua, ICJ 1986, Ibid, para 191. 



different stage24. The challenge is to whether the targeted state is under an armed 

attack that could trigger self-defense or civil unrest to be dealt with through law 

enforcement; whether the adversary is a non-state armed group not attributable to 

any state or proxy actor aimed to conceal any involvement; or whether cyber-attacks 

originating from the territory of another state holds the host state responsibility for 

wrongful actions or it is the responsibility of the attacker. The legal gray zone 

established by hybrid adversaries and strategies leverages ambiguity to create an 

environment in which targeted parties are unable to make strategic a decision in a 

timely and confident manner.  

-    It has been argued that hybrid warfare is not well developed in International Law 

and remains more relevant in political or military doctrines. At the same time for 

many authors, it is a non-declared war or a non-recognized international armed 

conflict simultaneously. Therefore, the rules to regulate such campaigns is the main 

challenge imposed by hybrid actors, whether state or non-state, that use hybrid 

campaigns as a method to avoid any responsibility of their actions through 

exploiting the legal thresholds of an armed attack, intervening through proxy 

fighters at a low-intensity level of force, playing on the broadness of legal 

framework to justify actions that lack full evidence of using force. On the other 

hand, it creates a challenge to the targeted states concerning their ability to respond 

legally in line with principles of distinction, necessity, and proportionality, or to 

identify the attacker that skillfully combines and blurs the line between the state of 

peace and war regime. At the same time, it challenges the rules of engagement in 

IHL as to whether the adversaries are civilians or combatants (blurring the line of 

distinction); as to whether the State can divide theatrically and legally the scenarios 

faced between civil unrest (law enforcement), non-international conflict (common 

article 3 to the GCs 1949) or international armed conflict (common article 2 to the 

GCs 1949), and combining the principles of both to a single battlefield. Therefore, 

ambiguity in conflicts’ classification is always expected in the contemporary 

combat environment (conflicts in Syria, Ukraine, Georgia). 

 

                                                 
24 See, the establishment of the European Excellence Centre for Countering Hybrid Threats (Hybrid CoE) in April 

2017, an intergovernmental think tank based in Helsinki, that engages in strategic dialogue, research, training, 

and consultations to illuminate vulnerabilities to hybrid measures and improve resilience against hybrid threats.  



For this reason, the analysis of the selected elements and features of the hybrid warfare concept 

presented in this research will propose certain steps that should be taken into consideration to 

ensure more efficient compliance with the principles and rules of the applicable laws. 

 

 

Scientific Novelty and Originality of the Research 

 

When research started on this topic, there was no comprehensive analysis of the relevant laws 

in their relation to hybrid warfare, especially with regards the applicability of international 

humanitarian law and the international law on the use of force. Hybrid warfare is a very 

complex and broad topic to be discussed, first of all, it is a term that is undefined legally, with 

a wide concept that includes many elements hardly to be framed and interplays between politics 

and law through a thin line. Most of the non-legal literature has discussed the military and 

strategic elements of hybrid war, by addressing and examining the developed weapons, actors, 

and strategies of such conflicts, and how western states and in particular NATO can counter 

such threats coming from adversaries. Yet, the non-legal literature is very important for 

analysis, as it gives an overview of the means and elements of hybrid warfare, and proves that 

there is a big tendency by states to use hybrid tactics in contemporary conflicts, as it was seen 

to be a successful strategy for both states or NSAs. (Hoffman F.25, Davis R. J.26) have discussed 

the hybrid warfare mindset that is based on four interacting characteristics: understanding 

strategic context, a holistic approach to operations, internalization of propensity and potential 

opportunities, and embracing complexity at the edge of chaos. In addition, (Mazarr M., 

discussing the Gray Zone established by the new era of conflicts27; Brands H.28 the concept of 

grey zone; Berzins J.29 analyzing the Russian warfare; Russia and NATO by Poplin C.30; Witts 

B.31 general overview of Hybrid warfare).  

  Also, it was acknowledged that scholars have examined the employment of NSAs to achieve 

objectives that regular forces have been unwilling or unable to achieve through conventional 

                                                 
25 Hoffman F., Conflict in the 21st Century: The Rise of Hybrid Wars, Potomac Institute for Policy Studies, 

December 2007. 
26 Davis J., The Hybrid Mindset and Operationalizing Innovation: Toward A Theory of Hybrid, School of 

Advanced Military Studies, United States Army Command and General Staff College Fort Leavenworth, Kansas 

2014. 
27 Mazar M., Mastering the Gray Zone: Understanding a Changing Era of Conflict, US Army War College, 

Strategic Studies Institute, December 2015, pp. 55-67 and 72-74. 
28 Brands H., Paradoxes of The Gray Zone, Foreign Policy Research Institute, February 2016. 
29 Berzins J., The New Generation of Russian Warfare, Aspen Review Central Europe, 2014, Vol. 3. 
30 NATO vs. Russia: How to Counter the Hybrid Warfare Challenge, The National Interest, July 2016.  
31 Wittes B., What is Hybrid Warfare? Lawfare Blog, September 2015. 



means (Davis, D., Schlichte, K.32; Ahram A.33 on the role of Paramilitaries), it was also 

examined why states use non-state armed groups to delegate certain types of violence against 

civilians (Carey et al34, Forney, J.,35). Several scholars have discussed the evolution of warfare 

and its legal development with regards to the self-defense against non-state armed groups, 

without giving bigger attention to hybrid warfare and were argued that it does not create any 

new challenge (O’Connell M. E.36; Murray, W., and Mansour, P.37).  

   Besides, scholars had based their interpretation of such forms of warfare on specific conflicts, 

despite notable exceptions of a series of articles by Dr. Aurel Sari on hybrid wars and 

Lawfare38, where it highlighted legal challenges imposed by selected elements of hybrid 

warfare. Similarly, the valuable writings of Michael Schmitt and his contribution to Tallinn 

Manuals with regards to cyber-attacks were reviewed as it was very important in examining 

whether cyber operations can qualify to a use of force while not unleashing destructive or 

injurious force, and concluded that ICJ in Nicaragua case confirms that such cyber operations 

can sometimes amount to a use of force39;  and Marco Sassoli on the role of non-state armed 

groups and ways to improve compliance with International Humanitarian Law40. Another 

highly important source of the research, which had an impact on the analysis, is the work of 

Nels Melzer in explaining the ICRC’s approach towards the civilians’ direct participation in 

hostilities through interpretive guidance.41 Melzer also provided quite interesting work by 

                                                 
32 Schlichte, K., With the State against the State? The Formation of Armed Groups’, Contemporary Security 

Policy 2009, p. 246–64 
33 Ahram, A., Proxy Warriors: The Rise and Fall of State-Sponsored Militias, Stanford, Stanford University Press 

2011. 
34 Carey, S., Colaresi,M., and Mitchel, N., Government, Informal Links to Militias, and Accountability, Journal 

of Conflict Resolution 2015, p. 850–876 
35 Forney, J., Who Can We Trust with a Gun? Information Networks and Adverse Selection in Militia 

Recruitment, Journal of Conflict Resolution 2015, p. 824–849 
36 O’Connel M.E., What is War? An Investigation in the Wake of 9/11, Martinus Nijhoff/Brill. edited vol. 2012. 
37  Mansoor, P., Introduction, Hybrid Warfare in History, Hybrid Warfare, Fighting Complex Opponents from 

the Ancient World to the Present, W. Murray and P. Mansoor eds., 2012. 
38 Sari, A., Legal Aspects of Hybrid Warfare, Lawfare Blog 2015; Sari A., Hybrid Law, Complex Battlespaces: 

What’s the Use of a Law of War Manual?, in Michael A. Newton ed., The United States Department of Defense 

Law of War Manual: Commentary and Critique, 2019,p 403-430 ; see also , Hybrid Warfare, Law and The Fulda 

Gap, in Christopher Ford and Winston Williams (eds.), Complex Battle Spaces , 2019, p. 161- 190 
39 Schmitt, M., The Law of Cyber Warfare: Quo Vadis? Stanford Law and Policy Review, Vol. 25, p. 279-289, 

290-293 with regards to conflict characterization and attacks under jus in bello; see also, Schmitt M., The Law of 

Cyber Targetting: Tallinn Paper No. 7, Naval War College- Stockton Center for the Study of International Law, 

January 2015 
40 Sassoli, M. Engaging Non-State Actors: The New Frontier for International Humanitarian Law. In: Exploring 

Criteria & Conditions for Engaging Armed Non-State Actors to Respect Humanitarian Law and Human Rights 

Law. Geneva: PSIO, UNIDIR, Geneva Call, 2008. p. 8-12. 
41 See, Interpretive Guidance on the Notion of Direct Participation in Hostilities under International 

Humanitarian Law, adopted by the Assembly of the ICRC on 26 February 2009; Melzer N., Keeping the 

Balance between Military Necessity and Humanity: A response to four critiques of the ICRC’s Interpretive 

Guidance on the Notion of Direct Participation in Hostilities, International Law and Politics Journal, Vol. 42, 

2010.  



responding to the critiques of the ICRC’s approach. This has been also very relevant for our 

research to examine the notion of direct participation in hostilities with regards to cyber 

operations. Though the interpretive guidance did not deal with cyber operations, it was quite 

informative to reflect the complexity and challenges imposed by such phenomena. However, 

it was hard to find a comprehensive analysis of the legal framework of hybrid warfare, in 

particular areas that highlight the confusion created by hybrid adversaries using cyber NSAs 

that involve civilians.  

  

  Therefore, the novelty of this research is to illuminate the legal grey zone imposed by selected 

hybrid warfare elements from a practical and theoretical perspective. For example, addressing 

technological features of cyber-attacks and examining them under the relevant rules and 

principles of international law. This scientific research targets to provide recommendations to 

deal with possible legal gaps especially in understanding the laws applicable to hybrid warfare 

under the international law on the use of force and International Humanitarian law, in particular 

with regards to the fusion of different means such as non-state cyber actors, geographical 

limitations and State practice (unable or unwilling standard42, targeting killing, and cyber 

global battlefield) that examines the cross-cutting issues concerning primary principles of both 

Jus ad Bellum and Jus in Bello. 

 The research was structured to allow the reader to understand how the relevant principles and 

rules can be applied to cases derived from contemporary conflicts and threats. The research 

can also be a proper basis to continue further research on elements of hybrid warfare that were 

not included in the analysis, such as cyber operations that do not reach the level of armed attack 

(espionage, financial crimes), also it is a basis for discussing other principles of IHL such as 

military necessity and precaution that are highly relevant to hybrid warfare.  

 

Research Methods 

 

       The present dissertation employs standard legal analysis in studying primary sources of 

international law such as treaties, customary international law, general principles of law, 

judicial decisions, and legal doctrine43, especially the UN Charter, Geneva Conventions I- IV 

                                                 
42 Unable or Unwilling Doctrine is generally described as “the right of a victim state to engage in extraterritorial 

self-defense where the host is either unwilling or unable to take measures to mitigate the threat posed by 

domestic non-state actors, thereby circumventing the need to obtain consent from the host state”. See, Williams 

G., Piercing the Shield of Sovereignty: An Assessment of the Legal Status of the “Unwilling or Unable” Test, 

University of New South Wales Law Journal, Vol. 36.2, 2013, pp. 625.  
43 Article 38 (1), statute of the International Court of Justice (ICJ) 



and its Protocols I and II that govern armed conflicts both international and non-international. 

Besides, soft law and scientific literature were carefully consulted in the theoretical dimensions 

of the research by qualitative means, mainly because hybrid warfare is not subject to specific 

regulation. Case law in ICJ and relevant decisions play an important role in providing a 

comprehensive approach to the use of force and self-defense, in particular, Nicaragua v. the 

USA, Uganda v. DRC, Oil Platforms cases. And most recent ICJ case of “Ukraine v. Russian 

Federation” in 2017 on the Application of the International Convention for the Suppression of 

the Financing of Terrorism (ICFST) concerning the ongoing armed conflict in eastern Ukraine, 

and the International Convention of the Elimination of all Forms of Racial Discrimination 

(CERD) concerning the situation in Crimea. 

 A Historical approach was applied to analyze the evolution of warfare based on relevant 

scholars and theorists that contributed directly or indirectly to the modern warfare theories, 

mainly in highlighting the relationship between the theories of Sun Tzu and Von Clausewitz. 

Historical approach was applied to cover older and latest sources of literature, and previous 

and current effective legal acts while addressing the evolution of warfare from conventional to 

modern conflicts including hybrid warfare to assess and reveal the changes in legal 

understanding of the use of force in international relations, armed conflict, and its classification 

and to address the novel challenges of hybrid warfare features to existing laws. 

The comparative method was used to reveal similarities and differences between the provisions 

and principles in both Jus ad Bellum and Jus in Bello with regards to Hybrid warfare. This 

comparative method has allowed for the understanding of the different rules that apply to 

cyber-attacks and non-state armed groups under different legal regimes. Additionally, it 

highlighted the main obstacles that can be identified in the classification of armed conflicts and 

the similarities in certain operations that can be active in both conflicts at the same time, such 

as the cyber-attacks launched by civilians and geographic limitation of conflicts of hybrid 

nature.  

A legal dogmatic method was employed to analyze the established sources of international law 

to respond to the complex challenges of such forms, especially when dealing with the 

uncertainties of the applicability of Jus ad Bellum and IHL to hybrid means, particularly while 

discussing the attribution, state responsibility for wrongful acts, and the principle of distinction 

between combatants and civilians in the cyber context.  

The Inductive method was used to identify the rules of law by the observation of their 

effectiveness in contemporary conflicts particularly the conflict in Ukraine and Syria due to 

their complex nature that is highly relevant while addressing hybrid warfare in practice.  



 Logical and Deduction methods were used to come up with recommendations and formulate 

conclusions for every chapter that served to complement and guide the author’s analysis and 

theories to build up the relationship between hybrid warfare and international law. 

 

Object, Aim, and Tasks of the Research 

 

    The object of this research is the treaty and customary international law relating to hybrid 

warfare. The object is therefore revealed through the challenging elements of Hybrid warfare, 

in particular the role of non-state armed groups and cyber-attacks, concerning the international 

law on the use of force, and the law of armed conflict.  

 

The aim of this research is to analyze hybrid warfare by applying to it the relevant legal 

framework regulating the use of force in international law and law of armed conflict and to 

disclose whether contemporary international mechanisms can counter the lacuna from which 

hybrid warfare benefits the most, by extending the reach of international regulations, especially 

since hybrid warfare has been used recently in a quite wide sense that encompasses conflict 

involving the use of force in physical and non-physical use of force such as cyber-attacks. In 

doing so, certain elements of hybrid warfare and their impact on the applicable laws will be 

addressed, such as challenges imposed by cyber-attacks and non-state armed groups on the 

legal basis of State responsibility and principles of state sovereignty, also the impact of these 

elements on the classification of conflicts and its parties under the law of armed conflict or 

IHL.  

 

Seeking to implement the aim of the research, it will require taking up the following tasks: 

1- To disclose the genesis and development of the hybrid warfare concept, by describing and 

identifying its main elements that are at the core of the imposed legal challenges.   

2- To unfold the developing concept of hybrid warfare and the confusion hybrid adversaries 

pursue using cyber means and employment of NSAs, by reassessing the international legal 

framework on the principle of non-use of force and its exceptions, territorial integrity, 

territorial sovereignty, and non-intervention principle that plays an important part of the 

international legal order. 

3- To examine the capability of the hybrid means and methods in camouflaging the real 

identity of attackers, and the impact of uncertain attribution in the context of state 

responsibility for internationally wrongful acts under international law. 



4-  To identify the legal challenges imposed by hybrid warfare on the classification of armed 

conflicts and the impact of hybrid means in creating co-existing conflicts in a single 

battlefield. 

5- To reveal the challenges imposed on the principle of distinction under the law of armed 

conflict and address the cyber means’ effect in blurring the line of distinction between 

civilians taking part in hostilities and combatants.  

6- To provide proposals and recommendations for potentially identified legal gaps at the 

international level to strengthen the legal resilience and help to better understand the 

application of international law and its ability to tackle the complexity of hybrid warfare 

in discussed areas.   

 

Structure of the research  

 

  From a legal perspective, the research focuses on the warfare activities that establish the 

complex elements of hybrid campaigns in a very narrow sense, including military means 

amounting to armed interaction which raises classic questions both as regards the use of force 

and International Humanitarian Law. Yet, It would be impossible to start solving certain 

questions surrounding the legal complexity imposed by hybrid warfare and the legal 

applicability to such form of warfare, without examining, at least briefly, numerous aspects 

such as just war theory, use of force against NSAs within the targeted state and in the territory 

of another state, armed aggression, the concept of sovereignty and how it applies to hybrid 

means, and principles of non-intervention which is the corollary of every state’s right to 

sovereignty, territorial integrity and political independence. And on the other hand, the 

classification of armed conflicts and basic principles of Jus in Bello, particularly the principle 

of distinction in contemporary conflicts that involve activities conducted by NSAs and 

individuals whose actions are not attributable to a state under the international law of 

attribution.  

      Therefore, for the sake of in-depth analysis, the research will be limited to the most relevant 

and problematic elements of Hybrid warfare. This will require unfolding the use of cyber 

means and the employment of non-state armed groups. The reason why the author of the 

present dissertation chose these two elements, as determined by the specificity of the main 

complexities highlighted, such as elements of an armed attack concerning new technologies 

(Ratione Materie, Personae and Temporis), difficulty of attribution in cyberspace, and control 

tests (Effective and Overall test), right to self-defense against non-state armed groups operating 



from third state territory (proxy or self-motivated armed groups). Similarly, these elements 

were prioritized due to their direct impact on conflict classification of hybrid nature (IAC, 

NIAC, mixed conflicts), the parties to a conflict (cyber NSAs, geographic limitation of IHL), 

and blurring the line of distinction between civilians and combatants and their objects (civilian 

direct participation in hostilities through cyber means, dual-use infrastructure). Meanwhile, 

other elements are not less important (terrorism, criminal gangs, private contractors), but their 

physical participation is not as challenging as the elements highlighted above. Also, certain 

uses of cyberspace (such as cyber espionage, election interferences, and financial crimes) are 

excluded from the scope of this thesis, and it will be limited to elements that can potentially 

reach the threshold of armed attack or violence. Therefore, their examination is not pertinent 

and would widen the scope of the research.  

    On the other hand, addressing hybrid warfare in the context of IHL requires examining the 

rules of GCs and its APs that apply to IAC and NIAC, and determining if these rules can be 

exploited by hybrid adversaries through the employment of cyber NSAs, also the hybridity of 

these armed groups in contemporary armed conflicts with the extraterritorial effect of their 

operations. Similarly, in light of the above, it is important to assess the principles of IHL but 

due to the limited scope of the dissertation, the author will not examine in detail all principles 

but to the extent necessary. Therefore, the examination will cover the principle of distinction, 

particularly civilian direct participation in hostilities. That will require a deep exploration of 

conventional law, state practice, and case law. 

 

    The structure of the present dissertation is composed of an introduction, three parts, and 

conclusions. The structure is organized to facilitate the understanding of the warfare concept 

and its evolution from conventional to hybrid, the examination of international law and its 

applicability to hybrid warfare and identifying gaps that could be exploited by adversaries 

(cyber means, state and non-state armed groups). 

    Part one provides historical background on the evolution of warfare, precisely in the theories 

of Sun Tzu the “Art of War” and Carl von Clausewitz “On War”, which has been recaptured 

by modern warfare theorists due to its importance and relevance to contemporary settings. 

Moreover, the section deals with the development in the legal interpretation and terminology 

of armed conflict through international documents and scholars’ input, particularly in the post-

UN Charter era. Whereas, the last section of this chapter focuses on the Hybrid warfare 

concept, through an overview of literature definitions, means of Hybrid warfare and concludes 

with describing the challenging features and means of hybrid warfare (non-state armed groups 



and cyber operations). On the other hand, from a broader sense to the contemporary conflicts, 

the instrumentalization of the law (Lawfare) by States, both in international and domestic laws, 

to legitimize their actions and maintain freedom of maneuver and delegitimizes their 

adversary’s activities and constrains their freedom of maneuver44, is addressed as part of 

disclosing the genesis and development of the hybrid warfare concept. 

    Evaluating the legal development of conflicts and emerging elements introduced by hybrid 

warfare, the author argues that the discussed concept is not a new form of warfare and rather it 

has roots in the old theories of Sun Tzu and Von Clausewitz. Nonetheless, hybrid warfare falls 

short of all classic categorizations of conflicts, and rather it combines their distinct features in 

a single form creating a legal gray area. Consequently, certain challenges face the legal order 

due to the complexity of actors and new technologies, mainly because these elements rely on 

deniability and the tendency to avoid attribution. 

    Part two examines the applicability of Jus ad Bellum to the challenging elements of hybrid 

warfare. It observes the activities that violate the peace regime and threaten international 

security, also explores lawful use of force in the context of the UN Charter. Given that, the first 

section tests the theoretical bedrock on the prohibition of the use of force in international law 

to some of the most complex characters and means of Hybrid warfare (Cyber, Non-state armed 

groups). The analysis focuses on the means that could amount to the use of force in terms of 

armed aggression, the threshold of an armed attack, and the right to self-defense. In doing so, 

the required elements of armed attack (material and actor elements), principles of necessity and 

proportionality in self-defense, and the right to use force against NSAs operating from the 

territory of another state are evaluated. especially regarding the attribution test of effective and 

overall control in which it was noticed that more restrictive requirements that cover low-scale 

attacks are required.  Also, this part of the research examines the ambiguity of attribution and 

its tests (effective and overall) that were found as inadequate in certain areas and reveals the 

complexity of cyber-attacks on State sovereignty and responsibility for wrongful acts. This part 

also analyses the Due Diligence rule as a potential remedy in the use of force against cyber-

attacks.  

    Part three examines the Law of Armed Conflict or IHL concerning hybrid warfare. This part 

focuses on the general understanding of the Geneva Conventions and its additional protocols, 

classification of armed conflicts, and the parties of the conflict. First, as hybrid warfare blurs 

                                                 
44 See, Dr. Sari A., Dear Geneva: Let’s Talk Hybrid Warfare. A Reality Check, Conference Presentation at Geneva 

Centre for Security policy (GCSP), 2019.  



the line of distinction between war and peace, it also confuses the classification of the conflict 

itself and the parties involved. So, the first section describes IAC and NIACs, and evaluate the 

distinction between the rules that apply to each type of conflict (mainly common article 2 and 

3 to the GCs of 1949). Also, it addresses the challenges that arise from the employment of 

cyber NSAs and the geographic limitations of IHL in NIACs. This part of the research also 

examines contemporary co-existing armed conflicts (conflict in Syria as an example) that 

combine both IAC and NIAC to a single battlefield, and assess whether applicable rules are 

sufficient in addressing the complexity of hybrid means and methods, or eradicating the 

distinction between the rules that apply to each conflict would be advantageous to avoid such 

confusion. 

    Besides, the third part covers the principle of distinction which is a cornerstone for IHL. It 

mainly examines the distinction between civilian objects and military objectives, particularly 

in cyber operations, the legal challenges that arise from blurring the line of distinction between 

combatants and civilians taking direct part in hostilities (DPH) and evaluates the three 

cumulative elements for DPH (harm threshold, direct causation, and belligerent nexus) and the 

additional element of continuous combat function. This section of the research intensely 

focuses on cyber operations by civilian hackers and their ambiguous status in contemporary 

conflicts. This dissertation is finalized with conclusions. 

 

Main Statements to be Defended 

 

1. Hybrid warfare relies heavily on a combination of traditional means of warfare with modern 

technology and decentralized operations (Cyber operations, non-state armed groups, and 

Lawfare, etc.). The multi-modality of capabilities and resources creates legal asymmetry and 

exploits legal uncertainty in the current international law. 

 

2. The international law regulating the use of force in international relations can deal with 

threats emerging from Hybrid warfare. However, deniability and lack of attribution, in addition 

to the higher threshold for establishing “effective or overall control” over hybrid actors, 

particularly in cyberspace, is eroding the norm of state responsibility for wrongful actions. The 

due diligence rule provides good practice in developing a preventive remedy and reduces the 

issues associated with the attribution due to the complex nature of cyber operations and the 



role of non-state armed groups, the lack of a comprehensive approach in dealing with such 

operations, and the absence of a clear de minimis threshold.  

 

3. Principles of non-intervention and non-interference are well established under international 

law to tackle the complexity of hybrid warfare. Yet, the ambiguity of hybrid operations that 

vary in their intensity create a legal challenge when examining coercive elements and left with 

no agreement on the criteria for certain elements (application of pressure, benefit for 

perpetrating party). 

 

4. International Humanitarian Law can address the complexity of hybrid warfare, as it is 

designed through its two main sources the Geneva law as a body of rules which protect victims 

of armed conflicts, and the Hague law that consists of provisions that regulate the conduct of 

hostilities in armed conflicts and provides a clear distinction between international armed 

conflicts and non-international armed conflicts. As Hybrid adversaries tend to deny any 

involvement in a conflict, the legal regulation of non-international armed conflict applies in 

most scenarios that involve non-state armed groups, since the threshold for the applicability of 

international armed conflict is deliberately low. The co-existence of the two types of conflicts 

to a single battlefield is the dominant feature of modern hybrid warfare. The geographic 

limitation of non-international armed conflict must be defined precisely under the international 

humanitarian law upon the rise of cyber operations conducted from territories not involved in 

the conflict. All the previous loopholes allow certain justifications such as targeted killings and 

the “unable or unwilling” doctrine to be enforced by States, bringing a higher risk of global 

battlefields and its impact on international security and peace.  

 

5. Hybrid warfare blurs the distinction between civilians, combatants, and their objects (civilian 

objects and military objectives), which is a fundamental principle of international humanitarian 

law. Therefore, the cyber-infrastructure of dual-use nature must be treated as civilian 

infrastructure even when used to conduct cyber operations, which will alleviate the 

complexities of distinction, particularly in the cyber-sphere. Also, the notion of direct 

participation in hostilities is not settled and does not sufficiently deal with the challenges of 

cyber operations in the hybrid warfare era, particularly regarding Direct causation, the 

threshold of harm, and the notion of continuous combat function. 

  



I- The Emergence of Hybrid Warfare in the Evolution of Armed 

Conflicts 
 

 Traditionally, wars were waged between sovereign states and were regarded as the 

continuation of politics45. Today most armed conflicts are not only between states, but also 

other groups are significant combatants, where conflicts arise between internationally 

recognized governments and NSAs. The realist theory inspired by Thomas Hobbes considered 

that: “There is always a war of everyone against everyone”, portraying that war as a natural 

condition to anarchy46. Firstly, the terminology could be puzzling especially regarding the 

terms “War” and “Warfare”. The former is a state of political being or a condition, while 

warfare generally describes the methods or actions used to prosecute a war. Commonly said, 

one of the core characteristics of warfare, is the continuous development of new methods and 

means of conflicts to overwhelm adversaries with unexpected abilities. This is confirmed and 

recognized by Article 36(1) of the Additional Protocol to the Geneva Conventions47 which 

states the following: “In the study, development, acquisition or adoption of a new weapon, 

means or method of warfare, a high contracting party is under an obligation to determine 

whether its employment would, in some or all circumstances, be prohibited by the Protocol or 

by any other rule of international law applicable to the high contracting party”48. Under 

international law, the term armed conflict has developed with the evolution of its means, as 

well as the involvement of non-state armed groups and the rapid evolution of modern 

technologies. This development has led to, a series of definitions drafted by scholars, a change 

in the legal understanding, the terminology of war, and the international law’s categorization 

of armed conflicts. This development has evolved during the era of new forms of warfare by 

an obvious change in nature and character, from conventional to modern conflicts in the mid 

of the 20th century and the beginning of the 21st century.  

Therefore, for this chapter, the first part examines the evolution of warfare and the theories that 

have a direct or indirect impact on the modern nature of the conflict, in particular, the Sun Tzu's 

theory on Art of War, which is perhaps the oldest and one of the most widely read classics of 

military strategy introduced 2500 years ago and providing a unique insight into modern 
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conflicts, quoting Sun Tzu’s famous statement: “to subdue the enemy without fighting is the 

supreme excellence”.49 Also, Von Clausewitz's theory of war constituted war as the 

continuation of politics by other means50. Clausewitz wrote his seminal work “On War” in an 

era dominated by inter-states conflicts, which explains his state-centric approach to conflicts. 

Moreover, the chapter will highlight theories of Hugo Grotius that has much to say about the 

dividing line between war and peace and its impact on the development of the legal regime 

applicable to armed conflicts and peace resolution throughout history, nonetheless is highly 

challenged in modern conflicts as such dividing line is not acknowledged practically by states 

and NSAs.  

Further, the second part unfolds the shift from conventional to modern warfare, the 

involvement of irregular proxy warriors, and the employment of new technologies, by 

highlighting the challenges that face the existing international norms governed by treaties and 

customary international law. The St. Petersburg Declaration 1868 which has the force of law, 

confirms customary rule to which the use of arms, projectiles and material of a nature to cause 

unnecessary suffering is prohibited. The international community intended to regulate new 

technology of warfare. St. Petersburg Declaration framed the usage of weaponry for any future 

development by stating that: “The only legitimate object which states should endeavor to 

accomplish during war is to weaken the military forces of the enemy.”51 In this case, analyzing 

the changing characteristics of modern armed conflict and their development in contemporary 

battlefields from regular to irregular wars that include the hybridization of warfare following 

the UN Charter era, will be essential.  

Also, it discusses the development of the legal interpretation of armed conflicts by highlighting 

the evolution of its legal terminology from war to armed conflict, and the classification of the 

latter by relevant legal concepts mainly IHL, that drew a line of distinction between 

international and non-international armed conflicts, which was later challenged by the use of 

irregular means of war precisely hybrid warfare means.  

The third part of this chapter will discuss the definition of Hybrid warfare, by an overview of 

previous literature and the scholars’ understanding and definitions of this term. Then the study 
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will examine the ongoing debate about the novelty of hybrid warfare whether it is considered 

a new phenomenon or not. Admittedly, the term has no consistent definition so far, it could 

include irregular, conventional tactics in the battlespace, and non-military means for strategic 

objectives52. And finally, the chapter highlights the challenging elements of hybrid warfare that 

the present dissertation analyzes under applicable laws. 

1. The Evolution of Warfare from Conventional to Modern  

   Warfare refers to the common activities and characteristics of types of war, or of wars in 

general53. Some scholars see war as a universal and ancestral aspect of human nature, while 

others consider war a result of specific socio-cultural or ecological circumstances. Marven 

Friend, for example, defines war aims as “The desired territorial economic, military or other 

benefits expected following successful conclusion”. The multiformity of the phenomenon 

‘war” makes its definition extremely difficult54. For instance, Hugo Grotius defined war as: 

“the condition of those contending by force, viewed simply as such”. While the Russian 

proposal, that was submitted to the Brussels conference 1874 defines international war as “A 

condition of an open struggle between two independent states and between their organized and 

armed forces”55. This definition applies more to war as de facto rather than to war as de jure or 

a state of war. It is important to differentiate between the two concepts, as numerous armed 

conflicts involve widespread hostilities but were not considered wars in the formal sense, such 

as the British attack on the Danish fleet in 1801 and 1807, by which the Secretary-General of 

the League of Nations in 1927 considered, from a legal point of view, that the state of war 

between two states depends upon their intention and not upon the nature of their acts56.  

 To demonstrate, before the 20th century, the debate was on drawing a distinction between just 

and unjust wars, by which the requirement of valid justification for the lawful war was reflected 

in the Christianity and was elaborated by St. Augustine in the 4th century, who despite his 

beliefs that Christians should be pacifists, made an exception for fight defensively or in the 

defense of innocents. The latter has strongly influenced medieval scholastics such as St. 

Thomas Aquinas and continued to develop until the 16th century by the Spanish jurists such as 
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F. De Vitoria and D. De Soto57. Just war has developed and influenced later the right to resort 

to use force or jus ad Bellum. In the 19th century, there has been a legal development through 

a historical process of overcoming the moral theological approach of just war (Bellum 

Justum)58. That was spotted by the behavior of the European states that loosened their moral 

bond criteria for the interest of the sovereign right to go to war. As a result, Wilhelm G. Greeve 

wrote: “Whenever the problem of war was seriously discussed from an international law 

perspective, the principle of the freedom to wage war emerged.”59 The uncertainty of war and 

peace in the 19th century is nonetheless reflected in nowadays conflicts influencing both 

political practice and the legal doctrine, as to whether preventing and humanizing the conflicts 

or accepting war as a political instrument60. Modern conflicts and their means can be 

understood by examining them to older theories. For example, Immanuel Kant rejected the 

inhumanity of wars and their sufferings. In his proposal on “Perpetual Peace”, he demanded 

complete legalization and instrumentalization of national and international law to evade wars, 

refusing by that the notion of a right to go to war, but instead endorsed the legal prohibition of 

the latter (jus contra Bellum)61. On the other hand, Georg Hegel agrees with Kant on the horrors 

of wars, nevertheless rejects the universal perpetual peace project and the binding power of the 

international law, conversely, he stressed the certainty of state sovereignty, as for Hegel war is 

right to states and legitimate mechanism for dispute settlement62. However, for the interest of 

this chapter and to relate previous theories to contemporary conflicts of hybrid nature, the 

influential work of Sun Tzu on “the Art of War” and Carl Von Clausewitz on “On War” who 

considered “war a clash between major interests that are resolved by bloodshed and that is the 

only way it differs from other conflicts”63, are remarkable in the way they contribute to this 

matter. Also, an analysis of the context of war is essential to understand the evolution of 

theories of warfare, of which hybrid warfare is one of the most recent64.  
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1.1. Sun Tzu’s Art of War  

Sun Tzu's book presents itself as a collection of sayings by Master Sun or else known as Sun 

Tzu, a General and military advisor at times of ruthless struggles between rival kingdoms 

decimated China’s population. Therefore, countering the slaughter was by developing strategic 

thought that placed a premium on victory through psychological advantage and preached the 

avoidance of direct conflict. Sun Tzu stresses the unorthodox or indirect approach as an 

element of psychology in warfare that was employed by Chi Minh and Vo Nguyen in the 

Vietnam War that relied on indirect attack and psychological combat against France and later 

the USA, which had its impact on the USA’s frustration in the Asian wars according to Henry 

Kissinger. 65  

  To illustrate, for Sun Tzu, the art of warfare is deceit and the highest excellence in the war 

was not in winning every battle, but in subduing the enemy’s force without having to engage 

it in battle66. Strategic Dominance is central in Sun Tzu’s treatise when the balance of forces 

shifts in one’s favor, also known as “Shih”. His theories merge the military strategy and 

political domination to achieve victory, as battles have become unnecessary in his opinion. 

Various theories stressed in the Art of War, have a direct link to modern conflicts, for example 

winning battles without fighting and overthrowing the enemy state without protracted war.67 

That matches the main aim of hybrid warfare that relies on low-intensity operations that do not 

cross the threshold of armed attacks or armed conflict.  Furthermore, Sun Tzu’s hybrid 

approach is revealed in his understanding that once the interconnectedness of everything in 

warfare is established, success depends on the accuracy of the strategist’s calculus weighing 

each component’s relative importance, therefore war depends on rationality.68 The hybridity in 

Sun Tzu’s theory is also reflected in writings to “Chi and Cheng”, the former is most commonly 

orthodox or traditional while the latter is unpredictable or unorthodox69. In this regard, Sun Tzu 

promotes the combination of conventional and irregular means in a multimodal and 

interchangeable manner through which a conventional (chi) force can turn into unconventional 

(cheng) force, and vice versa depending on the adversary weakness and strength. This strategy 
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can also be understood as an interrelated use of military and non-military means, in other 

words, hybrid warfare. 

Additionally, for Tzu, victory is not the main objective of armed forces, but it is achieving the 

political objective that the military clash was intended to secure, by which everything is 

connected and not isolated in a military or strategic contest, from weather, diplomacy, historic 

perceptions, and the intangibles of surprise and morale. The main objective is observing the 

adversary, defining it carefully, then striking the enemy’s weakest point70. Therefore, the art of 

war theory articulates a doctrine less of territorial conquest than of psychological dominance 

which addresses the necessity to correctly grasp and evaluate the intentions, traits, and patterns 

of the enemy’s decision-maker71. Sun Tzu has devoted the whole chapter to espionage, as a 

tool to gather intelligence about one’s adversary and considered it an important tool available 

to political and military leaders which is why he emphasizes “the need for meticulous 

intelligence-related preparations before the outbreak of war and preceding each campaign and 

battle”.72  So in his understanding of the dynamic world, he describes how there is nothing 

constant or predictable in warfare. 

To sum up, the analyzed context of Sun Tzu’s writings proves the role of hybridity within his 

strategic understanding of waging wars. This has been explained at the operational level 

through the convergence of conventional and non-conventional means, like irregular warfare 

and compound warfare. The fusion element of different means to a single battlefield (Chi and 

Cheng) lies in the core of hybrid warfare and Tzu’s theory. Additionally, the importance of 

military and non-military means based on ambiguity and deniability are equally found in Sun 

Tzu’s Dialectic of harmony and chaos (Ho and Luan) that highlighted the importance of 

military actions combined with non-military means such as diplomacy economic pressure, or 

deception73, by creating uncertainty and confusion to the adversary with regards the deposition 

of forces, military plans and intent or division of alliances. Therefore, most of Sun Tzu’s ideas 

can be recognized in contemporary state-led hybrid warfare. Nonetheless, nowadays it is seen 

to be more complex and potent because it includes novel irregular and technological methods 

along with tools of political warfare that are generally available for States.  
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1.2. Clausewitz Theory of War 

  On the other hand, Western strategists are heavily influenced by the theories of the Prussian 

soldier-scholar Carl Von Clausewitz that were based on the experience of Napoleonic wars, 

and his statement was developed based on the Driefontein Consolidated Gold Mines vs Janson 

case74. Clausewitz’s observation of armed conflict is related to violence or resort to force by 

one of the parties, as his notion of war is the need for violence delivered through combat to be 

for a political or policy purpose. Violence as a fundamental criterion of war in Clausewitz's 

sense is not applicable in modern conflicts, as many means of armed attacks or conflicts could 

not be considered violence, however, can fit in the context of war. In this matter, non-violent 

means had no attention in Clausewitz’s On War theory, for his definition is combat-centric, 

especially since non-violent means had been central in various types of conflicts from the cold 

war to the hybrid warfare conducted in Ukraine and other states75. Besides, violence can be 

delivered by organized groups such as criminals or drug gangs that can conduct activities 

reaching the intensity of violence, however, their actions cannot be considered as engagement 

in armed conflict but are dealt with by law enforcement. 

 Clausewitz's description of the war between only states has been criticized by theorists of the 

21st century, such as Can Creveld that considered: “Organized violence should be called war if 

waged by the state, for the state or against the state.”76 The military campaigns that Clausewitz 

was familiar with, were between states and their armed forces with civilians largely uninvolved 

in the hostilities, in which it can be labeled as regular war. On the contrary, contemporary 

conflicts affect civilians directly even if they were not involved in the hostilities, even more 

than combatants who are legitimate targets in armed conflicts. Such conflicts are described as 

Irregular wars involving non-state armed groups such as the conflict in Syria (Hezbollah, PKK, 

ISIS, Ahrar AL Sham, and many others), same in Ukraine (Little Green Men) irregular 

paramilitary forces with pro-Russian agenda. That is what labeled the hypothesis of Clausewitz 

as state-centric and applicable to regular warfare, but difficult to apply to armed conflicts 

conducted by rebellion, insurgency, and criminal activities.  
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   One of the crucial statements of Von Clausewitz in “on War”, was his dismissal of 

international law as being considered irrelevant77,  which further implies that the type of war 

he is dealing with is interstate. However, such a statement is not surprising due to Clausewitz's 

state-centric forms of understanding wars, and it also reflects the classification of war at times 

the idea of a state of war necessitated a declaration of war between sovereign states or in other 

words the regular war78. Yet, Clausewitz recognized the changing and evolving nature of wars 

considering that it has always been a “chameleon” that is ever-changing, adapting to new 

circumstances and camouflaging itself in international relations, national security, and political 

rhetoric. So, Clausewitz acknowledges the development in means of warfare, but he does not 

consider that it creates any change to the concept of war or its nature. It is important to note 

that hybrid warfare is a derivative of the Clausewitzian notion, that war is a continuation of 

politics by other means. This is highly relevant to the argument that hybrid warfare is not new 

but goes back to the discussed theories. 

In addition, Clausewitz ignored the importance of how the parties themselves represent the 

conflict for whether a conflict counts as a war or not. So, one of the most important contextual 

parameters concerning whether a conflict can be classified as war or not is how the parties to 

the conflict represent it79. This can be classified as a perspective-dependent feature of modern 

conflicts too, including hybrid warfare, through which understanding different views of the 

parties involved in the ambiguous situation is critical, providing insights into each party’s level 

of commitment and how far each may be willing to go in pursuing their objectives80. 

To summarize, Clausewitz considered that warfare is violent with an instrumental character in 

reaching political goals and that wars are wars no matter what might develop in the future. This 

had a great impact on the notion of conventional warfare. Even though Clausewitz took a war 

for granted, liberal lawyers like Caspar Bluntschli (co-founder of the Institut de Droit 

International) and Prof. Henry Bonflis believed in the possibility of international peace through 

law and were in favor of legal prohibition of war81. The theory of international peace was also 
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faced by criticism of the liberal theories that considered it impossible and unthinkable. Those 

who opposed the theory of legal prohibition of war supported the legitimacy of wars as an 

honorable and important procedure of international relations.  

   To conclude, the relevance of the two theories presented by Sun Tzu and Clausewitz are solid 

to contemporary conflicts, though it varies due to the framework of both. The Art of War is 

devoted to the strategies of actual fighting and the role of military operations with diplomacy 

is broader than the framework of On War that is concerned with the art of waging war and 

considers that war begins when diplomacy has failed. On one hand, Clausewitz's ideas about 

hybrid nature of warfare that was described war as a chameleon, and on the other hand Sun 

Tzu’s strategic dimensions of war and thoughts on intelligence in asymmetrical wars, both 

explained the dynamics of all types of contemporary conflicts, including its hybrid nature. And 

despite the assertion by Clausewitz that the laws of war are hardly worth mentioning, they 

remain the most reliable answer to the opposing tensions of the necessities of war in modern 

times.  

1.3. The Changing Character of Modern Conflicts 

 Analyzing contemporary conflicts, particularly in the Middle East after the Arab Spring, 

Eastern Ukraine and the Annexation of Crimea, armed conflict in South Lebanon, sophisticated 

cyber-attacks such as Stuxnet and the attack that targeted Estonia, the conflict in Abkhazia and 

Russian interference in Georgia,  in addition to the ongoing conflict in Yemen that has different 

factors to address as to whether it is considered a NIAC or IAC, is important to understand the 

modern conflicts and their complexity. All the previous examples sum up that modern conflicts 

are no longer the same, new means blended with old methods of warfare highlighting a shift 

by character, nature and creating a challenge to international peace and security82. Modern 

conflicts no longer apply regular and irregular forces in different areas of the conflict as 

separate efforts, rather combine them in a single domain. Wars that were traditionally between 

armed forces of established states, fighting for clear political and strategic objectives with 

armed forces overtly identified by their uniforms and guided by ethical codes of honor that 

regulate combat83, are shifting by the increasing level of participation of new entities that are 

no longer limited to States. That is creating a legal misperception and complexities to the 
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principles of IHL and the International Law on the use of force. Wars in the line with Carl von 

Clausewitz’s military theory have been waged between states in conformity with international 

humanitarian law, while for instance today’s example of the western war against Islamic State, 

is an asymmetrical conflict, facing an insurgency and hybrid armed group using guerrilla tactics 

and other non-military means such as propaganda and phycological warfare to avoid any army-

to-army confrontation.84 

    The development of IHL after Henry Dunant’s experience in the battle of Solferino in 1859, 

which witnessed dramatic suffering of injured, led to the adoption of the Geneva Law dealing 

with the treatment of war’s victims, and the Hague law regulating weapons and methods of 

warfare. However, the time of traditional battles between opposing sides lined up in squares 

and columns in a battlefield, where troops use to be sure who and where their enemies were, is 

no longer the fashion. Modern conflicts that have proliferated in the last two decades are not 

state-centric anymore. Now battlefields include NSAs that include gangs, criminal 

organizations, radicals, or cyber hackers. Such new forms of warfare were introduced by the 

fourth-generation warfare theorists85. Modern conflicts are contention between two or more 

states through their armed forces and international law currently recognizes two disparate types 

of conflict, interstate (between two states or more) and intrastate (NIAC). Eventually, a decline 

in the number and intensity of inter-state conflicts was noticed in comparison with the rise of 

intra-state or internal conflicts presenting the predominant facade of modern conflicts. 

Therefore, our legal understanding and professional lexicon should evolve parallel to the 

evolution of warfare.  

 1.3.1 Conventional Warfare 

    Warfare can be presented in various forms; it reflects the political will through the use of 

military forces specifically tailored to apply state-sponsored violence and operate decisively 

against adversaries as well as a fight by convention86. Conventional warfare is the use of 
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traditional means to wage war, a form of warfare between states that employs direct military 

confrontation to defeat an adversary’s armed forces, destroy an adversary’s war-making 

capacity, or seize or retain territory to force a change in an adversary’s government or policies. 

The first and second World Wars, the Korean war and the Desert Storm, are examples of 

conventional battles between States with uniformed forces under strict hierarchical military 

command and following a military strategy to fight clear and present military targets with the 

conformity of international humanitarian law, jus ad Bellum and other rules87. Such wars used 

to end with either total victory, unconditional capitulation, or a peace treaty. However, 

contemporary conflicts and the engagement of hybrid non-state armed groups or proxy fighters 

keep the conflict ongoing, and any total victory in the conventional sense of battles would be 

an illusion. Also, conventional warfare takes place in the physical world and has tangible 

effects recognizable to all parties. While nowadays conflicts with cyber dimensions, are 

intangible yet have a direct kinetic effect88. So, what distinguishes modern conflicts from 

conventional ones is the growing influence of NSAs, the tools available to them, and the 

velocity of change89.  

     The regulation of warfare by international law was conventionally a set of distinction rules. 

The right to use force (jus ad Bellum) was determined by the absence or presence of an actual 

armed attack, and the regulation of hostilities in the law of armed conflict (jus in Bello), which 

is based on the principles of distinction between combatant and non-combatants (non-military 

targets)90. And the most prominent distinction was between Jus ad Bellum and Jus in Bello, 

where in the latter, the aggressor (including an aggressor occupant) enjoyed equal privileges 

during combat as the victim. 

 

 1.3.2. The Irregular Warfare/ Asymmetric Warfare   

    Unconventional warfare that emerged in the late 1980s, is the use of irregular methods to 

counter the traditional advantage of stronger opponents and rather favors indirect and 

asymmetric warfare approaches. The unconventional forces are not equally articulated with no 

clear policies, resources, and defense portfolio as conventional ones91. While the law of armed 
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conflicts was designed to deal with parties engaged in a states-centric type of warfare, an 

asymmetric engagement which is mainly between belligerents of unequal military power and 

strategies is different.  The Joint Publication 1-02 of the U.S. Department of Defense has 

defined irregular warfare as “a violent struggle among state and NSAs for legitimacy and 

influence over the relevant population. Irregular warfare favors indirect and asymmetric 

approaches, though it may employ the full range of military and other capacities, to erode an 

adversary's power, influence, and will.”92 Such tactics are employed by Jihadis using 

insurgencies, hit and run guerrilla tactics, to avoid confrontation with conventional troops. The 

latter concept is part of hybrid warfare that is based mainly on the simultaneous use of 

traditional and irregular military means, its main aim is to subjugate power rather than focus 

solely on gaining military victories.  

   The legitimacy of warfare was framed through international treaties based on moral and 

humanitarian principles. The 1907 Hague Regulations criminalized the behavior of the 

dominant powers in the 17th and 18th centuries that used irregular troops to exploit civilians, an 

attempt to make wars more humane, and such attempt depended strongly on the political 

interest of these powers that suffered from the irregular militias93. Though Irregular and 

asymmetric war (often known by Fourth Generation war “4GW”) is considered an element of 

hybrid warfare and used by some for referring to the latter, there is a difference between both. 

Irregular warfare is between parties whose military power and strategy are not equal.  Hybrid 

warfare has both state and non-state features, hybrid armed groups can change simultaneously 

from irregular forces to state forces, a combination that creates a challenge to what legal model 

applies to it. That is the reason why some authors proposed to divide the conflict in Ukraine, 

into two different legal precedents: Internal armed conflict (Ukraine v. Donetsk People’s 

Republic (DNR) / Luhansk People’s Republic (LNR) and International armed conflict (Ukraine 

v. Russia)94. Otherwise, if combined it will bring to light the first complexity of hybrid war, 

which is the complexity of classifying an armed conflict in a single battlefield. 
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2. The Development of the Legal Terminology of Armed Conflicts  

  Under international law, there is no binding definition of “War”, especially as the law has 

evolved in new directions after WWII giving the way to the notion of “Force (UN Charter) and 

Armed Conflict (Geneva Conventions)”95. In the period following the peace of Westphalia and 

till the end of WW II, the international law of war applied only to conflicts between states96, 

while internal conflicts were not treated as real wars in the strict sense of international law 

interpretation to wars.97 However, the understanding of war as a condition that can occur only 

between states has lost its potency. For example, common article 3 of the Geneva Conventions 

1949 has assured the recognition of belligerency and that certain fundamental norms of the law 

of war to conflicts involve NSAs for the subsequent evolution of the law of NIACs98. In 

addition, article 2(1) of the GCs introduced the notion of armed conflict, thereby expanding 

the application of IHL and making it less dependent on the formalism attached to the notion of 

declared war. GCs in this sense have played a major role in shaping the “armed conflict” notion 

that also covers any sort of foreign military occupation, even if such occupation does not meet 

with armed opposition during or after the invasion. 

The importance of the shift in terminology goes back to the times before the Geneva 

conventions, where “war” was considered a state opposed to the state of peace. The 1907 Hague 

convention III states that “a formal declaration of war is required to apply the law of war in the 

relation between two parties”. Historically, the declaration of wars was state-centric and any 

other resort to force without the state’s authority would be considered as an act of lawlessness99. 

That has allowed the states to avoid their commitment to such laws, by simply not declaring 

war. The change in the legal interpretation of armed conflicts had a positive impact on the 

behavior of states and non-state armed groups, that will be held responsible for their hostile 

actions even with no formal declaration of war.  
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 In addition, based on the work of the International Law Association100, it became clear that 

the international community has a definition and it no longer uses the term “War” but rather 

“Armed conflict”. A situation that may be treated for purposes of international law as armed 

conflict is not a matter that a national leader may simply decide at his discretion, it is not a 

political question or policy issue, it is a legal question of the greatest importance that can be 

distinguished from peace where human rights and other laws prevail101.  Similarly, 

international lawyers have abandoned using the term war and replaced it with armed conflict. 

That could be explained in line with Greenwood's statement that “there could be a war without 

fighting and fighting without war.”102 Most of the conflicts after WW II were addressed as 

armed conflicts. For example, the British Lord Privy Seal of 1 November 1956 stated: “Her 

majesty’s Government do not regard to their present action in the Suez Canal as constituting 

war, there is no state of war, but there is a state of conflict.”103 Nowadays, formally declared 

wars are rare in international relations, however, neither a formal declaration of war nor the 

formal recognition of a state of war is necessary for an armed conflict to occur or for IHL to 

be triggered104. Under Jus Ad Bellum, the terms “war” and “armed attack” are of particular 

significance. The former in classic pre-charter was the international law term to describe the 

situation of armed conflict between states. But as the current United Nations Charter prohibits 

all use of force except in self-defense or with Security Council authorization, governments and 

jurists began to abandon the use of the term “war”. Interestingly, States have lost their grip on 

the monopoly over violence, by which the number of inter-state conflicts has declined, while 

the number of NIACs and internal unrests has considerably increased. In the same sense, many 

NIACs have been internationalized by the intervention of other States in support of one or more 

of the warring parties, at the same time technological developments have rendered 

contemporary conflicts more asymmetrical.  
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2.1. Armed Conflict and the International Humanitarian Law 

 

  Jus in Bello or the law of Armed conflict (LOAC)105, is applicable in situations of armed 

conflicts. So, the question that rises, when a situation is considered an armed conflict? And 

what are the types of such conflicts? In this matter, the LOAC distinguishes between two types 

of conflicts, International Armed Conflict (IAC) and non-International Armed Conflict 

(NIAC). And while the four Geneva conventions 1949 used both terms, war and armed conflict, 

it indicated that armed conflict comprises war, but is of a broader scope.106 Similarly, civil wars 

were substituted by NIACs, by which inclusion of Common Article 3 to the GCs of 1949 was 

one of the reasons for using the term “Armed Conflict” rather than “War”107.  

 

2.1.1. International Armed Conflict (IAC) 

 

  International Humanitarian law did not clearly define the IAC, where such conflict is derived 

from the common article 2 of the GCs 1949, which voices the application of the convention to 

armed conflict even if the state of war is not recognized by one of the parties108. The article 

states that “the present Convention shall apply to all cases of declared war or of any other 

armed conflict which may arise between two or more of the high contracting parties even if the 

state of war is not recognized by one of them. The Convention shall also apply to all cases of 

partial or total occupation of the territory of a High Contracting Party, even if the said 

occupation meets with no armed resistance.”109  

  Under the IHL, IAC requires opposition of high contracting parties, in other meaning a 

conflict between the legal armed forces of two different states, even if one party of the conflict 

does not recognize the government of the adverse party or no formal declaration of war 

noticed110, and it makes no difference how long the conflict lasts or how much slaughter takes 

place111. Moreover, according to the ICRC, neither the duration nor the intensity plays a role 

in blocking the applicability of IHL to such conflicts112. Also, it is important to bear in mind 
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that armed conflict can arise where a state uses unilateral armed force against another State 

even if the latter does not or cannot respond by military means. Moreover, AP I extended the 

definition of the IAC to cover armed conflicts to fight against colonial domination, alien 

occupation, or racist regime in the exercise of their right to self-determination or what is called 

wars of national liberation.113  

  Furthermore, the ICTY in the Tadic case, considered that “an armed conflict exists whenever 

there is resort to armed force between states114”. State practice proved that IAC is hardly 

concluded by a peace treaty, and the end of such conflict stays foggy even with ceasefire 

agreements that give a de facto situation to have the effect of permanent termination of 

hostilities. But the ICTY in Tadic Case opined that “IHL continues to be applied in IACs until 

a general conclusion of peace has been reached115”. So, as the IHL applicability is seized with 

the end of IACs, yet according to the 32nd ICRC international conference, this issue is still 

complex and vague, and the ICRC believes that hostilities must end with a degree of stability 

and permanence for the termination of an IAC. 

 

 

2.1.2. The Predominance of Non-International Armed Conflict (NIAC) 

 

    Internal Armed conflicts are mainly the use of force within the boundary of one state, with 

the involvement of one or more-armed groups and the government forces, or between those 

armed groups. According to Bert Roling “, the laws of war derive their authority, during a war, 

from the threat of reprisals, prosecution, and punishment after the war.”116 In this matter, 

conventional law applicable to domestic armed conflicts before the adoption of the Statute of 

the International Criminal Tribunal for Rwanda did not establish individual criminal 

responsibility for war crimes committed in such conflicts accompanied by a lack of 

enforcement mechanism117. Nonetheless, NIACs are often called internal armed conflict or 

traditionally “civil wars”. Historically such Intra-state violence can be three types: First is 
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“rebellion” which is involved in limited duration violence and can rapidly be suppressed by 

police with no need to involve military units118. Second is “Insurgents” involved serious 

violence with extended duration and geographical scope and a larger number of insurgents that 

the government could not suppress, yet no rights or obligations were given to this type except 

for reasons of humanity and economic interest119. The third type is “belligerency” which 

requires the existence of a de facto political organization sufficient in character, resources, and 

population, with the ability to discharge state responsibilities and duties and act in the rules and 

customs of war. Belligerents were recognized by the parent state which led to the regulation of 

violence by laws of war120. 

 

    For the applicability of IHL to NIAC, two main legal sources are relevant, Common Article 

3 of the GCs 1949 and Article 1 of the AP II. The former has defined NIAC as armed conflict 

occurring in one of the High Contracting Parties. In other words, it is a conflict between 

government forces and non-governmental armed groups or between those groups in the 

territory of one of the parties to the convention121. And as the four Geneva conventions are 

universally ratified, the high contracting parties’ requirement has lost its cardinality.122 In the 

same manner, the factual scenarios of NIACs are evolving and have become more complex in 

a contemporary scenery.123 In this matter, Common article 3 of the GC 1949 states that “each 

party to this conflict of non-international character shall be bound to the provisions of the article 

by humanly treating any person that is not part of hostilities or not anymore active without any 

discrimination, as well wounded and sick shall be collected and cared for. Moreover, it requests 

the parties to the conflict to bring into force through special agreements all or part of other 

provisions of the present Convention.”124 

   Above all, according to article 1 of AP II, more restrictive requirements have been assigned 

to NIAC by stating that "a NIAC is in which takes place in the territory of a High Contracting 
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Party between its armed forces and dissident armed forces or other organized armed groups 

which, under responsible command, exercise such control over a part of its territory as to enable 

them to carry out sustained and concerted military operations and to implement this 

Protocol"125. So, territorial control by the dissident armed group is required. But such a 

requirement applies only to the second protocol as a supplementary rule to common article 3, 

so it does not extend to cover in general NIACs126. Therefore, even if the level of violence may 

be high in some situations, NIAC does not occur unless there is an organized armed group 

involved. 

It is important to differentiate between NIAC and less serious forms of violence that are not 

considered armed conflict and are governed by IHRL rather than IHL, such as internal 

disturbance, tensions, riots, or acts of banditry127. Such acts do not reach a certain level of 

confrontation to be considered an armed conflict, hence not bound by IHL. Nevertheless, they 

do not fall in a legal vacuum, so Criminal law and human rights law will guarantee that forcible 

actions by states remain within reasonable bounds. According to the definition of NIACs 

international case law, this level of confrontation requires two criteria according to the ICTY 

in the Tadic case that required the following: 

- Firstly, the hostilities must reach a minimum level of intensity. This may be the case 

for example, when the hostilities are collective or when the government is obliged to 

use military force against the insurgents, instead of mere police forces128”. The ICTY 

considered the level of intensity requires the following factors: “The gravity of attacks 

and their recurrence; the temporal and territorial expansion of violence and the 

collective character of hostilities; whether various parties were able to operate from 

territory under their control; an increase in the number of government forces; the 

mobilization of volunteers and the distribution and type of weapons among both 

parties to the conflict; the displacement of a large number of people owing to the 

conflict; and whether the conflict is subject to any relevant scrutiny or action by the 

UN Security Council.129” 

- Secondly, NSAs involved in the conflict must be considered as "parties to the 

conflict", meaning that they possess organized armed forces. This means that these 
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forces have to be under a certain command structure and have the capacity to sustain 

military operations130”. And according to the ICTY, such conflict must be protracted 

armed violence between governmental and organized armed groups (OAG) or 

between such groups.131 

   Several treaty provisions of the law of NIACs have been regarded as declaratory to the 

Customary International Law. For example, common article 3 of the GCs 1949 expresses 

minimum rules applicable to international and NIACs according to the ICJ in the Nicaragua 

case 1986132. Therefore, such a treaty is always binding to the contracting states, but also the 

declaratory standard of such provisions to international customary law, makes it binding to 

non-contracting states too. In this matter, in the Delalic et al. Case of 1998, the Trial Chamber 

of the ICTY stated the following: 

- “While in 1949 the insertion of a provision concerning internal armed conflicts into the 

Geneva Conventions may have been innovative, there can be no question that the 

protections and prohibitions enunciated in that provision have come to form part of 

customary international law.” 133 

Moreover, the ICTY in the Limaj case when the trial chamber had to determine if the conflict 

between the Kosovo Liberation Army (KLA) and the governmental forces during the conflict 

in Kosovo in 1998 can fall under the application of common article 3 of the GCs 1949, the 

argument if such conflict can be considered an armed conflict was discussed134. The trial in 

reviewing whether such conflict amounted to protracted violence concluded that “it is a 

periodic armed clash occurring virtually continuously at intervals averaging three to seven days 

over widespread and expanding the geographic area.” 135 Therefore, the Limaj Case gives an 

excellent illustration that the tribunal shall consider all facts before it can conclude if a situation 

does reach the level of an armed conflict.  

  Most of the conflicts nowadays are NIACs, which are subject to few treaty rules compared to 

IACs.136 While common Article 3 of the GCs 1949 is regularly applied, it is not restrictive. 
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Discussions about when a NIAC comes to an end were also vital, where the 32nd international 

conference of ICRC has concluded that: “according to the ICRC experience in this matter the 

NIAC comes to an end when the complete cessation of hostilities between parties occur with 

absence of real risk or their resumption.”.137 Nevertheless, no clear definition of NIACs was 

settled by treaty or case laws. However, the level of organization of armed group and the 

intensity of armed hostilities seems to be the commonly accepted criteria to distinguish such 

conflicts from other cases of violence or disturbances in international law. 

 

   To summarize, the key distinction between NIAC and IAC is the quality of parties involved, 

and the main obstacle is that in many cases foreign intervention, NSAs, and cyber hackers, 

cause a multiplication of identity of actors involved which makes the classification of the armed 

conflict a complex issue, especially when the third parties do not admit their involvement in a 

conflict. As can be noticed, hybrid warfare elements are quite challenging to the classification 

of armed conflict as they possibly do not fit into any of the classifications or definitions dealing 

with the legality of warfare under international law. This is expected since hybrid warfare is 

tailored to multiple means and methods adopted for the achievement of military and political 

objectives. Contemporary conflicts are more of mix status nature of low intensity138, that is due 

to the fusion of different means of warfare that complicates the understanding of conflicts, use 

of force, the borderline between peace and wartime, also between NIAC and IAC. In recent 

years, the use of hybrid tactics has increased in speed, scale, and intensity. So, to unfold the 

complexity of hybrid warfare, the research makes a comparative overview of the definitions of 

hybrid warfare, the legal challenges it imposes, and the selected elements that are relevant to 

this dissertation, mainly cyber-attacks and NSAs. 

 

3. Hybrid Warfare: Definitions and Elements  

Hybrid warfare and the emerging role of new actors having the ability to destabilize an order 

in any state, combined with other non-kinetic means, has attracted the attention of 

policymakers and security analysts, especially that the 20th century conflicts proved the 
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developing multi-modal features starting from the 9/11 attacks, the conflict in Ukraine, and the 

emergence of ISIS.139 

Hybrid warfare (hereinafter HW) unlike compound warfare which involves a degree of 

strategic coordination between regular and irregular forces, suggests cooperation and 

coordination at all levels: strategic, operational, and tactical. It is also typified by cooperation 

between a politically motivated force and other groups engaged in criminal activity, hence the 

hybrid description of the conflict140. Compound warfare is a theory developed by Thomas 

Huber in 1996, by which he defines it as “the simultaneous use of regular or main force and 

irregular or guerrilla forces against an enemy, by which the operator increases his military 

leverage by applying both conventional and unconventional force at the same time.”141  HW is 

not only limited to military means of warfare, but extends to other means of non-military 

nature, and it is not necessarily a new form of war, however its notion has the potential to 

change future conceptualization of conflicts that do not fit in the categorization under the Jus 

ad Bellum and Jus in Bello. Therefore, it is commonly heard that the term HW is used to 

describe the complexities of the modern battlefield by which it is an overlapping of 

conventional and asymmetric tactics in an armed conflict. 

  HW has been defined and analyzed based on certain conflicts or operations that occurred 

recently and involved a hybrid concept. For instance, Frank Hoffman defined HW based on 

armed conflict between Hezbollah and Israel in Lebanon in 2006, same did McCuen that based 

his definition on the conflicts in Iraq and Afghanistan. In the same manner, the discussions 

within military planning strategic circles particularly in NATO focused on hybrid warfare in 

Ukraine after the annexation of Crimea by Russia.142 The European Union has also focused on 

the hybrid warfare concept and its emergence in the aftermath of the conflict in Ukraine after 
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the annexation of Crimea in 2014143, and the rise of the Islamic State in Iraq and Syria144.  In 

this sense, Damien Van Puyvelde notes “In practice, any threat can be hybrid if it is not limited 

to a single form and dimension of warfare. When any threat or use of force is defined as a 

hybrid, the term loses its value and confuses instead of clarifying the reality of modern 

warfare”145. Therefore, defining HW is relevant and important to determine how states 

distinguish it from other threats and how to respond to it.  And from an international law 

perspective, it is important to identify the means and methods used in such warfare. Most 

international lawyers agree on the importance of such effort, especially with the increase of the 

use of the HW term in modern battlefields, and with the ongoing debate about the novelty of 

such forms of warfare and the challenges, they impose on the international legal order.  

3.1. Overview of Hybrid Warfare 

 

Hybrid warfare has passed through an evolution in strategic thinking and doctrine, yet scholars’ 

interest from a legal perspective has been modest. Nevertheless, HW plays a role at all levels 

of warfare but is not equally effective at all levels. Such form has a significant effect in today’s 

conflicts that also became hybrid due to globalization and interconnectivity. The latter had its 

direct impact on the traditional rules of Jus Publicum Europaeum146, which originated from 

the Peace of Westphalia in 1648. Those rules established a clear distinction between war and 

peace, and between legitimate combatants and non-combatants.  

To illustrate, HW possesses characteristics of both the special and conventional realms and 

requires an extreme amount of flexibility to transition operationally and tactically between 

special and conventional arenas.147 Nevertheless, it was Frank Hoffman in the aftermath of the 

Israeli- Hezbollah conflict in 2006, better known as the thirty-three days war, who considered 
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that this conflict validated the ability of NSAs to deconstruct the vulnerabilities of western-

style military states, and addressed the concept by the following: “Hybrid threats incorporate a 

full range of different modes of warfare including conventional capabilities, irregular tactics 

and formations, terrorist acts including indiscriminate violence and coercion, and criminal 

disorder. Hybrid Wars can be conducted by both states and a variety of NSAs (with or without 

state sponsorship). These multi-modal activities can be conducted by separate units, or even by 

the same unit, but are generally operationally and tactically directed and coordinated within the 

main battlespace to achieve synergistic effects in the physical and psychological dimensions 

of the conflict.”148 For instance, Hezbollah evolved from a paramilitary resistant movement in 

the early 1980s to a highly structured and sizeable powerful organization with a large military 

and political wing recognizing blended irregular tactics and modern weaponry149. Hoffman’s 

analysis of the conflict between Hezbollah and the IDF (Israel Defense Forces) considered that 

Hezbollah had an advantage over Israeli conventional troops by using a mixed form of guerrilla 

tactics and technology in often densely packed city centers, in addition to the fusion of non-

military, political, social, diplomatic, and informational components. However, in the strategic 

and military practice, such a tactic is not considered new as we have witnessed in history 

numerous cases by which such tactics have been employed on a battlefield. As well, it does not 

create a legal challenge to international law as the parties to the conflict and the battlefield are 

clear and identified. Important to note, that in this conflict the two Security Council resolutions 

that were adopted, resolution 1697/2006 deploring attacks against the UNIFIL (UN Interim 

Force in Lebanon) and resolution 1701/2006 that called for a ceasefire and determined its 

structure, made no reference to the nature of the conflict or to the law which should regulate 

it150. Although, the existence of an IAC is easily recognized due to the parties of the conflict, 

determining the existence and classification of conflict with a non-state armed group can be 

difficult151. But what is important in Hoffman’s analysis of this conflict is addressing the 

changing nature of military warfare through the involvement of non-state armed groups and its 

technological capabilities. Hoffman’s concept seeks to provide a theoretical framework that 
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enables us to understand contemporary conflicts, his aim is not merely academic but is rather 

geared towards the formulation of political doctrine. 

 

    Modern HW flourished with the growing influence of NSAs, in an attempt of states to avoid 

direct confrontation or state involvement. However, what might start as low-intensity clashes 

can shift to conventional conflict. Hybridity expresses the difficulty that instead of separate 

challenges with fundamentally different approaches, we can expect to face competitors who 

will employ all forms of war and tactics, perhaps simultaneously. That has been reflected 

commonly by the writings of Hoffman152, R. Glenn, and others153. In other words, HW is a 

highly integrated use of diverse use of military and non-military measures to overarching 

strategic objectives, and its concept was meant to express the idea that symmetrical and 

asymmetrical forms of warfare are likely to converge rather than just coexist in parallel.   

    The HW received a substantial amount of criticism, largely because the definition had been 

comprehended from analyzing and describing the adversaries. In this matter, Mary Ellen 

O’Connell criticized the novelty of HW and considered that international law can even govern 

the newest technology of war154. O’Connell added that HW became more important after the 

annexation of Crimea in 2014 and though some of its elements are new, it does not mean that 

such tactics are novel and it is erroneous to think that international law is out of date or full of 

gaps concerning new developments.155 In the same sense, Murray and Mansoor argued that the 

blending of conventional and unconventional means in a battlefield has been since ancient 

                                                 
152 Hoffman, F.G., Hybrid vs. compound war. The Janus choice: Defining today’s multifaceted conflict. Armed 

Forces Journal, October 2009. Hoffman defines HW as: “any adversary that simultaneously and adaptively 

employs a fused mix of conventional weapons, irregular tactics, terrorism, and criminal activities in the 

battlespace to obtain their political objectives.” 
153 Anderson K., Explaining Hybrid Warfare in the Annual National Security Conference on February 26-27, 2016 

at Duke Law School. Professor Kenneth Anderson noted that: “HW is a term that started to capture the blurring 

and blending of previously separate categories of conflicts, it is not just categories of conflicts in the military 

means of waging war, but also adds to it categories civilian in nature such as propaganda, disinformation, 

cybersecurity, things that we do not traditionally consider as means of war”. See also Glenn, R. W. (2009). 

Thoughts on “Hybrid” Conflict, in: Small Wars Journal, March 2009. R. Glenn considered that “Hybrid threat is 

any adversary that simultaneously and adaptively employs a tailored mix of conventional, irregular, terrorism and 

criminal means or activities in the operational battlespace. Rather than a single entity, a hybrid threat or challenge 

may be comprised of a combination of state and NSAs. 
154  Mary Ellen O’Connell, Myths of Hybrid Warfare, The Centre of Ethical Education in the Armed Forces, 2015 

http://www.ethikundmilitaer.de/en/full-issues/20152-hybrid-warfare/oconnell-myths-of-hybrid-warfare/  
155 Mary Ellen O’Connel, Ibid.  

http://armedforcesjournal.com/hybrid-vs-compound-war/
http://www.ethikundmilitaer.de/en/full-issues/20152-hybrid-warfare/oconnell-myths-of-hybrid-warfare/


times, providing examples such as the American revolution that had two dimensions of 

conventional means in the North battle lines and the irregular partisan forces in the south.156  

  Part of the criticism can be agreed on with regards to the novelty of such fusion of means and 

methods to warfare. For example, The Japanese invasion of Manchuria in 1931 offered some 

striking parallels with the annexation of Crimea, as Japan by that time denied the existence of 

war and combined large-scale military operations with non-military means, including 

instigating civil unrest, organizing armed gangs, and supporting armed separatists.157  

Nonetheless, it is concluded that HW offers certain novelties, particularly in the scale of the 

use of force and exploitation of such means in modern networked societies, the multimodal 

character aiming for the strategic and tactical realization of synergy effects in the physical as 

well as the psychological dimensions of conflict, and the exploitation of modern technology.  

3.1.1. Hybrid Warfare in Doctrine 

 

   The HW concept had been the core of interest to the political and military circles over the 

past ten years. This western term of modern conflicts has similar terminologies in the Russian 

doctrine (Non-Linear or New Generation Warfare) and Chinese doctrine (Unrestricted 

Warfare). From the Russian perspective, through what is known as the “Gerasimov Doctrine”,  

the modern methods of waging warfare are by the broad use of political, economic, 

informational, humanitarian, and other non-military means, supplemented by civil disorder 

among the local population and concealed armed forces.158 Gerasimov’s doctrine was that the 

conflict of the future will be characterized first and foremost by the lack of clear boundaries or 

even the blurring of differences between war and peace, ununiformed personnel, and covert 

operations and that wars will not be declared but will just break out. In this way, the use of 

direct force may not always or initially be a central element of the conflict, or even not 

employed at all. The new understanding of warfare, according to Gerasimov Doctrine, is based 

on in-depth analyses and conclusions from recent conflicts and campaigns. For instance, the 

alleged use of HW by the Russian Federation in the annexation of the Crimean Peninsula 

highlights the employment of such tactics through the use of special operations forces, such as 

the Spetsnaz units (little green men) that seized the governmental building and critical 
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infrastructure, supported by a large scale of a disinformation campaign from the Russian 

government spreading doubt and deniability of the Russian interference in the ongoing conflict.  

   On the other hand, the unrestricted warfare as an alternative description of HW was 

underlined  in the writings of the Chinese military scholars, where they considered that “If a 

country is at a military disadvantage, catastrophic and disruptive threats must be employed to 

target the vulnerabilities of the opponent, by blending economic, financial, telecommunication 

and network, resource, information and media, and International Law warfare.”159 The western 

doctrine has also recognized the complexity of HW by which it reflects the contemporary form 

of guerrilla warfare by employing both modern technology and modern mobilization methods. 

HW can also be noticed in US military and academic writings who agreed that hybrid threats 

incorporate a full range of different modes of warfare concluding conventional capabilities, 

irregular tactics and formations, terrorist acts including indiscriminate violence and coercion, 

and criminal disorder, conducted by both states and a variety of NSAs.160  

Besides, recent conflicts Syria, Iraq, and Afghanistan had hybrid elements that caused 

infringements of international law due to the methods and means used such as cyber, proxy 

actors, NSAs, state actors, terrorism, unorthodox means of fighting, annexations, and 

extraterritorial effects undermining blatantly the foundation of States’ territorial integrity.  

 

 

3.1.2. NATO’s Narrative of Hybrid Warfare 

 

   NATO had much to say about HW, especially in the aftermath of cyber-attacks that targeted 

Estonia, the rise of the Islamic State and its transnational threat in Syria and Iraq, the annexation 

of Crimea, and the legal complexities of hybrid threats and soft power in the Arctic region.161 

Therefore, NATO found itself in direct and indirect confrontation with the complexity of HW. 
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NATO has considered that the Russian aggressive foreign policy is a breach of the long-

standing principles of international law by the illegal annexation of Crimea in 2014. NATO 

defines HW as “a wide range of overt and covert military, paramilitary and civilian measures 

employed in a highly integrated design.”162 While a hybrid threat, according to the NATO 

Military Working Group 2010, is posed by any current or potential adversary including state, 

non-state, and terrorists, with the ability to simultaneously employ conventional and non-

conventional means adaptively in pursuit of their objectives. NATO considers that the concept 

of HW is not new, but what is new is that it has moved from the operational level, underpinned 

by new dimensions, such as globalization, complex geostrategic environment, advanced 

technologies, and information demand. 

NATO addressed HW in numerous events, however, one of the definitions of the concept that 

caught our attention is the following “HW is an amalgam of overt and covert military power; 

a combination of bullying and subversion along with just a dash of deniability – all intended to 

make a full-scale response much harder”163. This definition reflects the actions occurring 

especially in the Baltic region, where NATO states and Russia are two power blocks with 

adjacent and opposite borders. Several incidents in the region have occurred based on 

subversion below the threshold of an armed attack, yet it could escalate anytime to 

confrontation. And with regards to the cyber dimension that plays a highly specific role in 

today’s hybrid threats, NATO recognized in July 2016 that cyberspace is a domain of 

operations in which it must defend itself as effectively as it does in the air, on land, and at the 

sea. Article 5 is central provision of the NAT and depends on the occurrence of an armed attack 

to be enforced, it is highly relevant to counter traditional inter-state attack, and with the increase 

of hybrid threats the NATO stretched Article 5 further in the NATO summit declarations of 
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2016 and 2018, and now foresee a possibility that a hybrid attack, in particular cyber attacks,  

may amount to the use of force, and trigger the activation of article 5.164 And while hybrid 

warfare varies in intensity and scale, applying article 5 is relevant to hybrid attacks that reach 

the level of armed attack articulated in article 51 of the UN Charter, while the situations of less 

intensity are still covered by non-military measures under article 4 of the NAT. 

 

 

3.1.3. Hybrid Warfare at EU Level 

  With the emergence of hybrid threats and its ambiguity since Russia’s annexation of Crimea 

in Ukraine, many international organizations including the EU started defining the 

phenomenon. The EU’s 2016 Joint Communication on the concept of hybrid threat-defined it 

as a mixture of coercive and subversive activity using conventional and unconventional 

methods, coordinated by state or NSAs to achieve specific objectives while remaining below 

the threshold of formally declared warfare.165 However, formally declared warfare has long 

become obsolete and irrelevant under current international law, particularly IHL. So this 

definition has dismissed the fact that Hybrid warfare can still evolve during an armed conflict. 

Nonetheless, the EU assures the importance of keeping the definition of hybrid threats flexible 

to respond to their evolving nature. That has been seen through the series of decisions that 

followed the evolving nature of Hybrid threats in the region. For instance, in response to the 

Salisbury poisoning of former Russian intelligence agent Sergei Skripal, the European Council 

on 22 March 2018 agreed that the EU must strengthen its resilience to chemical, biological, 

radiological, and nuclear threats.166 Additionally, the European Council agreed on an EU action 

plan in 2018 to counter disinformation and protect societies from malicious cyber activities 

and hybrid threats. The legal framework at the European and international level that is 

composed of many legal instruments and supported by declarations and resolutions, plays an 

important role in establishing a tighter legal net to counter the new challenges that arise due to 

the rapid technological development and hybrid means.  

On the other hand, the Assembly of the Council of Europe (CoE), not to be confused with the 

European Council, has acknowledged concerns of nowadays confrontations with the 
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phenomenon of “Hybrid War” that poses a new type of threat based on the fusion of military 

and non-military means such as cyber-attacks, mass disinformation campaigns, disruption of 

communications, and many others.167 The draft resolution of CoE agrees that the main features 

of this phenomenon are legal asymmetry, by adversaries denying their responsibility for hybrid 

operations and trying to escape the consequences of their actions. Similarly, according to the 

European Parliament Research Service (EPRS), A “hybrid threat” is “a phenomenon resulting 

from convergence and interconnection of different elements, which together form a more 

complex and multidimensional threat.168” Taking into account different levels of intensity of a 

threat and intentionality of actors involved, the EPRS also defines a “hybrid conflict” and a 

“hybrid war”. Hybrid conflict is “a situation in which parties refrain from the overt use of 

armed forces against each other, relying instead on a combination of military intimidation 

(falling short of an attack), exploitation of economic and political vulnerabilities, and 

diplomatic or technological means to pursue their objectives.” Finally, “hybrid war” is “a 

situation in which a country resorts to overt use of armed forces against another country or a 

non-state actor, in addition to a mix of other means (e.g., economic, political, and 

diplomatic).169” Interestingly, according to Aurel Sari, excluding the use of armed force from 

the definition of hybrid threats, reduces hybridity to a loose synonym of complexity.170 The 

concept of “hybrid threats” should be reserved for situations where States or NSAs employ 

non-violent means of warfare as instruments of warfare by integrating them with the use of 

armed force or the threat of force. Scholars have not shown much interest in the legal aspects 

of “hybrid warfare”, as most of the legal problems related to this concept – such as violation 

of territorial integrity, support for separatist movements, or the failure to honor international 

agreements - are not new. The breadth and fluidity of this concept make it difficult to be legally 

assessed.  

   Furthermore, the committee of legal advisors on public international law (CAHDI) opined 

the same concerns regarding the legal challenges related to HW and hybrid influencing171. The 

committee agreed that relevant national and international legal regimes apply to military and 
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non-military means of hybrid war and that each action should be assessed individually 

according to a relevant legal regime. This could be problematic for states to respond to such 

acts, as HW means are invested to slow down any response. The committee pointed out some 

international binding existing legal instruments that address the legal challenges of HW, such 

as the Convention on Cybercrime, The Council of Europe Convention on Prevention of 

Terrorism (CETS no. 196), and its protocol.172 In the same sense, The Food for Thoughts Paper 

(Countering Hybrid Threats) highlights several important aspects of HW173. First, it agrees 

with previous definitions and characterizations of the term as centrally designed and controlled 

use of various covert and overt tactics, as well the blending of military and non-military means 

by applying coercive and subversive methods, supported by insurgents or disguising state to 

state aggression behind the mantle of humanitarian intervention such as protecting minorities. 

But adds that the important aspect of those tactics is generating ambiguity both in the affected 

population under attack and in the larger international community. And that the lack of 

attribution can paralyze the ability of an opponent to react effectively as it becomes unclear 

who is behind the attack, limiting the speed and scope of a response to the aggression. 

 

 Based on the previous analysis, it is understood that there is little agreement on what the HW 

concept entails and what are its means. Yet it is commonly agreed on that HW represents the 

fusion of different means of warfare by employing all dimensions of state and NSAs, blurring 

the distinction between military and civilians, and fruitfully investing the modern technology 

and non-military means in the campaign. Also, HW is not limited to the physical battlefield, 

taking into consideration modes that are considered more conceptual such as economic, social, 

political, and disinformation. In the context of modern armed conflicts, Hybridization is the 

coexistence of old and new elements of warfare, derives from clashes between regular national 

forces and asymmetrical conflicts, between military super technologies and primitive weapons, 

as well as struggles for territory and resources (in maritime environments and land), disputes 

over identities and values, in addition to conflicts that arise on ethnic, national, and religious 

grounds rather than between states174. At the operational level, China, for example, has 
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successfully invested its technological capabilities to progressively gain more territories using 

the so-called “Salami Slicing” strategy, by building artificial islands to gain more influence 

and maritime zones without military means that might lead to a conventional confrontation175. 

  Defining HW in terms of the legal complexities that adversaries tend to craft, will require a 

different interpretation than the ones examined by military scholars and strategists so far.  The 

modern international law stresses that the use of force is considered illegitimate unless initiated 

within the very narrow confines of the law; mainly self-defense or acting under the 

authorization of the UN SC176. Thus, states formulated military and political strategies to 

circumvent the law on the use of force and its exceptions mainly with templates for the legality 

of conduct such as anticipatory self-defense, protection of citizens of States that are unwilling 

to exercise its responsibility to protect them by so-called humanitarian interventions and 

responsibility to protect doctrine.  

  Within this perspective, HW theory transforms into an inevitable by-product of the legal 

framework governing international relations and creates legal gray areas of international law 

that such activities are employed to generate and preserve a legal environment based on a lack 

of attribution and liability. Consequently, the key aspect of gray zone challenges is that it 

should be sufficiently ambiguous to leave targeted states unsure of how to respond. That can 

exploit the legal thresholds and obligations by distorting the law to gain an advantage over the 

targeted party of a conflict. This could be seen through concealing a non-standard, complex, 

and indirect involvement in a conflict, using force through proxies, and conducting operations 

at a level of intensity that circumvents the relevant legal threshold. Such fusion of multimodal 

dimensions, by which in many cases the opponent is fluid, are employed concurrently and lead 

to a catastrophic result for the targeted state by undermining its essential features and confusing 

its ability to adopt permissible responses under the international laws, hence allowing the 

dissolving of borders between what is permissible and impermissible in an armed conflict, 

whether it is IAC or NIAC or both at the same time. That establishes an asymmetric legal 

environment where states that continue to abide by the law are placed at a competitive 

disadvantage against adversaries that exploit legal ambiguities and violate the rules of 

international law. 
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In addition, debates about the novelty of HW also took place at the military level,  by which 

some argue that HW is new and unregulated by international law. Such statements can be seen 

through the writings of military strategists, that aim to use the complexity of HW to expand the 

necessity of using force in response to the new threats. For example, the US Army’s Field 

Manual Operations considers that “HW is unregulated and imposes a great threat. The future 

operational environment will be characterized by hybrid threats through combinations of 

regular, irregular, terrorist, and criminal groups that decentralize and syndicate against us and 

possess capabilities previously monopolized by nation-states. These hybrid threats create a 

more competitive security environment, and it is for these threats we must prepare”177. On the 

other hand, others argue that HW is old and fully regulated by international law, considering 

that wars have not and will not change.178 Such arguments can be found in the writings of 

military historians such as Mansoor and Murray characterizing HW as a “conflict involving a 

combination of conventional military forces and irregulars which could include both state and 

non-state actors, aimed at achieving a common political purpose”179. 

 Despite the conflicting views about the novelty of HW, in practice at modern non-state armed 

groups have heavily invested in their hybrid capabilities. For example, ISIS started as a branch 

of al Qaeda in Iraq by the late Abu Musab al Zarqawi in 2004 and flourished to be what’s so-

called Caliphate, is just a new Hybrid phenomenon, it is a non-state armed group with a clearly 

expressed agenda based on religious, ideological, and historical acts aiming to gain political 

victories180. Moreover, it reflects a multinational business, a terroristic group with transnational 

criminal actions, part of it is a network, part organization, and part movement. But for sure it 

does not qualify to the statehood level asit does not fulfill the Montevideo criteria181, nor the 

doctrine of international recognition. Simply conquering and subjugating people does not 

necessarily mean an acceptable definition of statehood as it used to be in previous centuries. 

On the other hand, States have also re-structured their military and para-military forces to fit a 

hybrid nature. China has relied on the so-called Maritime Militia (Haishang Mingbing or the 
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little blue men), those militias are mainly Chinese fishermen or civilians in nature but operate 

as military personnel in the South China sea depending on the scenario they are confronted 

with, and attacking other ships transiting or operating in this area182. These maritime militias 

are an extension of the concept of people’s war under modern circumstances. Therefore, the 

blurring line between civilians and combatants, or between fishing boats and naval forces in 

the case of maritime militias, has a direct impact on the principle of distinction in IHL, the law 

of the sea, and State responsibility for unlawful acts. 

To sum up, international law draws a line of distinction between legal and illegal activities, 

also between what is legally justified in a battlespace and what is not, in turn to build a 

predictable interstate relation. Yet, hybrid adversaries tend to use covert activities, supported 

by the fusion of other military and non-military means to create a legal asymmetry. This means 

that political objectives can be achieved in more rapid for the targeting party and catastrophic 

sense to the other party of the conflict or targeted entity by adhering to different levels of 

intensity and operating in a way that fosters deniability of actions for the perpetrator, to create 

a legal confusion to the targeted state’s response. Then, it is essential to situate hybrid measures 

within existing law they seek to circumvent.  

 To conclude, HW crystalizes many legal areas of uncertainty in international law, these areas 

are known as gray zones. An issue that raises questions about the conditions that trigger the 

inherent right of State self-defense and for invoking collective self-defense, in addition to the 

principles of proportionality, necessity, and immediacy of the armed response in self-defense.  

Particularly, hybrid adversaries tend to avoid a direct confrontation “state-to-state” that leads 

to an IAC, as this would not serve the political and strategic interest behind such campaigns. 

Nonetheless, HW is not a new strategic concept, but it provides a relevant and potentially useful 

analytical framework for assessing the relation between International legal regimes governing 

the use of force and law of armed conflict to contemporary warfare scenarios, this will highlight 

the legal challenges modeled by specific threats and adversaries that combine symmetrical and 

asymmetrical methods. As matter of fact, the era of HW has not resulted in significant changes 

to the law of armed conflict, and the application of law continues to depend on how a conflict 

is characterized, either IAC or NIAC. However, today’s classification is more likely to have 

characteristics of both types to a single battlefield that includes non-kinetic dimensions, such 
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as cyber operations accessed by both civilians and militants. Henceforth, the avoidance of 

crossing the threshold of armed conflict in both IAC and NIAC will be critical focal points for 

any hybrid warfare or threat. Therefore, the legal resilience that is decisively challenged by 

HW operations and fall below or in the gray zone of the threshold of armed conflict, necessitate 

a clear understanding of how international law applies to modern warfare, rather than entering 

a dark tunnel of unregulated conflicts that will have horrific results.  

3.2. Challenging Elements and Means of Hybrid Warfare 

 

The HW can vary collectively in numerous domains. Initially, the political domain, such as 

upholding ethnic self-determination over state sovereignty or asserting the supremacy of 

national laws over international laws; strategically by creating new ethnic realities or claiming 

the transfer of territories (annexation of Crimea as an example). Also, on a social and cultural 

level by the exploitation of historical facts and seizure of ethnic minorities. Additionally, the 

economic and energy domain, such as the destruction of energy infrastructure to justify 

humanitarian convoys or asserting state sovereignty over energy resources183, opposing climate 

change agreements to preserve more access to Arctic resources and untapped fishes in the 

region. Furthermore, the cyber and military domains combined with intelligence are critical 

and play an important role in the success of such campaigns. Moreover, as the concept extends 

to elements of criminality, disinformation, and cyber interference, the distinction between 

combatants and non-combatants becomes vaguer. For instance, cyber hackers could be seen as 

immune civilians operating outside of the battlefield making it harder to determine appropriate 

use of force.184  

Previously, it was remarked that HW can be characterized easier than being defined. While the 

legal response against such a form of warfare requires special consideration in the legal domain, 

it can be seen that the main elements of hybridity which corresponds to an abuse of the defined 

legal space, can be observed.  In practice, hybrid measures are designed to avoid explicit 

violation of the UN Charter and that can be achieved through an emphasis on covert action as 

an effective way to exploit the weakness of an international enforcement regime where the 

status quo is often inaction, particularly in those cases where aggressor states have sown doubt 

as to attribution or the legality of their behavior185. Therefore, a focus is desired on the main 
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challenges imposed by hybrid campaigns and the features that make such form of warfare 

successful for the adversary through ambitious features to disorient observers and make it 

difficult to legally classify the situation, determine the applicable law and assess attribution of 

responsibility to respond through appropriate legal mechanisms186. For instance, lack of 

attribution that roots from the ambiguity or deniability of actions, also the multi-modality 

dimensions and simultaneity by either vertical or horizontal escalation by which such fusion of 

means is employed in highly coordinated and synchronized fashion to create synergistic effects 

beyond the immediate element of power187.  Hybrid actors may increase the potency of an 

operation by intensifying one or more tools (vertical) or by synchronizing multiple tools 

(horizontal) for a greater combined effect188. Also, employing the broadness and fluidity of 

certain legal rules to justify certain actions that fall in legal gaps manipulated by hybrid 

adversaries.  

The contextual nature and fluidity of HW present concrete challenges. First, the increasingly 

blurred distinction that the international humanitarian law drew between public and private, 

state officials and NSAs, combatants and civilians, military and non-military engagement189. 

Secondly, the gray zone by which the hybrid actors operate is an area based on the ambiguity 

between war and peace challenging the ability of the targeted state to do timely warning and 

detection given the fact that actions take place in domains traditionally considered outside the 

realm of war190. Thirdly, the recognition of compliance with the new methods of warfare by 

which certain elements of HW, such as cyber-attacks, espionage, disinformation, lack common 

interpretation hence puts them under different legal regimes when it comes to judging 

compliance with international law191. And last, the difficulty to detect, attribute and identify 

the hybrid actors and the response against such threats, which makes it a low-cost and low-risk 

strategy for aggressors that will be the main feature of future conflicts192. Therefore, such 

features can be fruitfully invested in three central means: Cyber-attacks accompanied by the 

technological progress that rendered hybrid campaigns more asymmetrical, extensive use or 
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threat of use of non-orthodox means, and non-state armed groups (proxies) mainly due to the 

non-state centric nature of contemporary conflicts where it is challenging and time-consuming 

to ascribe responsibility for the actions taken; and “Lawfare” by which law itself became an 

instrument of hostile competition between states, by which one of the legal themes of hybrid 

warfare is instrumentalizing the law to legitimize the actions of aggressor state or actor and to 

also delegitimize the actions of the adversary.  

Based on what was discussed above, it is noticed that the traditional understanding of 

Clausewitz that war imbues with unchanging characteristics (violent, instrumental, and 

political) is to some extent irrelevant, as modern conflicts that are ambiguous in their hybridity 

are becoming less easily defined and characterized. Therefore, the gray zone between war and 

peace is the primary characteristic of modern conflicts, by which it seeks to encompass 

operations that fall short of warfare due to the intensity, legality, and ambiguity. So, for the 

present research three elements will be addressed and examined due to their ability to 

collectively merge and impose challenges on contemporary international law. These elements 

will be non-state armed groups (NSAs), Cyberattacks, and Lawfare.   

3.2.1. Non-State Armed Groups As An Element Of Hybrid Warfare 

 

    In contemporary conflicts and unrests around the world, the spectrum of new types of NSAs 

is broad, encompassing a range of identities (paramilitary forces, organized armed groups, 

militias, urban gangs), motivations, and degree of willingness and ability to observe IHL and 

other international law standards193.  The fusion of means used by non-state armed groups and 

their ability to deploy modern weapon systems (drones, anti-ship missile, and cyber secure 

communications), that were traditionally beyond the reach of such adversaries, combined with 

irregular skills to a single battlefield, is one of the core characteristics of such forms of warfare. 

Besides, the ability to expand the battlefield beyond the purely military realm by using lawfare 

to make military gains unachievable on the battlefield for their adversary, elements of 

information warfare194. Such hybrid actors present a challenge to the application and 

compliance of the IHL. Common Article 3 of the GCs regulating NIACs, classifies the parties 

of a conflict that must demonstrate a certain level of organization regardless of the level of 

violence demonstrated, this criterion is essential under IHL. Therefore, other groups such as 
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criminal gangs, paramilitary forces, and private contractors, do not meet the organization 

threshold contributing to the ambiguity of the legal definition of armed conflict under IHL195.  

  For instance, ISIS is a violent non-state armed group and a multinational business, a terroristic 

group with transnational criminal actions196. However, ISIS was not the first non-state armed 

group to develop hybrid capabilities, Hezbollah and Hamas have fruitfully succeeded too in 

their HW campaigns. Yet, there is a difference between state and non-state hybrid warfare 

characteristics. Russia’s hybrid campaigns in Ukraine entail the composition of different 

elements to wage war used simultaneously and in a coordinated manner to achieve goals with 

an aim that such measures would work with no need for an extended or large-scale war at a 

stake below the threshold of the legal definition of war197. Russia’s operations have also shown 

that such an approach can be adopted by states and NSAs too in an asymmetric context, and 

this is a reflection of Clausewitz’s dictum of war as the continuation of politics with other 

means, by which no official declaration of war and proxy armed groups are to be deployed in 

Ukraine, making the legal liability a difficult issue.198 ISIS, on the other hand, is a more 

complicated entity and has different legal responsibilities, but in contemporary conflicts, both 

entities have a relation in terms of blending the capabilities and roles to a single battlefield. 

States rely on proxies for several reasons, mainly proxy have easier access to the communities 

they are fighting for or on their territory, as they are more accepted than foreign troops rather 

than promoting their nationalistic backlash that often accompanies foreign interventions.  

Also, the proxy groups can limit escalation between states especially when they deny any 

relation or responsibility for the actions of the proxy fighters or groups.  For example, the little 

green men in Ukraine and its relation with Russia is to an extent, considered a sponsored non-

state hybrid group. These entities have robust guerilla hit-and-run tactics for attacking small-

scale enemy units and have moved up the spectrum of warfare to develop impressive semi-

conventional forces, which have been able to conduct both offensive and defensive operations 

against seemingly more formidable conventional forces199. Another example is the maritime 

militias particularly based in the South China sea. China has a wide range of territorial claims 
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in the South China sea that overlays with several regional neighbors, based on a series of large-

scale land reclamation projects in the Spratly Islands that included the creation and fortification 

of artificial islands.200 China has operated in a gray zone using tactics against the Philippine-

held Thitu Island (Pag-Asa Island), also Island building and development of military 

infrastructure in areas over which they have established control, in addition to cyberwarfare 

and disinformation campaigns.201  

The U.S. Center for Strategic and International Studies (CSIS) has published in August 2020 

an important report about the U.S. competition with China and Russia, the report used the terms 

HW/gray zone/ irregular operations to refer to any range of actions from non-violent economic 

manipulation to low levels of violence using mercenaries.202 CSIS noted that China, as part of 

its hybrid coercive operations, uses civilian fishing boats operating in contested waters of the 

South China Sea as an example of such proxy forces.203 For example, in April 2012, A 

Philippine Navy surveillance plane spotted eight Chinese fishing vessels in the disputed 

Scarborough Shoal. The Fishing vessels were intercepted and found that they were equipped 

with satellite navigation systems and radio communications, but the Philippines was not able 

to arrest the fishermen after being blocked by two Chinese marine surveillance ships. An 

incident was followed by cyber-attacks against the Government of the Philippines and private 

institutions in the following months.204 China’s maritime militia stands as an important tool 

that can be less provocative to avoid both international sanctions and maintain regional interest, 

a core instrument for hybrid adversaries. And in a country, such as China, there is no doubt the 

actions of these fishermen are imputed to the Chinese government despite their covert and 

irregular activities that are masked to deny any responsibility or direct involvement in any 

threat or conflict.  
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3.2.2. Cyber Operations in Hybrid Context 

 

Cyber Space is a globally interconnected network of digital information and communication 

infrastructures, including the internet and telecommunication network. This domain of 

electromagnetic activity supported by information and communications technologies has a 

special characteristic205, by which it is the only domain that is entirely man-made, created, 

maintained, and operated by public and private stakeholders across the globe, and changes 

constantly in response to technological innovation206. This cyber interconnectivity has 

extremely useful and promising advantages basically in peacetime in terms of increasing 

communication and development of economy and social world, however such 

interconnectivity in wartime or tensions makes it vulnerable because everything can be 

targeted207. Attacks against chemical or nuclear plants or transportation systems are technically 

possible with huge consequences on population and state infrastructure. The international 

community tends to understand cyber security in terms of cybercrime or cyber terrorism208. 

This could be seen in the Council of Europe’s Cybercrime or so-called Budapest Convention, 

and another example is the Organization for Security and Cooperation in Europe (OSCE) 

which published a guide on protecting critical energy infrastructure from terrorist threats 

originating from cyberspace209. Nevertheless, without any concrete treaty framework, it will 

be hard to establish customary norms specific to the use of cyberspace and modern 

communications in contemporary conflicts.  

However, on the other hand, cyber-attacks were analyzed in the context of international law by 

studying their impact on the prohibition on the use of force (UN Charter), and their impact as 

a weapon on regulating armed conflicts under the IHL was addressed in Tallinn Manual. The 

legality of cyberattacks is generally approached from the prohibition on the use of force under 

the UN Charter, but many cyber-attacks do not manifest physical damage and are thus not 

captured by Article 2(4) of the UN Charter. So, Cyber-attacks can be seen as a subset of cyber 
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operations employing the hostile use of cyberspace capabilities, by both states and NSAs, to 

cause damage, destruction, or casualties to achieve military or political objectives210. And it is 

generally accepted that cyber operations may constitute the use of force and potentially trigger 

the right to self-defense under the UN Charter211. Cyber-attacks that do not necessarily violate 

the non-use of force principle do not mean they are lawful, instead, where such attacks are 

coercive in nature, they may constitute a violation of the principle of non-intervention that is 

embedded in customary international law. Yet the degree of intensity that qualifies to a use of 

force is relatively high, a complex issue that exploits an obscure gray area of international 

law212. Such operations below the threshold of an armed attack or clear use of force are the 

types of attacks that are more common in current international relations. States in such cases 

are assessing “scale and effect approach” on a case-by-case basis to determine when a cyber 

operation that is not part of a broader kinetic attack qualifies as a “use of force” in violation of 

the UN Charter Article 2(4), a standard that is drawn from the ICJ in the paramilitary activities 

judgment (para. 195). Some follow the requirements that are also offered in Rule 69 of the 

Tallinn Manual (the severity of the interference, the immediacy of the cyber operation’s effects, 

and the degree of intrusion), and may add additional ones such as Germany that also considers 

the degree of organization and coordination of the malicious cyber operation period as one of 

the requirements.213 All the above highlights a series of questions related to the classification 

and identification of cyber-attack as an armed attack, and the applicability of self-defense to 

cyber operations conducted by NSAs that are easier to camouflage, especially since they 

require a lower level of structural organization, materials, and human resources, and create a 

significant challenge to states in spotting and intercepting such attacks compared to their ability 

to identify and prevent kinetic attacks by similar groups.  

 An overview of the Tallinn Manual shows the importance of this document, as it involved a 

group of experts mainly international law scholars and practitioners led by Professor Michael 

N. Schmitt, the chairman of the international law department of the United States Naval War 

College. Also, it was observed by NATO, the US Cyber Command, and reviewed by the 
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International Committee of the Red Cross (ICRC) for being the guardian of IHL214. The manual 

distinguished between Jus in Bello that regulates the conduct of hostilities and Jus ad Bellum 

which regulates the use of force in international law. Following the cyber operations that have 

risen sharply in the last decade, the cyber domain has become a platform for both conventional 

warfare, as well as HW, which prompted a group of experts in cyber law to study the existence 

of a customary international norm based on the principle of sovereignty, which prohibits these 

minimal uses of force in cyberspace, and codified it in the Tallinn Manuals215. Cyberwar and 

Cyber-attack lack clarity in the terms they are used for, a cyber-attack might lead to an armed 

conflict and might not, while cyberwar occurs when cyber-attacks reach the threshold of 

hostilities commonly recognized as an armed conflict by the international community and as 

defined by international law216. According to the Tallinn manual, cyber operations are the 

employment of cyber capabilities with the primary purpose of achieving objectives in or by the 

use of cyberspace217, defining such attacks as: “a cyber operation, whether offensive or 

defensive, that is reasonably expected to cause injury or death to persons or damage or 

destruction to objects”218.  

Cyberwarfare has been defined broadly by some scholars, for example, Joseph Nye in 2015 

includes in his definition all forms of electronic crimes and sabotage through DoS (denial of 

service) attacks219. However, a more restrictive definition must be considered and focus merely 

on the dual infrastructure and its vulnerability to cyber means, and its impact on the 

applicability of international law.  In this regard, Michael Schmitt’s views on cyber operations 

were essential for unfolding the criteria that should be met for cyber operations to reach the 

level of armed force.  So, what is known as Schmitt criteria categorize the following:  

- “Severity looks at the scope and intensity of an attack. Analysis under this criterion 

examines the number of people killed, the size of the area attacked, and the amount of 

property damage done. The greater the damage, the more powerful the argument 

becomes for treating the cyber-attack as an armed attack. 

                                                 
214 The Tallinn Manual is a non-binding document and represents only the opinions of its drafters, however it is 

the first attempt to tackle cyber warfare from an international law perspective. 
215 Nordstrom C., The Regulation of Cyber Operations Below the Threshold of Article 2(4) of the Charter: An 

Assessment of Rule 4 of the Tallinn Manual 2.0, Master’s Thesis in Public International Law, University of 

Uppsala, 2019, p. 7-8. 
216 Sigholm J., Ibid. p 7.  
217 Schmitt, M., Tallinn Manual on the International Law applicable to Cyber Warfare, Ibid. p. 258. 
218 Tallinn Manual on the International Law Applicable to Cyber Warfare, NATO Cooperative Cyber Defense 

Centre of Excellence CCDCOE, Cambridge University Press 2013, Rule 30 
219 Nye, Joseph S., International Norms in cyberspace, Project Syndicate, 11 May 2015. 



- Immediacy looks at the duration of a cyber-attack, as well as other timing factors. 

Analysis under this criterion examines the amount of time the cyber-attack lasted and 

the duration of time that the effects were felt. The longer the duration and effects of an 

attack, the stronger the argument that it was an armed attack. 

- Directness looks at the harm caused. If the attack was the proximate cause of the harm, 

it strengthens the argument that the cyber-attack was an armed attack. If the harm was 

caused in full or in part by other parallel attacks, the weaker the argument that the cyber-

attack was an armed attack. 

- Invasiveness looks at the locus of the attack. An invasive attack is one that physically 

crosses state borders, or electronically crosses borders and causes harm within the 

victim-state. The more invasive the cyber-attack, the more it looks like an armed attack. 

- Measurability tries to quantify the damage done by the cyber-attack. Quantifiable harm 

is generally treated more seriously in the international community. The more a state can 

quantify the harm done to it, the more the cyber-attack looks like an armed attack. 

Speculative harm generally makes a weak case that a cyber-attack was an armed attack. 

- Presumptive legitimacy focuses on state practice and the accepted norms of behavior in 

the international community. Actions may gain legitimacy under the law when the 

international community accepts certain behavior as legitimate. The less a cyber-attack 

looks like accepted state practice, the stronger the argument that it is an illegal use of 

force or an armed attack.” 220 

 

To illustrate, Cyberwarfare can be defined as methods of warfare that rely on information 

technology to be used in the context of armed conflict. Therefore, an adversary can potentially 

attack opponents’ computer system by infiltrating or manipulating any military or non-military 

infrastructure that are vital for the latter, which might cause directly or indirectly civilian 

damage. In other words, Cyberwarfare is a politically motivated attack conducted in cyberspace 

through cyber means and methods, mainly targeting official websites and networks, disrupting, 

or disabling essential systems, stealing or altering classified data,and crippling financial 

systems among many other possibilities221. The interconnectivity of the Internet poses a threat 

to civilian infrastructure. Most military networks rely on civilians, mainly commercial, 

computer infrastructures, such as undersea fiber optic cables, satellites, routers, or nodes. 
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Conversely, civilian vehicles, shipping, and air traffic controls are increasingly equipped with 

navigation systems relying on global positioning system (GPS) satellites, which are also used 

by the military222. Malware as an example, that is slipped into systems to cause disruption and 

break-down of the power grid, telecommunication and others can come with high costs. 

Stuxnet malware of 2010 proved that cyber weapons could be offensive too, and with the 

evolving role of NSAs in the cyber arena, actions can lead to dangerous consequences223.  

 

Therefore, for cyber-attacks to qualify as an armed attacks they must fit into the kinetic effect 

of attacks which provides a fruitful basis for analyzing Jus ad Bellum in the context of cyber-

attacks. However, considering the physical damage criteria, attacks targeting critical national 

infrastructure that aim deliberately to destroy or damage objects of strategic values of another 

state must be dealt with in an expansionist manner to be considered as an armed force even 

with no physical damage224. For instance, most States reject the US position that considers the 

threshold of an armed attack is identical to that for the use of force, rather they consider that 

an armed attack is the gravest form of use of force, as viewed by the ICJ in the paramilitary 

activities judgment.225 While other states such as France consider that a major attack against 

their economy would be an armed attack that allows states to enjoy the right to self-defense in 

cyber-space. 

So, cyber warfare is an ideal vehicle for a proxy strategy, given the difficulties in tracing the 

exact origin of cyber-attacks, this anonymity is one of the main features of HW by which it 

relies on the fusion of new technology and the society’s reliance on a computer network with 

the ability to avoid clear attribution by using proxies226. For instance, NATO allies consider 

that attacks launched by NSAs even if they are not acting on behalf of the state or with 

substantial involvement of a state can be treated as justifying a response in self-defense, which 

is seen as a rejection to the ICJ judges’ views in the paramilitary activities case that maintain 

such response only when NSAs are acting on behalf of a state.227 Therefore, a deterrent 

approach in establishing a legal framework through treaties, agreements, and national policy 

for non-military means is still lacking and left in some areas for the States to decide. That is 
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the reason various voices called for a digital Geneva Convention that will commit governments 

to protecting civilians from state-sponsored cyber attacks in times of peace. This initiative was 

brought by Microsoft president and chief legal officer Brad Smith while addressing RSA 

security conference in Sand Franciso in 2017.228 The initiative is an exciting call to action for 

defining new rights and responsibilities and will certainly need dialogue as it is difficult for 

international powers to agree on any meaningful standards that would oppose their interest, 

also some states will not adhere to the treaty to which they agreed, and finally the complexity 

of attribution as a major factor of non-military means that will make the verification of treaty 

violation a difficult task.   

3.2.3.Lawfare 

  International law is a distinct system that operates according to its normative logic but 

intersects with other social systems. It is not considered novel for international law to be an 

instrument for the promotion of national interest, however, what is new, is the contemporary 

strategic environment that endorses the use of law as means of conflict and the threat to the 

integrity of the international legal system by undermining respect for the rule of law in 

international affairs229. And while military operations have to be carried out in compliance with 

international law, the legality of such operations has brought Lawfare to light. Lawfare, Law 

encirclement, or legal warfare, a term that is used interchangeably was introduced by US Air 

Force lawyer Charles Dunlap Jr. in the 2001 essay by asserting that “Lawfare, the use of law 

as a weapon of war, is the newest feature of 21st century”230. It is viewed as a useful tool for 

both state and NSAs, and consists of characteristics that range from asymmetric warfare using 

a legal system against an adversary; an instrument of state power; or a strategy that stipulates 

the engagement of a state in international law. Lawfare aims to create an environment that is 

based on a lack of a clear classification of the conflict whether IAC or NIAC, the paradigm 

applicable law and the legal responsibility, and finally the demand for accountability and denial 
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of involvement.  For example, Russia with regards to the conflict in Ukraine in 2014 has denied 

being an active part in the conflict instigating the law to be evaded and misused231. So in 

principle, the tools and means of hybrid warfare are unlimited, and the legal framework of it, 

also termed as lawfare, is an integrated part of it. 

    However, Dunlap was not the first to introduce lawfare, rather it goes back four hundred 

years to Hugo Grotius, to the times where European countries were competing to control 

seafaring trade routes. Grotius was hired by the Dutch East India Company (DEIC) against the 

attempts of Portugal to protect the spice trade by deploying its navy to block DEIC access in 

the Indian Ocean232. Grotius was asked to devise a theory “De Jure Praedae” (commentary of 

Law of Prize) to defend the company and show that war might rightly be waged against, and 

the prize is taken from the Portuguese on the ground that they wrongfully tried to exclude the 

Dutch233. As a result, Grotius has written his seminal work “Mare Liberum” in 1609, in which 

his Freedom of Sea theory was adopted by most states in the 1700s by which he used the law 

to accomplish objectives that Dutch military power could not and thereby solidified the concept 

of freedom of the seas in modern International Law.  

Consequently, international law was developed to prevent violence and endorse negotiations 

and agreements, therefore it was not intended to be used to justify annexations or invasions the 

way it is being interpreted by some states. Therefore two bodies of law apply to the use of 

armed force, Jus ad Bellum and Jus in Bello, both share similar principles such as 

proportionality and necessity that differ in application, by which under jus ad Bellum the 

principles requires that any use of force in self-defense must be necessary and proportionate in 

defeating or deterring an attack by an adversary, while under jus in Bello it requires that armed 

forces must not attack a target if the expected casualties are excessive concerning the 

anticipated military advantage gained.  So lawfare in modern conflicts is used to mix the status 

of such principles for strategic and tactical purposes. The fluid interpretation of international 

law is being used extensively to form a hybrid campaign, and targeted states were not able to 

be protected by the current legal system that is based on the rule of law.234 As hybrid threats 

are designed to exploit gray areas and fault-lines in law, they thrive on legal ambiguity and 
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uncertainty235, and that lies in the core of lawfare. Such development is due to the asymmetrical 

warfare replacement to the conventional wars which in turn amended the understanding of 

certain uses of international law to achieve a military objective, which has an impact on the 

interpretation of both jus ad Bellum and Jus in Bello, the interpretation of the proportionate 

and requirements, and impact on the actual conduct of hostilities.236   

So, lawfare as a component of HW has its impact on international law particularly in the 

separation between jus in Bello and jus ad Bellum that has been historically emphasized to 

serve different purposes and results. By which the violation of jus ad Bellum is an unlawful 

use of force that could constitute a crime of aggression, while violation of jus in Bello could 

constitute a war crime. Lawfare, as mentioned above, is a tool for both states and NSAs, the 

latter finds it as an important means, particularly in a disadvantaged position (insurgents, 

terrorist groups) in an asymmetric conflict. Disadvantaged combatants find refuge in lawfare 

by not distinguishing themselves from the local population (shifting soldiers and military 

equipment into civilian neighborhoods, launching rockets from populated areas, employing 

cyber hackers) to confuse the IHL applicability due to the impact of such actions on the 

principle of distinction.  Lawfare as part of a hybrid campaign that includes NSAs and cyber 

operations is highly challenging due to its ability to enforce misapplication of the law in 

conflating jus ad Bellum and Jus in Bello. In this context, Prof. Von Arnauld perfectly noted 

that: “behind this dazzling concept of hybrid war, lies a combination of open and covert, direct 

and indirect operations, propaganda and disinformation. As an example, Russia during the 

conflict in Ukraine has relied on operations of the marked or/and unmarked military forces, 

support of rebels, classical military actions as well as cyber-attacks and was flanked by 

propaganda and targeted misinformation at home and abroad.”. That will be seen in the 

distinction and lack of definition of the conflict (IAC, NIAC, civil unrest), the confusion to 

which is the applicable law and its impact on the fundamental goals of IHL in protecting 

civilians and those hors de combat, and deniability by which Jus ad Bellum could be evaded 

or misused to void the inherent principles of international law and reject the validity of treaties.  

 

   In practice, States also rely on lawfare, for example, Russian lawfare sponsors what is called 

the principle of ethnic self-determination to subvert the unity of its target nation and vague 
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cultural concepts, such as “Russkiy Mir” to justify Russia’s self-proclaimed right to 

humanitarian intervention to protect Russian speaker populations237. Russia has used the law 

as means to justify its activities in neighboring countries. For instance, the Constitutional Court 

of the Russian Federation has issued an opinion on the 19th of March 2014 on the 

constitutionality of the treaty on the incorporation of Crimea.238 According to Article 8(1) of 

the Federal Constitutional Law on the Procedure of Admission to the Russian Federation and 

Creation of a New Subject of the Russian Federation in its Composition (hereinafter referred 

to as the Incorporation Law) specifies that the treaty on the admission of a new subject can 

only be ratified if the constitutional court of the Russian Federation agrees that this treaty 

complies with the Constitution of the Russian Federation. The court has unanimously approved 

the constitutionality of this treaty, however, it has ignored whether the treaty complied with 

the international obligations of the Russian Federation arising out of general international law, 

in particular non-use of force and non-intervention obligations under international law. Despite 

the illegality of such treaty and the breach of international obligations that were ignored 

intentionally by the Constitutional Court of the Russian Federation that contradicted various 

international resolutions condemning the annexation of Crimea, yet it is a clear example of 

how States tend to use the law to justify their actions on the international level. Similarly, the 

amended law grants Russian citizenship based on residency that backs to the USSR and the 

Russian Empire. A practice that boosts the Russian population in neighboring states such as 

Georgia and Ukraine and extends the territorial influence to have more superiority in resolving 

any existing border disputes239. Also, as Russian forces moved out of their Sevastopol base on 

28 February 2014, no single bullet was shot, and no casualties. Russia considered it a winning 

card to prove that the population in Crimea wanted to be part of Russia and that Ukraine 

accepted the Russian annexation in the sense that such acquiescence can create legally binding 

outcomes240. However, if Ukraine has taken no action to counter the insurrection of Ukrainian 

nationals acting without any external assistance, then the pro-Russian Crimean population 

would have had a solid claim to lawful secession241. But that was not the case, Ukraine’s 

conduct was not acquiescence, and Crimeans had significant Russian influence at every step 
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toward secession. Russia’s annexation of Crimea showed that lawfare has been very effective 

to deny any violations made. The Russian claims of remedial self-determination have been 

rejected as almost there had been no systematic violent attacks on ethnic Russians before the 

annexation or invasion242, while the sponsoring of the militia groups in eastern Ukraine to 

launch attacks on behalf of Russia, was more difficult to prove.  

 

Similarly, China has issued “The Political Work Guidelines of the People’s Liberation Army 

(PLA)” in 2003, a new warfare concept for the PLA which is the Three Warfare (in Chinese it 

is known as “San Zong Zhanfa”) to be applied during both peacetime and wartime. This 

document highlights three main concepts: 

- “Public Opinion or Media warfare such as using distorted information spread fake news,  

-  Psychological warfare refers to the application of military and non-military measures to 

disrupt adversaries. 

-  Legal warfare (lawfare), which helps the state to undermine other states’ foreign policy 

goals through the international environments, especially that justifying China’s actions in 

international law and establishing positions in domestic law is an important factor for the 

PLA.”243 

 The legal warfare efforts are designed to establish positions in domestic and international law 

as a legal basis for military action or as a means of limiting the freedom of action of other 

nations244. According to the Chinese strategy, the legal warfare, Lu Hucheng and Zhang 

Yucheng of the General Staff Department Political Department considered that it is a special 

form of military operations to be undertaken in preparation for a conflict. They also consider 

that legal arguments, propaganda, and international agreements worked in advance as 

justifying any necessary military actions245.  
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 To summarize, it is obvious that the employment of lawfare is not limited to the strong or 

weak states or even NSAs,  on the contrary, it has been embraced by both. Such an element of 

HW may delegitimize international law by undermining its values with relativism and 

opportunism246. This ambiguous situation creates confusion to the applicable law and the legal 

responsibility of actions, based on the legal uncertainties arising from the vagueness of lawfare, 

the adversaries (whether state or non-state armed groups) exploit the disadvantages of legal 

restrictions placed upon the complaint actor leading to the emergence of asymmetric warfare 

by abusing laws247. The use of lawfare that finds its way in HW means, negates the validity of 

treaties and challenges the inherent principle of international law’s pacta sunt servanda, by 

which states and NSAs that are parties to an agreement, interpret and apply its provisions 

depending on the particular circumstances to benefit from such a deviation248. One of the 

examples that fit in this criterion is the use of civilians as human shields to render military 

targets immune from attack offers a challenge to the Jus in Bello, mainly the principle of 

distinction and proportionality. Also, that has a big impact on the separation between the two 

bodies of law that apply to the use of armed force and that require that applicable laws must 

assert their validity in the face of HW. None of these instruments are indeed new, however, the 

changed quality lies rather in their combination and the orchestration in the use of the means. 

This will have to be considered in the development of a counterstrategy and will indirectly 

radiate into IHL via the principle of military necessity. Law, however, calls for a differentiated 

assessment of the individual instruments for which it has established rules to build. So, 

proponents of lawfare must develop explicit principles that operationalize the idea that any use 

of law must be consistent with the fundamental norms and values of the legal system, at the 

national and international level.  
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II- International Law on the Use of Force and Hybrid Warfare 
 

  Jus Ad Bellum is the most common Latin term adopted to refer to the international law 

governing the use of force in international relations. This chapter will consider the primary 

legal issues under international law on the use of force (Jus ad Bellum) presented by Hybrid 

warfare. The legal terminology with regards to warfare has developed separately under laws 

on the use of force and the laws of armed conflict, the following chapter will focus on the 

concept of the use of force, armed attack, and aggression all of which appear under the UN 

Charter and relates firmly to modern conflicts.  

Firstly, it is important to discuss the nature of the prohibition on the use of force, and then its 

interpretation and application to HW features that potentially amount to the use of armed force. 

Under the UN Charter, States have the obligation not to use force in their international relations 

and to settle any dispute peacefully according to Article 2(4) of the Charter. It constitutes a 

general prohibition on the threat or use of force and concludes that all Members shall refrain 

in their international relations from the threat or use of force against the territorial integrity or 

political independence of any state, or any other manner inconsistent with the Purposes of the 

United Nations. This prohibition is discerned as more than mere conventional law or customary 

international law, it is of jus cogens nature (peremptory norm of international law and 

considered the highest ethical principles), by which the unconditionality of this norm means 

that any state practice that constitutes conduct in violation of the article does not change the 

prohibition but violates it. So, no derogation from these norms is permitted through treaty and 

customary international law for the creation and modification of its rules. 

 

 Nevertheless, the UN Charter provides exceptions to the use of force through self-defense and 

the authorization of the Security Council to maintain or restore international peace and security. 

But the legal thresholds stressed out in the UN Charter for such use of force to be considered 

permissible rely largely on the occurrence of an armed attack, which mainly raises concerns 

about the abuse of such thresholds by adversaries for their own tactical and strategic advantage. 

First of all, the force under the prohibition is not limited to the use of kinetic, chemical, 

biological, or nuclear weaponry, by which the ICJ in its advisory opinion concerning the 

legality of the threat or use of Nuclear Weapons 1996 noted that the prohibition applies to any 

use of force regardless of the weapons employed249. Nonetheless, the notion of force in the UN 
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Charter refers to armed or military force250, as also explained in paragraph 7 of the preamble 

that stated: “The goal of the UN is to ensure that by the acceptance of principles and the 

institutions of methods, the armed force shall not be used.”251, despite some proposals to 

include economic pressure as a form of force that was rejected252. Article 2(4) of the UN 

Charter is generally expected to cover the use of armed or physical force and extends to the 

indirect use of force by NSAs.253  

 

  Alternatively, HW mainly relies on the fusion of conventional military and non-military 

forces, law enforcement, irregular proxy operations, and cyberattacks that play an important 

role in keeping operations at a low-intensity level. Accordingly, analyzing the concepts of use 

of force, interventions, armed attack, self-defense, and an act of aggression in the context of 

HW is essential especially since modern legal theory aims to achieve sustainable peace in 

international relations through the respect of law, the peaceful resolution of disputes and praises 

the existence of de jure and de facto mechanisms of governance both at an institutional level 

(UN Security Council) and normative level (jus cogens norms). While the Jus ad Bellum 

regime is foundational to the global order and has been remarkably resilient over time, yet 

States’ practices proved that certain uses of force norms are being compromised, by which the 

credibility of the entire regime and its ability to regulate contemporary threats and uses of force, 

has been called into question254. Debates are indispensable and positioned around the 

permissibility of the use of force by states being justified to stop or prevent a humanitarian 

crisis (Humanitarian intervention which resurged at the end of the 1990s in the context of the 

Kosovo Intervention and continued to develop in the early 2000s through the responsibility to 

protect R2P) as a developing exception outside of the Charter. Arguments also highlighted the 

victim States’ right to self-defense that have not suffered from an armed attack (pre-emptive 

self-defense) but still holds the right to protect its sovereignty from imminent or future 

operations if the requirements of potential attacks have been met. And finally, the right of self-

defense that is exercised in response to armed attacks by NSAs lacking any concrete relation 

with a State (the US actions in Afghanistan 2001, Intervention against ISIS in Syria, and the 
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operation by Turkey against the Kurdish rebels in Syria “Operation Olive Branch”) by which 

such operations were targeting NSAs in the territory of other states based on the actions of such 

armed groups.255 Therefore, among disputed issues surrounding the right to self-defense 

codified in article 51 of the UN Charter and regulated in customary international law is the 

definition of an “armed attack”, which according to the ICJ is triggered against either state 

forces or irregular armed bands sent by a state.  

 

   All the previous debates are relevant to scenarios of hybrid attacks blending the role of NSAs 

of asymmetric nature and using virtual weapons that have significantly influenced the 

expansion of the legality to use force in international relations256. Moreover, it promoted the 

debates about the uncertainties flowing from international law’s legitimating principle 

concerning response to cyber and NSAs operations. In this matter, General Keith Alexander 

(the Commander of the U.S Cyber Command) stated: “There is no international consensus on 

a precise definition of a use of force, in or out of cyberspace. Consequently, individual nations 

may assert different definitions, and may apply different thresholds for what constitutes a use 

of force.”257 This reflects the states’ uncertainty in practice and response towards operations 

that can fall below the threshold of armed attacks, and whether such understanding justifies the 

expansion of the use of force to target cyber operators and NSAs that are covert and tend to 

mask the identity of the factual perpetrator. Uncertainty is also generated because articles 2(4) 

and 51 of the UN Charter include different wording of provisions related to self-defense and 

use of force, by which the latter unlike the former, makes no reference to threats but the actual 

occurrence of armed attack258. Therefore, it is essential to affirm whether Jus ad Bellum 

governs states’ activities in modern conflicts that include the ambiguous features of HW, in 

particular, the vulnerabilities brought to light by the new technologies that create a new 

understanding of the rule of non-intervention and states’ sovereignty under international law. 
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1. The Use of Force in International Law 
 

1.1. The Just War Theory to Modern Jus Ad Bellum 

 

 Historically, the Just War Theory is having a just reason to start a war and is mainly a set of 

mutually agreed rules of combat. And from a moral perspective, there is a strong presumption 

against the use of violence and aggression that has its roots in the Christian theology and 

writings of St. Thomas Aquinas. In the “Summa Theologicae”, Aquinas presented the general 

outline of what becomes the traditional just war theory by highlighting what kind of activities 

can be permissible (for a Christian) in war259. It has been the concern of just war theorists that 

the lack of rules to war between belligerents should be denounced and rules shall apply equally 

to all260. There are principles for the just war that need to be met. Firstly, having a Just Cause 

is considered the most important condition of Jus ad Bellum, as it encompasses the basic 

principles behind the conflict. That was reflected in the preservation of slavery and the spread 

of liberty, also the protection of innocent life or defending human rights.261 Secondly, Right 

Intentions are for the sake of a just cause, as the aim of the use of force must not be to pursue 

narrowly defined national interests by overwhelming the pretext of fighting aggression, but 

rather to re-establish a just peace. For instance, Immanuel Kant noted that “possessing good 

intent constitutes the only condition of moral activity, regardless of the consequences 

envisioned or caused, and regardless, or even in spite, of any self-interest in the action the agent 

may have.”262  Kant faced criticism for enhancing the value of self-interest and that acting in 

proper intent justifies actions that might lead to peace. Nevertheless, this Machiavellian 

approach in “The Prince” that “the ends justify the means” is not relevant in international 

relations, as the issue of intentions raises the concern of practicalities as well as consequences, 

which both should be considered before using any kind of force263. Thirdly, Proper Authority 

by which war must be launched by a correct governing body and public declaration by which 

war cannot be secret. Additionally, the last resort highlights that all previous conditions must 

be exhausted with a reasonable chance of success to avoid unnecessary bloodshed, and finally 

proportionality by which the end is proportional to the means used264, and be in line with the 
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magnitude of the initial provocation265. The moral justification of this principle overlaps with 

Jus in Bello, regarding the conditions for how war should be fought. Therefore, with regards 

to the just cause, a policy of war requires a goal that is proportional to the other principles of 

it266. 

 

  Bellum Justus or Just War theory was crucial in the pre-Westphalia order in Europe, by which 

the aim of the war was considered legitimate within the confines of religious natural law to 

allow establishing and maintaining a universal public order as designated under religion except 

for cases of self-defense.267 Although having a just cause is considered the most important 

condition of just war, yet many scholars and states believe that the only just cause for war is 

self-defense against aggression targeting the territorial integrity or independence of a state268. 

However, this theory was criticized for being far too narrow and too classic. Some states 

consider that they have the right to defend themselves from imminent violence even if no actual 

attack occurred, by which states’ pre-emptive strikes in cases of potential threat, are justified.269 

Also, justifications of using force included intervention across national boundaries against 

oppressive States, by which the legal existence of a governing body in a State does not always 

guarantee its moral legitimacy (in cases of genocides, massive human rights violations), by 

which such governments lack moral legitimacy and its political sovereignty and rights to 

govern are called into doubt270.  

The changing and evolving characters of modern conflicts (asymmetric, NSAs, and 

technological evolution) have raised concerns that such just war theories are no longer effective 

and applicable. And although there are viable portions of the collective security approach, 
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particularly regarding the UN Charter (state’s right to self-defense) or Chapter VII (collective 

response), yet such responses have limited scope to actions conducted in a blurred manner such 

as cyber operations below the threshold of an armed attack, non-state armed groups that do not 

attribute their operations to any state or disguised as civilians, and covertly conducting military 

operations. 

 

  Until the beginning of the 20th century, the use of force by states was considered an acceptable 

way of settling disputes by which the jus ad Bellum was not limited by legal restrictions as it 

is today in the UN Charter271. The only modest exception being noticed was Article 1 of the 

Hague Convention respecting the Limitation on the Employment of Force for the Recovery of 

Contract Debt (Drago-porter Convention 1907) and was subject to the debtor state’s having 

agreed to an arbitral settlement and complying with it272. However, following a series of actions 

by states after WWI, an evolution in the matter of outlawing the use of force has been noticed. 

First, the Covenant of the League of Nations of 1919 had an important role in setting out the 

rules prohibiting the use of force in international relations by reducing the armaments to the 

lowest possible level, and exchanging information as to their existing armaments and their 

prospects.273 It stressed that member states shall undertake to respect and preserve the territorial 

integrity and existing political independence of States, and the role of the Council in advising 

upon how this obligation shall be fulfilled.274 The Covenant confirmed that force is a matter of 

concern to all member states that bound themselves to submit all serious disputes to peaceful 

settlement by the Council and in no case to resort to war until these procedures had had time 

to lead to a settlement.275 Moreover, Article 15(7) of the League Covenant stated that “in case 

the council failed to adopt a report by unanimous vote, the league members reserved to 

themselves the right to take such action as they shall consider necessary for the maintenance 

of right and justice.”276  

Likewise, the General Treaty for Renunciation of War as an Instrument of National Policy (The 

Briand-Kellogg Pact or Treaty of Paris 1928277) concluded that war would no longer be used 

                                                 
271 Kemp, G. The Shift from Jus Ad Bellum to Jus Contra Bellum: The Prohibition of the Use of Force in 

Normative and Institutional Perspective. In Individual Criminal Liability for the International Crime of 

Aggression, Intersentia Publication, 2015, pp. 47-48 
272 Dörr O., “Use of Force, Prohibition of”, Ibid. para.4. 
273 League of Nations, Covenant of the League of Nations, 28 April 1919, art. 8-9.  
274 Ibid. art. 10. 
275 Ibid. arts.11,12. 
276 Ibid. art. 15/7 
277 Kellogg- Briand Pact 1928, a treaty between the United States and other Powers providing for the renunciation 

of war as an instrument of national policy. Signed at Paris, August 27, 1928; ratification advised by the Senate, 



as an instrument of national policy or to solve international disputes, outlawing by that the 

absolute power to resort to war by its prohibition of aggressive war278. In Article 1 of the Pact, 

the states declared that they condemn recourse to war for the solution of international 

controversies, and renounce it, as an instrument of national policy in their relations with one 

another279. In a related manner, the Stimson Doctrine of 1932 by the Secretary of State Henry 

Stimson following Japan’s actions in Manchuria was issued as a policy of non-recognition of 

states which was created because of aggression280. The Japanese expansion and conquest 

violated the country’s obligation under the Kellog-Briand Pact, the League of Nations 

Covenant, and the Nine Power Treaty.  The principles of this doctrine were used in the Sumner 

Welles declaration of July 1940 on the non-recognition policy of the Soviet annexation and 

incorporation of the three Baltic States and were strongly pursued until the restoration of 

independence of Estonia, Latvia, and Lithuania in August 1991. However, prohibitions focused 

mainly on war not the use of force, which was later violated by state practice. For example, in 

the second Sino-Japanese war in 1937, both states considered that their military actions against 

each other did not amount to war and were not a violation of international law. Therefore, the 

legal framework that needed a more comprehensive approach to the prohibition on the threat 

or use of all kinds of military force, found its way in the UN Charter articulating international 

rules that regulate the use of force in international relations. The Charter articulates the basic 

principle which is the non-use of force principle under Article 2(4) and exceptions to the basic 

principle through self-defense under Article 51, and the authorization of the SC under Chapter 

VII. The Charter was set out to ban the use of force between states by adopting a policy of 

collective security to be guaranteed by the Security Council, which is responsible for 

maintaining and restoring international peace and security281. Nonetheless, the main example 

that illustrates the significance of treaty interpretation deals with the meaning of the term “use 

of force” in the UN Charter’s Article 2(4) that aims to limit the circumstances in which states 

may resort to force as a mean of resolving their differences.  
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1.1.1. The Prohibition of Unilateral Threat or Use of Force 

 

 The prohibition of the use of force exists under both customary and conventional law (article 

2(4) of the UN Charter) and is likely to be presently identical in scope. The ICJ in the Nicaragua 

case affirmed that when the content of treaty and customary rules are identical, they both 

continue to exist and apply282. In addition, the prohibition on the use of force is considered to 

be jus cogens defined in the VCLT as “a norm accepted and recognized by the international 

community of States as a whole as a norm from which no derogation is permitted and which 

can be modified only by a subsequent norm of general international law having the same 

character.”283 The prohibition is still a standstill norm in international relations, and article 2(4) 

is considered international law’s primary analytical tool for evaluating hostile acts.  In addition, 

the content of the prohibition on the use of armed force is tightly linked with the concept of 

aggression and armed attack. While not every use of force amounts to aggression, which is 

deemed to be the most serious and dangerous form of illegal use of force according to the 

concept of aggression defined in the UN General Assembly Resolution on the definition of 

aggression of 1974.284  

 

  The World Summit of 2005 confirmed that the UN Charter is sufficient to address the full 

range of threats to international peace and security285. However, after the shift of warfare from 

conventional to modern, new technologies have been highly recognized such as cyber-attacks 

and unmanned aerial vehicles (Drones). This was accompanied by the change of international 

actors that are no longer limited to States but involve NSAs such as terrorist groups, proxy 

fighters. HW raised challenging uncertainties on the role of international law in governing the 

new hybrid threats. And an analysis of the legal doctrine reveals different views on the 

interpretation of the rules governing the use of force between states reflecting different 

methodological approaches. 
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1.1.2. Article 2(4) of the UN Charter and meaning of “Force” 

 

 The rules of international law on the use of force found in the Charter and customary 

international law are easy to state but can be difficult to apply in practice.  The primary rule of 

the prohibition on the use or threat of force is affirmed in Article 2(4) of the UN Charter and 

described as a cornerstone of international law, it directs that all member states shall refrain in 

their international relations from the threat or use of force against the territorial integrity or 

political independence of any state, or any other manner inconsistent with the purposes of the 

United Nations. Debates concerning the interpretation of this article created fundamental 

division in the international community and evolves on every occasion a new weapon or form 

of use of force is deployed, that has been noticed in contemporary hybrid campaigns, that 

requires a better understanding of the foundations and the lex lata (the law as it exists) of the 

present provisions. 

 The prohibition on the use of force has been interpreted through different approaches, the 

narrow and broad prohibition. Proponents of the former consider that since article 2(4) 

prohibits armed or militarized force, then other forms of force are not prohibited (such as cyber-

attacks that cause only economic aggression). John Barkham considers that this narrow take 

on Article 2(4) is not the intended meaning of “force” but a result of its progressive erosion 

through years, to appoint where it has been stripped of its meaning by new warfare methods.286  

The latter can be considered armed violence, while other scenarios such as financial regulatory 

measures, covert economic disruptions, or computer network attacks, may or may not be 

unlawful under international law of the use of force. On the other hand, according to the 

proponents of the broad interpretation, force in article 2(4) is not merely armed but can also 

include threats by economic coercion, missile tests, or military maneuvers couple with a 

promise to resort to armed force.287 Such force that more swings towards coercion could 

conceivably consider the above scenarios as a prohibited force. Advocates for the right to use 

force for humanitarian reasons have shared this view by stating that humanitarian intervention 

using force does not compromise territorial integrity and is therefore not prohibited.288 

Nonetheless, a flexible and broad interpretation of Article 2(4) has an impact on expanding the 
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use of force in international relations and thus should not mean the same for the right to self-

defense in article 51. The broad interpretation in considering force as coercion or interference 

aims to expand the coverage of article 2(4) beyond armed force to include violations of 

sovereign domains such as propaganda, political subversion, or economic disruption. Yet, the 

dominant view of states has long been that Article 2(4) prohibition of force and the 

complementary Article 51 right to self-defense apply to military attacks or armed violence. 

 

  It has been agreed that the prohibition on the use of force constitutes a peremptory norm by 

which any existing treaty provisions that conflict with that norm become void and terminated. 

Similarly, the ILC Draft Articles on State Responsibility provide that States shall cooperate to 

end through lawful means any serious breach of such peremptory norm nor render aid or 

assistance in maintaining that situation. Moreover, it was claimed that there is a de minimis 

threshold to which use of force does not fall within the prohibition of Article 2(4). According 

to the ICJ, it will be necessary to distinguish the gravest forms of the use of force (those 

constituting an armed attack) from other less grave forms. That was reassured and inferred 

from the case of Oil Platform by the ICJ that the threshold of gravity is flexible and dependent 

on the specific circumstances of each case.289 The court added that “it did not exclude the 

possibility that the mining of a single military vessel might be sufficient to bring into play the 

inherent right of self-defense290.” Therefore, it is understood that such an intensity threshold is 

not needed or at least is much lower for an act to constitute the use of force. 

In other words, while the term “force” is used in Article 2(4) of the UN Charter without 

defining its content, it is generally accepted that it extends to armed force.  This armed force 

that violates the prohibition on the use of force is not confined to force that is directly against 

State’s territorial integrity or its political independence only, but rather it includes any use of 

force that is inconsistent with the purposes of the UN Charter, so a comprehensive ban against 

all uses or threats of force.291 That highlights the broad scope of Article 2(4) that requires in 

certain areas a more restrictive interpretation. In doing so a distinctive relationship comes to 

light between force, armed attack, and aggression.   
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 In determining the legal rule that applies, the ICJ in the Nicaragua case based its interpretation 

on the formulations contained in the Declaration on Principles of International Law concerning 

Friendly Relations and Co-operation among States under the UN Charter (The UN General 

Assembly Resolution 2625)292. This Resolution reaffirms the prohibition on the threat or use 

of force and indicates the notion of force is broader in scope than armed attack and aggression, 

by which incidents that do not qualify as an act of aggression, may still constitute a use of 

force. The resolution indicates that: 

- “A war of aggression constitutes a crime against peace for which there is responsibility 

under international law. 

- Under the purposes and principles of the UN, States must refrain from propaganda for wars 

of aggression. 

- Every state must refrain from organizing or encouraging the organization of irregular forces 

or armed bands including mercenaries, for the incursion into the territory of another State 

- The territory of a State shall not be the object of military occupation resulting from the use 

of force in contravention of the provisions of the Charter. The territory of a State shall not 

be the object of acquisition by another State resulting from the threat or use of force. No 

territorial acquisition resulting from the threat or use of force shall be recognized as legal”. 

 

    Therefore, use of force in the context of Article 2(4) covers the direct force (cross border 

shooting or military incursions), or Indirect force (sponsoring, organizing, assisting, or 

participating in civil strife or terrorist acts against another state that amount to threat or use of 

force). In this context, the ICJ in Nicaragua case considered that even minor acts of interstate 

force fall under the general prohibition of Article 2(4) of the UN Charter, regardless if they 

qualify as acts of aggression or armed attacks entitling the targeted state to resort to self-defense 

and an exception to Art. 2(4)293. That will be explained in further detail in the upcoming section 

about the acts of aggression, however, the ICJ’s judgment has identified that there are various 

forms of the use of force, of different degrees of gravity, that violate international law by which 

not all of them amount to aggression or armed attack. So, this relocates cyber-attacks in a gray 

area under the UN charter, and neither Opinio Juris nor State practice has provided clear criteria 

regarding the threshold on which such acts, not causing death and injury, be regarded as 
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prohibited actions and what would be their degree of gravity. Similarly, the question to what 

extent cyber operation can qualify as a force within the meaning of this prohibition?. 

Correspondingly, it is important to note that the term force in the former article does not limit 

the use of force to kinetic, chemical, biological, or nuclear weaponry. According to the ICJ in 

its advisory opinion concerning the legality of the threat or use of Nuclear weapons 1996, the 

prohibition applies to any use of force regardless of the weapons employed294. This would 

certainly include Cyber operations that cause death or injury to a person or destruction of 

infrastructure. For example, any cyber operation manipulating computer systems and resulting 

in a meltdown in a nuclear power station, or opening the floodgates of a dam above a densely 

populated area, or disabling a busy airport’s air traffic control during bad weather conditions, 

each with potentially horrendous consequences in terms of death, injury and destruction295. 

 

    A more conservative opinion was observed by the Eritrea-Ethiopia Claims Commission 

considering that “the commission is satisfied that minor incidents such as encounters between 

small infantry units, even those involving the loss of life, were not of a magnitude to constitute 

an armed attack by either state against the other within the meaning of Article 51 of the UN 

Charter”.296 This locates an adversary conducting operations below this level of intensity in 

combination with non-forcible means, in a position where they can achieve incremental gains 

without the ability of the victim state to trigger self-defense297. Nonetheless, not any threat or 

use of force prohibited by Art. 2(4) of the UN Charter will automatically constitute an armed 

attack that justifies self-defense under Art. 51 of the UN Charter298. Such illegal acts which fall 

below the threshold of an armed attack are at least in the view of most of the judges in the ICJ 

considered a breach of the obligation under article 2(4) and customary international law, such 

as not to intervene in the affairs of another state, not to violate sovereignty or interrupt peaceful 

commerce and trade. The previous means that the options available for victim states to such 

illegal acts that fall below the threshold of armed attack are through non-violent 

countermeasures.  
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 Moreover, violating the prohibition on the use of force includes military activities held by non-

state armed groups.299 In this matter, the participation in forcible acts committed by 

mercenaries or rebels can fall under the prohibition, by which states must refrain from 

organizing or encouraging the organization of irregular forces or armed bands for an incursion 

into the territory of another state and from organizing, instigating, assisting or participating in 

acts of civil strife or terrorist acts in another State or acquiescing in organized activities within 

its territory directed towards the commission of such acts when it involves a threat or use of 

force300.  

Nonetheless, the UN Charter has narrowed the grounds on which relevant actors of 

international law may legitimately resort to armed force, the shaping of this distinctive 

normative feature between jus ad Bellum and Jus in Bello is essential to postulate the principle 

that all conflicts shall be fought humanely, irrespective of the cause of armed violence301. Yet, 

problems arise with regards to the parameters of the right to use force in self-defense defined 

in Article 51, especially in the era of HW. Even though hybrid adversaries do not operate in a 

legal vacuum and domestic and international law norms, including international human rights 

law, apply to their actions. Yet the hybridization of warfare and the continuous evolution of 

available technological tools allows adversaries to avoid manifest use of force that would reach 

the required threshold for triggering the application of the above norms, and creating by that a 

legal gray area302.  

 

1.1.3. Aggression and Hybrid Warfare 

 

 By the end of the Second World War, the crime of aggression was introduced in the constituent 

instrument establishing the Nuremberg International Military Tribunal 1945 (IMT 1945) which 

was also used in the Tokyo Judgment in 1948. However, the members of the international 

community have not been able to agree upon a legal definition of aggression, yet the judgment 

of the Nuremberg Tribunal makes it clear that acts of aggression are illegal under international 
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law.303 Even before a legal definition of aggression was formed, the ability of the League of 

Nations or the UN was not impaired to be able to find that certain states were guilty of acts of 

aggression304.  

 

While the UN Charter does not define what constitutes an armed attack or armed aggression, 

the General Assembly of the United Nations adopted the Resolution 3314 (XXIX) in an attempt 

to clarify the notion of an armed attack by harkening back to the French language version of 

the UN Charter which refers to “armed aggression” rather than an “armed attack”, and clarifies 

the legal framework in which the presumed victim state must maneuver when it uses armed 

forces with the aim of self-preservation305. However, this definition created more challenges to 

what armed aggression and armed attack is, also did not give a concrete clarification on the 

uncertain issues of Article 51 since it only mentioned the armed form of aggression. Relatively, 

the definition ruled in the resolution shows a significant resemblance to article 2(4) of the UN 

Charter with regards to both direct and indirect use of force. While HW requires an aggressor 

that is willing to violate a state’s sovereignty by promoting violence during peacetime has 

created a new vehicle of aggression306, however it is important to begin by differentiating 

between armed aggression and act of aggression that is established in two separate legal 

regimes and then analyzes whether the complexity of HW is well synchronized by Resolution 

3314 that its language does not incorporate cyber weapons. The definition of aggression has 

created a legal grey zone with regards to cyber-attacks, which some states may consider as a 

loophole allowing the use of cyberweapons more in contemporary international relations.   

 

- Act of Aggression and Crime of Aggression 
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  The definition of the Act of aggression was adopted by the UNGA Resolution 3314 (XXIX) 

in 1974 that states: “Aggression is the use of armed force by a State against the sovereignty, 

territorial integrity or political independence of another State, or in any other manner 

inconsistent with the Charter of the United Nations, as set out in this Definition.”307. The 

definition is broad to fit the prohibition articulated in article 2(4) of the UN Charter and can be 

seen that it was used as a strategic asset by the state who sought to control it to mobilize it to 

their benefit against opponents308. According to the Resolution, the use of armed force by a 

state against the sovereignty, territorial integrity, or political independence of another state, 

regardless of whether or not a declaration of war has been made, are acts of aggression if they 

include the following: 

- “Invasion or attack of the territory of one state by another state, or any military occupation, 

or any annexation using force on the territory of another state or part thereof.  

- The bombardment or the use of any weapons by a state against the territory of another state. 

- The blockade of the ports and coasts of a state by the armed forces of another state.  

- The attack by the armed forces of a state on the land, sea, air forces, or marine or air fleets 

of another state.  

- The use of the armed forces of one state which are stationed on the territory of another state 

with the latter’s agreement, in contravention of the conditions provided for in the 

agreement. 

- The actions of a state in allowing its territory, which it has placed at the disposal of another 

state, to be used by the other state for perpetrating an act of aggression against a third state.  

- The sending by or on behalf of a state of armed bands or groups, irregular or mercenaries, 

which carry out against another state acts of an armed force of such gravity as to amount 

to the acts listed above, or the substantial involvement of a state in such acts.”309 

 

However, the concept of aggression did not gain much attention in international law in the 

post-charter era, as much as concepts of “use of force” and “armed attack” did310. Likewise, 

in the case law, by which the ICJ in DRC v. Uganda Judgment excluded any finding of 
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aggression despite the court’s findings of a “grave violation of the prohibition of the use of 

force expressed in Article 2/4 of the Charter, due to its magnitude and duration.”311 

 

  On the other hand, the concept of aggression is regulated by the Rome Statute of the ICC that 

was established by an international treaty in 2002 as the only permanent court responsible for 

the pursuit of individual responsibility for fundamental crimes under International criminal 

law. It has been noted that the crime of aggression means: “the planning, preparation, initiation 

or execution, by a person in a position effectively to exercise control over or to direct the 

political or military action of a state, of an act of aggression which by its character, gravity, 

and scale, constitutes a manifest violation of the Charter of the United Nations.”312  Therefore, 

the crime of aggression as defined in Article 8 bis, must be committed by a  person in a position 

to direct or control the actions of the state or military. It is also understood that the provision 

of this article shall apply only to persons in a position effectively to exercise control over or 

to direct the political or military action of a state313. The definition of aggression set in Article 

8bis and conditions for the exercise of the ICC jurisdiction (Article 15 bis and 15 ter) was 

adopted at the Kampala Review Conference on the Rome Statute in June 2010314,  it observed 

that the purpose of this paragraph is to clarify that the leadership requirement discussed under 

Article 8 bis (1), applies also when making assessments under Article 25(3)315. Nevertheless, 

ICC’s interpretation of the “act of aggression” for Article 8 bis differs from the application of 

the aggression by the Security Council under Article 39 of the UN Charter. Yet both 

interpretations are related to states, either by the concept of aggression of unlawful use of force 

by a state (GAR 1974) or the concept of crimes committed by individuals against the 

sovereignty of a state (Article 8 bis Rome Statute), by which the criminalization of the 

unlawful use of force is structurally linked to the use of force by a state. Also, with regards to 

the Effective control (Article 8 bis/1), it limits the individual liability to the exclusion of 

individuals who merely influenced policy and highlights the difficulty of extending the crime 

of aggression to forms of organizations represented by paramilitary or terrorist NSAs.316 
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Further, the threshold provides a distinction between the crime of aggression for which 

individuals bear responsibility on the one hand and an act of aggression by a state within the 

meaning of Article 39 of the UN Charter317. This can be seen in both the quantitative 

dimension of “scale and gravity” ensuring that only very serious unlawful uses of force by 

states are covered by the definition, and qualitative of the “character” to exclude instances of 

the use of force that falls in a gray legal area. In the same manner, the act of aggression in the 

context of Article 42(7) UN Charter, equates the armed attack in the context of Article 51, and 

it could be seen that the phrase armed aggression echoes the French language version of Article 

51 which used the words “agression armée” in place of an armed attack.  

 

  To conclude, the threshold requirement under the Rome Statute is considerably narrower than 

the concept of the act of aggression in Article 39 of the UN Charter. Nonetheless, taking into 

consideration that contemporary conflicts are not state-centric and that NSAs (armed groups 

and corporations318) are increasingly entangled in armed conflicts globally, the limited nature 

of liability for the crime of aggression is regrettably inadequate. “Article 8 bis” suffers from 

several shortcomings that did not take into consideration the modern realities of warfare. First 

NSAs such as ISIS, Al Qaeda, Boko Haram that are not attributed or fight on behalf of any 

state, could find impunity for their actions, as the definition of the act of aggression is only 

relevant for actions of States which is a reflection to GAR 3314 (XXIX) of 1974.319 Yet it is 

concluded that any criticism of international law scholars and experts with regards to the rise 

of two different definitions or interpretations of aggression in international law320 should not 

be worrying, as Article 10 of the Statute affirms that no interpretations shall limit in any way 

the existing or developing rules of international law for purposes other than this statute. 
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Therefore, the ICC statute is relevant only to the crime over which ICC will have jurisdiction 

and by that, it has no impact on the meaning of the act of aggression under Article 39 UN 

Charter, nor on the prohibition of the use of force under Article 2(4) and customary 

international law.   

 

 

 

- The Legal Basis of Act of Aggression concerning Cyber Operations 

 

The definition of aggression was passed by the UN in 1974, at time where cyber-attacks and 

the role of NSAs in cyberspace were not yet significant threats in international relations 

compared to their readiness in contemporary conflicts. The definition of aggression expressed 

in the language of Resolution 3314 has two perspectives. The first considers some acts of 

aggression are prima facie by the simple use of force in a conflict based on a comparison with 

previous actions that took place. The second has a more materialistic definition of aggression, 

such as acts of invasion, bombardment, or blockade.321  

It is seen that the activities that developed after the resolution, mainly cyber-attacks were not 

addressed directly in the resolution but concluded that such activities must be equated to 

physical attacks to understand their impact.322 This perspective has been reflected in the Tallinn 

Manual that defined cyber attacks as “cyber operations, both offensive and defensive, which 

can reasonably cause injury or death to persons or damage or destruction of objects.”323 Cyber-

attacks fit in the list of activities provided by Article 3 of the 3314 resolution that can qualify 

as an act of aggression. For example, such attacks can be employed to target another state 

through a digital blockade of goods moving out of a port, or even attack the military 

infrastructure or personnel. Cyber forces can constitute a type of irregular force conducting an 

attack with effects similar to a conventional force324, by which the assimilation of some cyber-

attacks with armed force allows the UNSC to act under Chapter VII and for States to react in 

self-defense.325 But certain features of cyber operations may fall below the resolution’s 

requirement and might allow states to avoid any direct attribution in cyber aggression. 
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According to Nils Melzer, the prohibition on the use of force in interstate relation cannot be 

circumvented by the application of non-violent means and methods that has the same impact 

on international peace and security.326  One of the examples is the attacks that targeted Estonia 

that may have shed the light on the potential inadequacy of the current legal definition of 

aggression concerning cyber warfare. The discussion of what constitutes an armed attack and 

whether tools of HW and if there is consensus on its threshold will be discussed in the 

upcoming section. However, the study will briefly come across the cyber-attack against Estonia 

in 2007 and comment on whether the definition of aggression was legally sufficient.  

 

 In this regard, following the Estonian government decision in 2007 to move the Bronze Soldier 

(also known as the Monument to the Liberators of Tallinn) from the center of Tallinn, outrage 

from the Russian speakers have erupted because the monument represents to them the USSR’s 

victory over Nazism, while for many Estonians it represents a painful symbol of Soviet 

oppression. In the aftermath of the incident, Estonia faced a series of DDOS cyber-attacks on 

banks, government institutions, media outlets, and telecommunication services. As a result, 

citizens were not able to use cash machines and online banking services, government 

employees were blocked from the ability to communicate by email, and newspapers were not 

able to deliver the news. According to Liisa Past, a cyber-defense expert at Estonia’s State 

Information System Authority, cyber aggression is different than kinetic warfare, as it allows 

to create confusion while staying well below the level of an armed attack.327 In an attempt to 

trace the attack, Estonia has considered that it traced back the attacks to Russian IP addresses 

with no concrete evidence that these attacks were carried out by the Russian government, that 

in turn denied any involvement and suggesting that the attack was launched by private pro-

Russian activists.328 The incident demonstrated again that attribution may be the primary factor 

limiting the legal justification for armed response. However, analyzing the attack in the context 

of Resolution 3314, it can be noted that the requirement of armed invasion, bombardment, or 

physical damage to the infrastructure was not met. While other requirements such as border 

crossing or allowing the territory of a state to be used for launching attacks on another state are 

hardly identified due to the technical complexity and nature of cyber-attacks that can create a 
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legal gray area. Respectively, some scholars argue that with no evidence of physical damage 

or injury and death of persons, such attacks are not considered an act of aggression, while it 

can violate the concept of Friendly relations articulated under resolution 2625. But the fact that 

cyber-attacks or the employment of NSAs to mask the operations might not meet the definition 

of aggression, a gap in international law will be a resort for states and NSAs to conduct further 

attacks of this nature. However, the study instructs an immediate international effort to 

restructure the definition of aggression to fit the new technologies and hybrid adversaries, that 

are mainly NSAs.  Finally, a state that is the victim of aggression has the right to self-defense. 

Acts committed in the exercise of the right to self-determination of peoples, or when peoples 

are fighting against colonial domination, foreign occupation, or racist regimes are not acts of 

aggression.329 Since the traditional understanding of aggression triggered by conventional war 

is clear-cut military aggression, states waging HW pursue activities that are amenable to non-

involvement, non-detection, non-attribution, and plausible denial of responsibility. 

 

   

 Based on the above analysis, it is important to note that the core challenge by HW to the 

prohibition on the use of force is the ambiguity that it is tailored to make a military response 

difficult to avoid conventional confrontation by operating below the thresholds of the 

opponents. Such forms can be achieved by hiding and denying agency through the use of 

proxies, non-attributable forces, and cyber-attacks. Moreover, various means of HW that do 

not amount to an armed attack or use of force in its physical form, are crucial to the adversary 

to achieve the political and strategical outcome or even military objectives. This can be seen in 

disinformation campaigns that play an important role in the escalation and de-escalation of a 

situation. On the other hand, it is agreed that cyber-attacks that cause injury or death of persons, 

even damage or destruction of property violate the prohibition to use force in international 

relations330. Yet cyber operations of NSAs do not violate this prohibition unless they are 

attributable to a state, by which responding rests with the state rather than on the hybrid actor 

in question, while cyber operations conducted by states against NSAs may implicate the 

prohibition as the problem of attribution in such case is beyond questioning331.  
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   Nevertheless, according to Tallinn Manual, certain operations which do not have destructive 

or injurious consequences would qualify as a use of force332, mainly due to the applicability of 

international law, including the principles of state sovereignty, sovereign equality, the 

settlement of disputes by peaceful means, and non-intervention in the internal affairs of other 

States, to cyberspace. Rule 1 of the Tallinn Manual stated that “the sovereignty empowers a 

state to exercise control over cyberinfrastructure and activities within its territory, and in 

protecting the cyberinfrastructure at its territory from any attacks.”333 Yet, this principle covers 

the territory, not the object targeted, so if the computer of a state is targeted on the territory of 

another state, then the sovereignty of the state where the computer is located will be 

breached334. At the same time, the principle of non-intervention can be violated with any cyber 

support to groups in other states, such as supplying malware to them by which such acts would 

qualify as intervention by the sponsoring state.  

 

  On the other hand, legal ambiguity that is an inherent feature of every legal system is also 

considered a core challenge and an opportunity for states and NSAs at the same time. The 

reason for such uncertainties in law is that the interpretation relies on the political decisions 

and choices, and as legal texts are often obscure, the competence may be ill-defined, and 

evolving incidents might not be foreseen by legislators335. Similarly, the ambiguity of law has 

some benefits or deterrence factor such as the threshold that trigger collective self-defense 

arrangements as found in Article 5 of the North Atlantic Treaty that may cause adversaries to 

act more carefully336 

  However, such grey areas give hostile actors opportunities to advance their strategic interests 

by which states may rely on the interplay of legal boundaries to mitigate the impact that 

international norms may have on their domestic law337. The Chinese authorities, for example, 

have used the law to avoid minor or incremental infractions of the rules such as the Air Defense 
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Identification Zone (ADIZ) over the East China Sea established in 2013, by which China relied 

on the state’s right to regulate the entry of aircraft engaged in international air navigation into 

its territory338. However, the ADIZ does not differentiate between aircraft entering the Chinese 

territory from those that are not, which means that China is capable of using force to interdict 

any aircraft that does not comply with its enforced rules. China has announced that “Aircraft 

flying in the East China Sea Air Defense Identification Zone should follow the instructions of 

the administrative organ ADIZ or the unit authorized by the organ. China's armed forces will 

adopt defensive emergency measures to respond to aircraft that do not cooperate in the 

identification or refuse to follow the instructions.” 339 The previous statement reflects the 

lawfare element as a potential hybrid threat used by hostile actors to pursue strategic objectives 

through legal means and in the legal domain. 

 

The right of individual and collective self-defense applies irrespective of the type of weapon 

used to conduct an armed attack, what matters is the scale and effect of such attack. Therefore, 

a hybrid attack that employs a combination of military and non-military instruments triggers 

the right to self-defense, provided that its scale and effects are comparable to a conventionally 

armed attack. The hybrid character of HW seeks to achieve objectives through non-military 

means too, such as the Chinese coast guards and fishing vessels in the South China Sea, by 

which the Assembly failed to solve the legal complexities of such tactics.340 Yet, some states, 

such as Finland, have domestically amended the Territorial Surveillance Act which serves as 

the legal framework for safeguarding Finland’s territorial integrity341. The resolution calls on 

member states to refrain from resorting to hybrid war in international relations and fully respect 

the provision of international law, particularly the principles of sovereignty, territorial integrity, 
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and inviolability of frontiers, per their object and purpose, by not abusively exploiting 

perceived loopholes or ambiguities342.  

  To illustrate, it is with no doubt that ambiguity is the main characteristic of HW. In the 

Ukrainian conflict in 2014, both Ukraine and the international community could not understand 

the real situation because proxy fighters created hesitation for decision-makers that helped 

Russia to gain the time needed to accomplish its task343. The uncertainties of contemporary 

conflicts and the covert intervention by states against the territorial integrity and independence 

of other states is a violation of Article 2(4) of the UN Charter on the prohibition of the use of 

force regardless of the objective pursued by it (protection of nationals, humanitarian 

intervention). Also, the UNSC was shattered because of the international nature of the conflict, 

especially since the veto of one of the two world powers in the council’s vote lead to ineffective 

measures of collective security344. Therefore, the debate on the prohibition of the use of force 

and its efficiency has been vital for contemporary threats and the use of force. And for the 

interest of the current research, the analysis will cover the use of force as self-defense especially 

against NSAs in the territory of another state (unable or unwilling to counter the threat), also 

in the territory of the targeted state by NSAs that either attributed to a state or not. And that is 

with no doubt a challenge for a state if such actions would trigger a non-international armed 

conflict or a case for law enforcement to deal with. That requires a deep analysis of attribution 

and state responsibility to such actions too especially in the cyber realm where verifiable 

attribution is difficult because HW employs instruments across multiple domains that allows a 

state to stay below both the radar of detection and the threshold for responding under 

international law. 

2. Exceptions to the Prohibition of the Use of Force 
 

   While it was explained that Article 2(4) of the UN Charter prohibits the resort to the use or 

threat of force, one exception to this prohibition is an action taken in self-defense under Article 

51 of the UN Charter that primarily visualizes the immediate response, individual or collective, 

of a state which is the victim of an armed attack. Another exception is under the auspices of a 

UNSC authorization to use force under Article 42 of the UN Charter that envisages institutional 

collective security response to the use of force against a state in violation of international peace 
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and security. In addition, States can also give consent to another state to use force in its territory 

to combat rebel or terrorist actors. Nonetheless, debates are also surrounding the shift in a legal 

landscape that expands the right to use force by taking measures of self-defense to protect 

nationals abroad (Russia’s operation in Georgia 2008) that is sometimes wrongly referred to as 

diplomatic protection. under the Draft Articles on Diplomatic Protection 2006 such protection 

consists of the invocation by a State through diplomatic action or other means of peaceful 

settlement, so it does not include any actions through military means345. In addition, the right 

to humanitarian interventions (Kosovo Crisis 1999) that has developed significantly and 

sometimes even classified as the third exception to non-use of force in international relations, 

especially that the international community proved itself more willing to collectively intervene 

in other states on humanitarian grounds, or in self-defense against NSAs in the territory of 

another state.  

 

The law relating to the use of force as a right to self-defense has been a matter of discussion 

due to the controversial issues relating to its permissibility against NSAs, particularly in the 

rise of Hybrid means to contemporary conflicts. The increase of inter-state conflicts and the 

rise of NSAs with access to progressed technologies emphasized the emerging state practice in 

favor of expanding the authorization of force outside the Charter system. This includes 

evolving doctrinal deviations such as the “unwilling or unable” test. UN Charter Article 51 

provides the trigger for the exercise of the right of self-defense, as in international law is the 

state’s inherent right to use force to protect itself from an armed attack346. Given the 

complicated nature of the topic, it is hard to distinguish between the use of force and armed 

attack, which creates a gap between Article 2(4) and Article 51 of the UN Charter, especially 

since all armed attacks are the use of force, but not all uses of force amount to an armed 

attack347. Yoram Dinstein argues that the gap is ought to be quite narrow, and he states that: 

“Any use of force causing human casualties or serious damage to property constitutes an armed 

attack.”348 Nonetheless, an armed attack means any use of armed force and does not need to 

cross some threshold of intensity. Also, although the ICJ has stated that some uses of force 
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may not be of sufficient gravity to constitute an armed attack, it is argued that this view has not 

been generally accepted349. The term “force” in Article 2 of the UN Charter is not only confined 

to the armed force, whereas the notion of armed attack necessarily requires resort to arms, as 

the general tendency in state practice, embodied in the Friendly Relations Declaration, is to 

limit its meaning to the military use of force.  

 

The traditional customary law governing self-defense by a state derives from an early 

diplomatic incident between the USA and the UK over the killing of several US citizens 

engaged in transporting men and materials from American territory to support rebels in what 

was then the British colony of Canada350. Self-defense is a natural law concept and states have 

different definitions of how broad this right is, but it is mainly based on direct threat and scopes.  

Article 51 of the UN Charter states that: “Nothing in the present charter shall impair the 

inherent right of individual or collective self-defense if an armed attack occurs against a 

member of the UN until the Security Council has taken the measures necessary to maintain 

international peace and security”, the article reflects the customary right of self-defense. 351  

 

For the present section, the exceptions to the use of force in international relations will include 

the authorization within the UN Charter (Self-defense and UNSC authorization), and 

authorizations of force outside the Charter system (Humanitarian interventions, unable or 

unwilling test). The importance of addressing these issues in the context of HW is highly 

relevant and important as it will include the challenging elements of HW such as the NSAs and 

Cyber operations and the impact of these means on the adequacy of the exceptions to the non-

use of force norm. That will require highlighting when can a state use force in self-defense, 

what is the threshold and elements of an armed attack, principles of necessity and 

proportionality, self-defense against NSA in the territory of another state, also whether 

Humanitarian intervention and Responsibility to protect have become the new exceptions to 

the prohibition on the use of force in Article 2(4) of the UN Charter.  

2.1. Authorization by the UN Security Council 

 

Generally, the Security Council is authorized to determine the existence of and take necessary 

action to address any threat to international peace and security as lawful use of force under 
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international law in the form of genuine world police action.  Article 24 of the UN Charter 

affirms that as an organ of the UN, it is the SC that has the primary responsibility of maintaining 

international peace, security, and stability. The UNSC plays a major role in global collective 

security. Article 39 in Chapter VII of the Charter explains when the SC can begin to handle the 

situation and address it in three scenarios: Threat to the peace, breach of the peace, and acts of 

aggression352.  

The SC has the upper hand through which the General Assembly (UNGA) cannot take 

measures that are binding on States or make recommendations on disputes when the SC is 

discussing it according to article 12 of the UN Charter.  So the SC may itself use force under 

Articles 39 and 42 of Chapter VII, by calling on member states, including regional 

organizations such as the Organization of American States (OAS), NATO, or Organization of 

African Unity (OAU) to provide needed military forces.353 Threat to the peace is not defined 

anywhere, therefore, it is left to the SC to decide and remedy the situation based on its 

interpretation, by either non-forceful measures that are articulated in article 41 of the UN 

Charter354, or by deploying UN troops against violators of the peace when the SC decided that 

the non-forceful measures have been/would be inadequate (forceful measures without the 

consent of the state targeted).355 Nonetheless, the SC has identified potential or generic threats 

such as terrorist acts ( counter-terrorism Committee guided by the UNSCR 1373 of 2001 and 

1646 of 2005), the proliferation of weapons of mass destruction, and the proliferation and illicit 

trafficking of small arms or light weapons (non-proliferation committee guided by UNSCR 

1540 of 2004) under Chapter VII of the UN Charter).  

 

In addition, Article 41 of the Charter, gives the SC the authority to impose measures not 

involving the use of armed force. These sanctions are tools to apply pressure on a State or entity 
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to comply with the objectives set by the SC without resorting to the use of force. The range of 

sanctions has included comprehensive economic and trade sanctions, and more targeted 

measures such as arms embargoes, travel bans, financial or diplomatic restrictions. These 

enforcement actions fall short of the use of force and have been acknowledged not to be within 

the monopoly power of the SC, by which such non-force measures may be imposed unilaterally 

or collectively by states without SC authorization.356 

 

   The role of the UNSC was not always effective as the Council has been a captive of the East-

West conflict for decades. Although some cases such as, the intervention against Saddam 

Hussein in 1990, which is known as the first Gulf war, was effective by which the UNSCR 660 

in August 1990, stated that “The Security Council determining there is a breach of the peace 

by the Iraqi invasion of Kuwait”, that was followed by UNSCR 678 (29/11/90) that authorized 

member states cooperating with Kuwait unless Iraq, on or before January 1991, fully 

implements the foregoing resolutions to use all necessary means to uphold and implement (SC 

Res. 660) and all subsequent relevant resolutions and to restore international peace and 

security357. Furthermore, UNSC’s has a role to authorize the use of force when it comes to 

protecting a civilian population that has been a victim of genocide, crimes against humanity, 

and the systemic commission of war crimes in cases where the national government does not 

fulfill its responsibilities or is itself behind the attacks358. Although the state itself is responsible 

for protecting its people, however, the UN codification of the Responsibility to Protect (R2P) 

granted the UNSC exclusive control over authorizing the use of force in sovereign states359. 

That will be addressed in further detail when discussing Humanitarian intervention (subsection 

2.4).  

 

2.2. The “Trigger” for the Inherent Right of State Self-Defense 

 

The right to individual and collective self-defense is recognized as an exception to the 

prohibition of the use of force outside the framework of collective security and nothing in state 

practice has justified use of force due to the state of necessity or right to reprisals, can be 
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identified today as it used to be prior the UN Charter 1945360. Nonetheless, the UN Charter 

does not explicitly define what does Article 51 include and especially in the context of armed 

attack and inherent right, yet it is accepted that exercise of the right to self-defense must meet 

the demands of immediacy, necessity, and proportionality.361 This article is an exception to 

article 2(4) which prohibits the use of force, so a state can use force without violating the 

prohibition when it is a victim of an armed attack that does not require any authorization from 

SC.  

To begin with the question of what might constitute an armed attack, the ICJ in the Nicaragua 

case stated that the definition of an armed attack must be interpreted with guidance from the 

definition of aggression362. So it applied the definition as a basis for determining what may 

constitute the threat or use of force and armed attacks, by which several conditions must be 

met for the use of force in self-defense to be legal, such as the state acting in self-defense must 

have been the victim of an armed attack, must have declared itself to have been attacked, and 

must have requested the assistance of the states which come to its aid. Similarly, the ICJ in its 

1996 Advisory Opinion on the Legality of the Threat or Use of Nuclear Weapons stated that 

the court cannot lose sight of the fundamental right of every state to survival, and thus its right 

to resort to self-defense, under article 51 of the Charter, when its survival is at stake only in an 

extreme circumstance of self-defense.363 However, the catastrophic scenario of nuclear threats 

beyond any doubt triggers the right to self-defense. 

 

Challenges arise if such operations generate consequences crossing the armed attack threshold, 

then the state may find itself the target of forceful cyber or kinetic responses under the law of 

individual or collective self-defense. According to the ICJ, identifying an armed attack is a 

question of gravity, by which the 1986 Nicaragua case asserted that the difference between 

armed attacks and less grave forms of the use of force was one of scale and effects, such as the 

assistance to rebels in the form of the provision of weapons or logistical or other support. Such 

actions amount to threat or use of force, or intervention in the internal or external affairs of 

other states (principle of non-intervention), but does not qualify to an armed attack or armed 

force364, and that the armed attack must in itself be contrary to Article 2(4) of the UN Charter. 

Therefore, it highlights the relationship between the notion of armed attack and the principle 
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of non-intervention, by which all armed attacks amount to both uses of force and interventions, 

but not all interventions amount to an armed attack365. Yet, where exactly this threshold lies, is 

the subject of continuing debate, but it is seen to be met when the use of force involves the loss 

of life or the physical destruction of objects366. There is a lack of consensus on whether the 

force has to meet a threshold of intensity or not. However, the court in the Nicaragua case 

outlined the nature of the acts which could be treated as an armed attack, by which an armed 

attack must be understood as including not merely action by regular armed forces across an 

international border, but also the sending by or on behalf of a state of armed bands, groups, 

irregulars or mercenaries, which carry out acts of armed force against another State of such 

gravity as to amount to (inter alia) an actual armed attack conducted by regular forces.  

 In customary law, the prohibition of armed attacks may apply to the sending by a State of 

armed bands to the territory of another state, if such an operation, because of its scale and 

effects, would have been classified as an armed attack rather than a mere frontier incident had 

it been carried out by regular armed forces. But the Court does not believe that the concept of 

armed attack includes not only acts by armed bands where such acts occur on a significant 

scale but also assistance to rebels in the form of the provision of weapons or logistical or other 

support.367 The court’s restrictive approach did not consider that actions of assisting irregulars 

or armed bands in the form of logistical or other support may amount to an armed attack368. 

The court was criticized for excluding mere frontier incidents that involve lethal force and may 

give rise to the right of self-defense. For instance, in 2006 Israel launched a military campaign 

against Hezbollah in South Lebanon justifying its inherent right to self-defense due to border 

incidents. Several states expressed concerns over the proportionality and the nature of Israel’s 

response, yet they agreed that the gravity of the attack is an essential factor in assessing the 

necessity and proportionality of a forcible response369. Israel has argued that the use of force 

in response to cross-border attacks relied on the accumulation of events theory, by which 

Israel’s permanent representative to the UNSC relied specifically on the right of its country to 

self-defense under Art. 51 of the Charter in response to the fact that Israeli citizens were subject 

to deliberate terrorist attacks370. This theory deals with low-scale attacks targeting a state and 
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whether the victim state may defend itself not only against the use of force that triggered a 

forcible response in self-defense but against the threat arising from accumulative series of 

events. The accumulation theory did not receive support from the UNSC and it certainly creates 

more challenges to the justification of the use of force based on the state interpretation of a 

conflict or threat. Yet, in current state practices, the theory is receiving more acceptance than 

in past.371  

 

The key issue that will be highlighted is what constitutes an armed attack, due to the 

indistinctness of different terms used in the above documents (armed aggression, use of force, 

non-intervention). In this matter, the reason for the use of different terms is the international 

community’s intention to distinguish between the “first shot” and the “armed attack” itself.372 

This plays an important role in the contemporary conflicts, particularly in the annexation of 

Crimea, by which the distinguishing factor between the state of “first shot” and the “aggressor” 

is vital in cases where a state conducts a campaign to control a territory of another state without 

the occurrence of an armed fight, by which the targeted state that lost part of its territory, will 

be under obligation to use armed force (as a first shot) against the aggressor triggering its right 

to self-defense. In that case, the state that controlled the territory of another state would not be 

the first to shoot, but it would be the aggressor since it committed the armed attack373. It can 

be concluded that Article 2(4) of the UN Charter prohibits the use of force, which could be 

excluded if force took the form of armed aggression triggering Article 51 of self-defense. 

Nevertheless, Hybrid adversaries (e.g. the case of Ukraine and Russia) tend to employ hybrid 

strategies that are the fact-paced passage from the mere use of force to actual aggression, to 

suddenly de-escalate the conflict to mere diplomatic and economic pressure. This was seen in 

the context of incidents that started from the involvement of mercenaries in Eastern Ukraine 

covertly to the annexation of Crimea overtly, and then the confrontation between Ukraine and 

Russia in the Azov Sea incident, which was considered by Ukraine as armed aggression by 

Russia. 

 Similarly, the ongoing tension between the USA and Iran in the Middle East, by which Iran 

has heavily invested in expanding its influence in the region through proxy militias (Popular 

Mobilizations Forces “PMF”) that have established the means to survive in the absence of 

                                                 
371 Tams, Ch., “The Use of Force against Terrorists”, European journal of International Law EJIL 2009, supra-

note 49, p. 388. Christian Tams argues that: “States seem to have shown a new willingness to accept the 

accumulation of events doctrine which previously had received little support” 
372 Dinstein y., War, Aggression and Self-Defense, 4th ed. Cambridge 2005. 
373 Bou-Nader Ph., Ibid. p.16 



effective and trusted formal governance in Iraq and Syria, to avoid any legal attribution and 

direct responsibility. However, the situation has legally escalated after the assassination of 

Qassim Soleimani in Iraq (the most prominent military leader figure in Iran and close to the 

supreme leader Ayatollah Ali Khamenei) that converted the conflict from indirect low-intensity 

conflict to a confrontation between the two states. The US relied on legal justifications for its 

actions and to denounce Iran, in which it justified the killing of Soleimani as an exercise of the 

inherent right to self-defense in response to an escalating series of armed attacks by the Islamic 

Republic of Iran and its affiliates on US forces in the region374. On the other hand, Iran has 

used the same justification to target US military facilities as a response to the targeting of 

Soleimani, so the legality of one party’s reaction hinges on the illegality of the other party’s 

prior conduct, based on the principle that the right of self-defense is available in response to an 

unlawful armed attack375. Therefore, that highlights the importance of identifying the elements 

of an armed attack that would trigger a response in self-defense as an exception to the nonuse 

of force principle.  

2.2.1. The Elements of an Armed Attack 

Based on the analysis of the previous section, the right to use force in international law is 

allowed once a state is a victim of an armed attack. Therefore, it has been noticed that three 

elements are vital to consider whether the act committed is an armed attack. These elements 

can be summarized as follow: 

 

- Ratione Materie (Material Element) 

 

    An element that highlights the material aspect of an armed attack by taking into account the 

following: an act that qualifies as an armed attack according to international law, the gravity 

of the acts, if such acts must be taken in isolation or aggregated as per the accumulation of 

events theory, and intent of the aggressor state. This has been reflected in article 3 of the GA 

Res 3314 (XXIX) on the definition of aggression, and confirmed later by the ICJ (Congo v. 

Uganda case) considering that the resolution will serve as an authority on the future 

determination of acts of aggression that constitute an armed attack.376 While the gravity of the 
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acts committed is distinguished between the most grave “armed attack” and the less grave act 

of aggression based on the severity of the act and its effect and damage on the victim state. 377 

According to Dinstein, the gravity of the attack is predicated by the consequences that are liable 

to be produced by the attack rather than the actual casualties inflicted. Therefore, even small-

scale attacks can reach the gravity of armed attacks if they would result in or can destroy 

property or loss of lives.378  

   Another importantly observed argument that had been noticed in opinio Juris is the 

accumulation of events theory, suggesting that if an act is not of sufficient gravity to qualify 

an armed attack, but at the same time is part of a series of acts of force directed against a victim 

state, then the effects caused by the separate incidents in accumulation can reach the gravity 

threshold of an armed attack. This theory is also known as the “Needle Prick” doctrine, 

promoted by Israel to justify its campaign against the Palestinian Liberation Organization 

(PLO) in Lebanon, considers that “each specific act of terrorism or needle prick, may not 

qualify as an armed attack that entitles the victim state to respond legitimately with armed 

force. But the totality of the incidents may demonstrate a systematic campaign of minor 

terrorist activities that do rise to the intolerable level of armed attack.”379 Although Israel’s 

justification was rejected by the UNSC, however, some scholars have considered that this 

rejection was not addressed to the theory itself but was based upon a disproportionate use of 

force by Israel in retaliation of the attacks.380 Similarly, the ICJ has not dismissed or rejected 

the accumulation theory, rather considered it indirectly in the Nicaragua case when considering 

if border attacks by Nicaragua into Honduras and Costa Rica could amount to an armed attack 

and stated that: “very little information is available to the Court as to the circumstances of these 

incursions or their possible motivations, which renders it difficult to decide whether they may 

be treated for legal purposes as amounting, singly or collectively, to an armed attack by 

Nicaragua on either both States.”381 The previous cases are important to consider that this 

theory could be used to justify the use of force against adversaries if the series of attacks 
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cumulatively reach the sufficient gravity of the armed attack. And although case law did not 

confirm its applicability, it did not dismiss it.  

Besides, it is required that the attack must be based on hostile intent against the victim state, 

otherwise, it will be considered a mere frontier incident. This has been confirmed by the ICJ in 

the Oil Platforms case that stated the following: “there is no evidence that the minelaying 

alleged to have been carried out by Iran to specifically target the US vessel. Therefore, the 

attacks could not amount to an armed attack.” 382 

 

- Ratione Personae (Actor Element) 

 

The element is also reflected in article 3 of resolution 3314 on the definition of aggression. It 

mainly states that acts committed by state actors or groups sent by or on behalf of a State 

constitute an armed attack if these attacks can be attributed to that state.383 Such involvement 

can be through armed bands, groups, irregulars, or mercenaries sent by or on behalf of a State 

that conducts attacks that reach the threshold of an armed attack. This triggers the use of self-

defense if there was enough proof of the involvement in these attacks, direct or indirect, to the 

state in concern.384 The element also includes substantial involvement, by which the ICJ in the 

Nicaragua case did not suggest under what circumstances an involvement must be taken to be 

substantial enough as to amount to an armed attack. However, the court has excluded the mere 

tolerating of an armed group’s presence within a state’s territory and required that the 

assistance must amount to more than assistance to rebels in the form of the provision of 

weapons or logistical or other support.385 Nonetheless, the spoofing technique in Cyber-attacks 

also targets the ratione personae by masking the attribution factor that links such attacks to the 

actual aggressor. 

- Ratione Temporis  

 

The element highlights the time required for the use of force in response to an armed attack. It 

is agreed that self-defense must be triggered in response to an attack that occurred or is 

imminent. This has been reflected in article 51 of the UN Charter. Therefore, three key points 

along the timeline of self-defense must be met: the period before an armed attack has occurred, 
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the period while the attack is ongoing and the period after it has ended. However, this element 

creates confusion of an ongoing debate regarding the anticipatory self-defense that corresponds 

with the standard established in the famous 1837 Caroline case.386 According to the Caroline 

incident that is often thought of as a seminal international legal episode about anticipatory self-

defense “self-defense would be lawful when the necessity of it is instant, overwhelming and 

leaving no choice of means, and no moment for deliberation.” 387 So with regards to the period 

before an armed attack has occurred, it was argued that any use of force in self-defense against 

an attack that is not demonstrably imminent, is unlawful by which states will have to refer to 

the SC or employ non-forcible measures. The “UN High-Level Panel on threats, challenges, 

and change” stated in 2004 that “a threatened State, according to long-established international 

law, can take military action as long as the threat is imminent, no other means would deflect it 

and the action is proportionate.”388 Though the doctrine is not settled to date or enshrined by 

any case law however it appears to be accepted by a growing number of states. On the other 

hand, with regards to action taken during an ongoing armed attack, the victim state will have 

to respond within reasonable temporal proximity to the commencement of the attack, and any 

overly delayed response will be unlawful. For example, in the case of the Falklands, a period 

of twenty-three days was accepted period following Argentina’s invasion because following 

the attack there was continued occupation of the islands, which means an ongoing armed 

attack.389  And finally, with regards to responding to a terminated armed attack, though in 

general it is seen to be unlawful based on the basic customary international law requirement 

that self-defense is lawful only while the armed attack is ongoing.   

In the context of the modern world, the line between what is reasonably temporally proximate 

to the attack and what constitutes a significant amount of time such the attack began, is almost 

impossible to identify. For example, the difficulty in detecting imminent terrorist attacks or 

cyber attacks, and the ability to gather all necessary information about it before responding is 

challenging to the victim state. Additionally, it faces issues with regards to how further can a 
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state go in its response to eliminate the threat, particularly if waiting for the threats to cross the 

imminence threshold.  

 

 

  To summarize, the Charter of the UN prohibits the use of force against other states except 

where the UNSC has authorized the use of force and where a state is exercising its inherent 

right of individual or collective self-defense when an armed attack has occurred against the 

victim state, as recognized by Article 51 of the Charter. Under international law, for an act to 

be considered an armed attack, three elements must be taken into consideration. Firstly,  

Ratione Materiae that requires the existence of an unlawful act of force against a State, meets 

the required gravity threshold, individually or cumulatively with hostile intent against the 

victim State. Then, Ratione Personae relates to the party that conducted the illegal use of force, 

whether state or non-state actor. And Ratione Temporis is the element that deals with the 

determination of at what moment in time the use of force may be classified as an armed attack. 

This element is applicable when an armed attack occurred or the threat is imminent. Also, 

although article 51 preserves the right to use force if an armed attack has occurred, yet right to 

self-defense applies if used to avert the threat of an imminent attack, which is so-called 

anticipatory self-defense. A less restrictive argument by considering that a state must not wait 

until an armed attack has occurred to launch a legitimate pre-attack strike. That is also 

confirmed by the UN High-Level Panel on Threats, Challenges and Change, by which a 

threatened state can take military action as long as the threatened attack is imminent, no other 

means would deflect it and the action is proportionate.  

 The problem arises where the threat in question is not imminent but still claimed to be real. 

For example, the acquisition, with allegedly hostile intent, of nuclear weapons-making 

capability390. The statement was established in the 1837 Caroline case as the use of force before 

suffering an attack qualifies as legitimate self-defense only when the need to act is instant, 

overwhelming, and leaving no choice of means, and no moment for deliberation391. That also 

has roots after the attacks on the United States on 11 September 2001 by Al Qaeda, by which 

it has raised new considerations of pre-emptive self-defense with regards to the use of force to 

respond to armed attacks. The pre-emptive self-defense doctrine was defined as a claim to 

                                                 
390 Report of the High-level Panel on Threats, Challenges and Change. A More Secure World: Our Shared 

Responsibility, UN General Assembly, A/59/565, 2 December 2004, para. 188, p. 54. 
391 Potcovaru A., The International Law of Anticipatory Self-Defense and U.S. Options on North Korea, Lawfare 

Blog, 8 August 2017. The article also refers to several examples when states cited self-defense to justify a pre-

attack strike such as the Cuban Missile Criss, The Six-Day War and Operation Opera (Osirak Bombing) and other 

cases.  



entitlement to use unilaterally, without previous or international authorization, high levels of 

violence to stop an incipient development that is not yet operational or directly threatening, but 

that is permitted to mature, could be seen by the potential attacked-state as susceptible to 

neutralization only at a higher and possible unacceptable cost to itself.392 The main difference 

between the doctrine of anticipatory self-defense and pre-emptive self-defense is that the 

former demands the existence of an imminent attack to be launched, while the latter excludes 

that condition for the application of the right to self-defense. This doctrine does create broad 

interpretation and application compared to the traditional concept of the right to self-defense 

as it lacks proportionate response requirements and does not require imminence of the attack. 

States may abuse this doctrine in an unrestricted manner to claim the right to self-defense based 

on their interpretation of potential threat. This proves once more that traditional treaty-based 

self-defense and customary based anticipatory self-defense have demonstrated some flaws in 

their ability to protect and prevent states from new manifestations of the use of force, especially 

with trending issues such as attacks on non-state armed groups and cyber attacks. These issues 

will be developed further in upcoming sections.    

 

2.2.2. Principles of Necessity and Proportionality in Self-Defense 

The use of force in international law that is being justified by self-defense articulated in article 

51 of the UN Charter, requires the involvement of fundamental principles (necessity and 

proportionality) in both jus ad Bellum and Jus in Bello. Although these principles 

unquestionably are critical to the stability of international relations, they are not identical in 

effect. International law restricts the use of force by states to situations of absolute necessity 

that justify only proportional force to counter-attack by an adversary. The principles are 

intended to limit state resort to force to a measure of last resort (ultima ratio) in Jus ad Bellum 

and are considered the founding principles for appropriate self-defense. Whereas the principle 

of proportionality under Jus in Bello, which is articulated in Article 51(5)(b) of the AP I, 

prohibits the attack that causes incidental loss of civilian life, injury to civilians, damage to 

civilian objects, or a combination which would be excessive with the concrete and direct 

military advantage anticipated.393  
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While these principles are fundamental in both branches, yet they are not identical in effect. 

The right to use force in self-defense must adhere to the requirements of necessity and 

proportionality as a rule of customary international law394, by which jus ad Bellum restricts 

resort to force by states to a situation of absolute necessity that justifies only proportional force 

to return the previously existing state of affairs (status quo ante). The principles are measured 

based on the lawful use of force to serve a legitimate end and they can only be applicable if 

can be seen as self-defense in response to an armed attack that occurred. Such response has 

two primary approaches for either halting and repelling an ongoing attack by minimizing the 

possibilities for lawful recourse to force395, or halting and repelling but also preventing further 

attacks which are to be expected under the circumstances396. The ICJ in its advisory opinion 

on the legal consequences of the construction of a wall in the occupied Palestinian territory has 

considered that Israel cannot rely on a right of self-defense or on a state of necessity in order 

to preclude the wrongfulness of the construction of the wall. The court accordingly finds that 

the construction of the wall and its associated regime are contrary to international law.397 By 

that, the court has observed that the state of necessity is a ground recognized by customary 

international law that can only be invoked under strictly defined conditions that must be 

cumulatively satisfied.   Consequently, States’ self-defense is strictly limited in the amount of 

force that may be employed to respond to the threat, as such force must be necessary to meet 

the threat and restore the status quo ante of security398. Therefore, any force that exceeds the 

limit is considered outside the realm of a legally justified response.  

 

- Necessity Principle  

 

Necessity means that states may use force in self-defense when peaceful means have been 

reasonably exhausted, or if diplomatic means are ineffective.399 Therefore, the use of military 

force in self-defense is permissible if an armed attack began or is ongoing, as a necessary 

measure to intercept or repel an ongoing armed attack. The general rule behind the necessity 

principle for the use of force once enforced, is that it is presumed that peaceful means failed 
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and the UNSC will not or cannot take measures necessary to maintain or restore international 

peace and security. However, one of the challenges in state behavior appears when states 

enforce this principle before an attack occurs presuming that the peaceful means will fail, which 

can be an alerting factor of using unnecessary force in international relations. One of the 

examples was the Israeli strike on an Iraqi nuclear reactor in 1981, an attack that was 

unanimously considered by the UNSC as a violation of the UN Charter.400  

On the other hand, the United States in its dispute with Iran over its nuclear program in 2015, 

has considered that the use of force was necessary to prevent Iran from fortifying its nuclear 

facilities if peaceful measures failed.401 Correspondingly, another challenge is regarding some 

states’ tendency to use military force in self-defense after an armed attack ends if the state 

determines that further armed attacks are imminent or will occur if not forcibly prevented. For 

instance, the series of attacks launched by the United States and claimed as self-defense against 

Iran in 1987 in the aftermath of the missile that struck a Kuwaiti oil tanker and the incident 

where a US warship struck a mine in international waters by which the US attributed both 

incidents to Iran, were called by the ICJ as unnecessary use of force based on insufficient 

evidence that Iran was responsible for the attacks and considered that assuming Iranian 

responsibility was confirmed, the US attacks on the Iranian Oil complexes were also not 

necessary to respond to these incidents as there was no evidence that the US complained to 

Iran of the military activities of the platforms.402 The former is an additional reference to the 

states in making reasonable efforts to resolving disputes by peaceful means even if states 

assume that future armed attacks might be anticipated. 

- Proportionality Principle  

 

 This principle has to be tested based on different situations in which the use of force in self-

defense was enforced. First and foremost, this principle involves a quantitative approach by 

which any use of defensive force must be comparable in its scale and effects to that of the 

armed attack to which it responds, and it will be judged by whether it was necessary to achieve 

its ends. So, the force that was not necessary to achieve legitimate ends will be regarded as 

disproportionate. The ICJ in the Oil Platforms case noted that: “As a response to the mining by 

an unidentified agency of a single United States warship which was severely damaged but not 
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sunk and without loss of life. The military operations by the United States that destroyed the 

Salman and Nasr platforms and what followed can be regarded as a proportionate use of force 

in self-defense.” 403 This shows that both principles, necessity, and proportionality, may seem 

to interplay with regards to whether the restrictions serve to achieve the legitimate ends or 

whether those ends could be achieved by less restrictive means. 

Another approach by the same principle involves a more instrumental way, in which states are 

required when deciding to use force in self-defense must define the aims of such force and 

assess the scope of the force and the means necessary to achieve those aims, this will be 

effective for states that plan to use force to halt or repel an ongoing or initial armed attack. 

However, it will not appeal to those who believe that force may be used after an armed attack 

ends to prevent or deter future attacks. Judge Higgins’ advisory opinion on the legality of the 

threat or use of Nuclear weapons case considered that the concept of proportionality in self-

defense limits response to what is needed to respond to an attack and not a requirement of 

symmetry between the mode of the initial attack and the mode of response.404 The instrumental 

approach may be seen as inconsistent with the Jus Ad Bellum, as the aim of the modern law of 

force is not only to protect states from the unlawful force but also to limit any use of force that 

could cause more casualties, primarily to save succeeding generations from the scourge of war, 

according to the UN charter preamble. 

 

 The principle involves also a third approach, which is weighing or balancing the harm inflicted 

by defensive force with the harm prevented by the defensive measures. In other words, any 

necessary use of force in self-defense must guarantee that the operation is considered morally 

proportionate if it does well more than harm. The ICJ considered this approach to be valuable 

in its Nuclear Weapons advisory opinion and noted that the extremely strong risk of devastation 

associated with nuclear weapons may limit the extent to which states can exercise a nuclear 

response in self-defense under the requirements of proportionality.405 While assessing this 

opinion it could be subjected to a narrow proportionality approach as the harm must not be 

disproportionate to the expected benefits of achieving legitimate ends.  Some experts consider 

this approach irrelevant to jus ad Bellum in particular cases due to disagreements on whether 

the use of force is proportionate on the legitimate ends of force in the case under discussion. 
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Many examples of such disagreement can be identified in HW means in particular use of force 

against NSAs and cyber-attacks due to the complexity of such attacks and the amount of time 

needed to attribute such attacks to a state or adversary. For instance, in the aftermath of the 

criticism of Israel’s use of force in Lebanon in 2006, many states referred to the extensive 

damage caused to civilians and to infrastructure that was considered disproportionate after 

measuring the damage caused.406 Therefore, a combination of approaches to each case can be 

one of the useful legal tools to assess whether the use of force in self-defense is legitimate.  

 

Respectively, the ICJ in the DRC v Uganda case seemed to combine the instrumental and 

weighing approach by observing that: “ the taking of airports and towns many hundreds of 

kilometers from Uganda’s border would not seem proportionate to the series of transborder 

attacks it claimed had given rise to the right of self-defense, not to be necessary to that end.”407 

Also, according to Judge Kooijmans the actions conducted by Uganda were both unnecessary 

and disproportionate to the former’s professed defensive aim by commenting that:  

“Not by any stretch of the imagination can the occupation of Kisangani airport or any 

of the subsequent attacks against a great number of Congolese towns and military bases 

be considered as having been necessitated by the protection of Uganda’s security 

interests. These actions moreover were grossly disproportionate to the professed aim of 

securing Uganda’s border from armed attacks by anti-Ugandan rebel movements.” 408 

 

   To conclude, principles of necessity and proportionality are vital for assessing the legitimate 

use of force in self-defense by minimizing the situations where states resort to force and 

limiting the disadvantages and consequences of the use of force on international relations and 

peace. Although these principles and their various approaches, explained above, can be 

assessed in conventional conflicts or threats between states.  However, it is more complex when 

it involves cyber NSAs as to whether the non-state armed groups may be attributed to the host 

State or the time needed by the victim states to consider the effects that countermeasures could 

cause might all affect the ends of the force used, especially that self-defense provisions were 

drafted for a physical realm far before a scenario of active cyber-defense was foreseen. 

Therefore, many questions are raised with this regard as to whether the role of NSAs or the 
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origin of cyber-attacks have attributed a state or not, also whether the desired result of the use 

of force is to prevent for instance NSAs from attacking again by depending on the instrumental 

approach or to deter the terrorist from further attacks by which the scale of the armed attack 

will be relevant in assessing the proportionality of the force used. All these conceivable ends 

will be fundamental to the legality of the use of force in line with the principles of 

proportionality and necessity that the study will try to answer in upcoming sections of the 

thesis.  

 

2.3. Right to Self-Defense against Non-State Actors (NSAs) 

 

  The use of force against armed groups is not new but has been modernized after the U.S. 

operations in Afghanistan following the attacks of 11 September 2001, which led to 

extraordinary legal attention surrounding its legitimacy and many studies have been made in 

recent years about extraterritorial use of force against terrorists or other NSAs. Much more 

debates centered upon the question of whether a State has the right to self-defense in response 

to attacks or threats generated by such groups located in another State in the absence of 

attribution of the attack to that State409. NSAs’ status is regulated through numerous areas of 

international law and does not constitute a “terra incognita” or undiscovered domain, due to 

their vital role and involvement in international relations throughout history.410 Such groups 

are non-governmental groups that directly or indirectly engage in support of non-governmental 

combatants in non-international and purely internal conflicts. In the same sense, Cherif 

Bassiouni identifies the types of such groups as the following:  

- “Regularly constituted groups of combatants with a military command structure and a 

political structure; 

- Non-regularly constituted groups of combatants with or without a command structure 

and with or without a political hierarchical structure; 

- Spontaneously gathered groups who engage in combat or who engage in sporadic acts 

of collective violence with or without a command structure and with or without political 

leadership; 

- Mercenaries acting as an autonomous group or as part of other groups of combatants;  
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- Expatriate volunteers who engage for a while in combat or support of combat 

operations, either as separate units or as part of duly constituted or ad hoc units.”411 

Moreover, NSAs can be divided into two categories: 1- Peaceful NSAs that abide by 

international law and include non-governmental organizations, international religious 

organizations where there is no need to deter such actors. 2- Violent NSAs (VNSAs) include 

international criminal organizations, terrorist groups rebel groups in which they are the main 

target of deterrence by states and the international community412. VNSAs can be hardly 

deterred for several reasons, mainly lack a single approach to be applied to them due to their 

variances (motivation and characteristics, ideology and objectives) as they are composed of 

distinct factions that have multiple political objectives and moral justification. For instance, Al 

Qaeda and ISIS, although have a common understanding that the Jihad is a Just War as fighting 

for a greater cause, yet have a difference in views, strategy, and objectives, by which the latter 

aimed to create a caliphate and focused in their fight on local enemies, contrary to what Al 

Qaeda that targeted distant enemies413.  

Besides, claims of legitimacy differ between the two groups, Alia Brahimi considers that: 

“proper authority in waging Jihad was designed as the decisive test of a conflict’s 

legitimacy.”414 Al Qaeda’s quest for legitimacy is visible through the constant invocation of 

sacred texts, and an attempt to appear as a scholar capable of interpreting Islamic laws. On the 

other hand, ISIS legitimacy represented by Abu Bakr Al Baghdadi is based on the figure of 

Mahdi, a historical and spiritual figure dating back from the Abbasid revolution of whom the 

ISIS leader made many references, while Al Qaeda never dared to suggest that the Mahdi was 

around the corner.415 The difference in moral justification proves that these groups are not 

fighting the same war and this has an impact on their strategies and means to the battlefield. 

The same is with groups such as Al-Shabab and Boko Haram that witnessed internal disputes 

among its factions for goals that need to be achieved, and this state of uncertainty about the 

ideological composition of VNSAs obstructs the ability to adapt a collective response towards 

such groups416. Moreover, challenges arise from the nature of the targeted actor, as most of the 
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VNSAs do not exercise sovereignty over a territory, but in contrary, they seek to undermine 

the legitimacy and credibility of the state by threatening its ability to exercise its sovereignty 

over the territory it controls as it is often easier for a VNSA to deter a state and not the 

opposite417. Such a lack of clear understanding of the nature and objectives of such groups can 

be a double-edged weapon, as it could be successful to discourage the use of force, but at the 

same time, it could be the main cause for promoting such use of force. 

 

  A legal person is an entity that has duties and rights before the legal system. According to the 

AP I of the Geneva Conventions of 12 August 1949, armed groups are dissident armed forces 

or other organized armed groups which, under responsible command, exercise such control 

over a part of the territory as to enable them to carry out sustained and concerted military 

operations and to implement this Protocol, such groups bear responsibility and obligations 

under international law. That has been confirmed in the Tadić Case that stated “An armed 

conflict exists whenever there is a resort to armed force between states or protracted armed 

violence between governmental authorities and organized armed groups or between such 

groups within a state.”418 The legal framework of the use of force generally can be invoked 

against an aggressor state, and the state practice has proved that invoking self-defense against 

non-state armed groups is applicable practically. Besides, although the term “State” appears in 

Article 2(4) of the UN Charter concerning the use of force against the territorial integrity or 

political independence of another state, such limitation was not included in Article 51 of the 

Charter419. Therefore the former article does not exclude self-defense against attacks generated 

by NSAs.  

Nonetheless, some scholars have referred to the practice in the UNSC in the 1990s as evidence 

of extension of the prohibition of the use of force within the states420, and the resolutions that 

included non-state armed groups with regards to non-international armed conflicts, imposing 
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obligations of the ceasefire on the parties421, or the refrain from any use of force422. Also, The 

application of article 51 in response to attacks from nonstate armed groups, has been developed 

and became practical after 9/11 which was confirmed by the SC resolution 1368(2001) and 

demonstrated that an attack of terrorists may rise to the level of an armed attack of a State. 

Therefore, the UNSC has referred to the right to self-defense in such instances. 

 A most recent example in contemporary conflicts is the Turkish operation “Peace Spring” of 

October 2019, which was launched against the Kurdish military groups in northeast Syria, and 

justified under Article 51 of the UN Charter, mainly to counter “an imminent” terrorist 

threat423. Turkey also considered that this operation is essential within the context of the 

responsibility attributed to member states of the UN in the fight against terrorism through 

Security Council Resolutions.424 Turkey in this letter has taken the position of “anticipatory 

self-defense”, by which such right exists if an armed attack against a state is imminent and if 

the state is faced with a threat of an armed attack which presents a necessity of self-defense, 

instant, overwhelming, leaving no choice of means and no moments of deliberation425. 

However, attacks against NSAs and whether it justifies a forcible defensive action on the 

territory of another state is a controversial topic that is rejected by several states and 

international lawyers, as it broadens the interpretation of the right to self-defense426. Therefore, 

it is still premature to affirm that Article 51 no longer requires any state involvement and could 

be invoked against any armed attack irrespective of the attacker’s character427. But at the same 

time, self-defense following an armed attack by an independent NSA operating from outside 

the borders has support in a textual reading of Article 51 of the UN Charter, which does not 

mention the nature of the entity that commits the armed attack, as it deprives the inherent right 

to self-defense if such right is based on the identity of the attacker rather than the attack itself.428 
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This can be verified in the position of the significant number of states that have intervened 

against ISIS in the Syrian territory and the letters that were sent to the UNSC regarding these 

actions and providing by that a recognition of self-defense action against an armed group on 

another State,429 and most importantly that state practice against NSAs have certainly been 

recognized subject to core requirements of proportionality and necessity.  

 

   In parallel, HW that aim to generate a situation where it is unclear whether a state of war 

exists- and if it does, who is a combatant and who is not due to the extensive employment of 

non-state armed groups, it is important to analyze the right to self-defense against such groups 

especially those not imputed to a state as it is relevant to the general prohibition on the use of 

force in international relations according to the UN Charter. The complexity of the strategic 

and legal environment created by such groups in contemporary threats relies upon the blurring 

character of state and NSAs into one force that is commonly known as a proxy relationship. 

NSAs have been employed to act clandestinely for objectives that regular forces have been 

unwilling or unable to achieve as a rational means to govern and control430. These proxy forces 

are part of regular forces but fight for and on behalf of states wishing to alter the strategic 

outcome of a conflict while remaining external to it431. Numerous proxy and state-controlled 

forces can be identified in the era of the current HW environment, such as Iran’s axis of 

resistance network in the Levant involved in conflicts in Syria, Iraq, Lebanon, and Yemen. 

Also, one of the examples is the Little green men in Ukraine, is when soldiers without insignia 

on their green uniforms seized control of Crimea in 2014, Russian officials including the 

Russian President Vladimir Putin denied that they were Russian troops until a year later, also 

the Chinese civilian finishing boats in the South China Sea that includes the “Yue Tai Yu Fleet” 

that their maritime militia status seems apparent from time spent loitering in the waters around 

Philippine-occupied “Thitu” and “Loaita” Islands432.  
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   On the other hand, Auxiliary forces combine regular and irregular forces by which it is not 

considered part of regular forces but are directly embedded into the structure of fighting 

operating in collaboration with or alongside regulars or more of supplementary form to the 

regular forces.433 For example, during the annexation of Crimea, the formation of Russian 

special forces and local self-defense militias has played a role as auxiliary forces in the 

conflict434. This explains how hybrid NSAs can mask their operations and relations with other 

States, a factor that evolves based on the intensity and role in a conflict or internal disturbance. 

Parallelly, a state before resorting to self-defense must ensure that it meets the criteria of 

necessity, proportionality, and immanency if applicable, and these requirements may vary 

depending on whether the acts of such groups were imputed based on direct control or indirect 

attribution that must be addressed properly to prove the undoubted linkage between NSA and 

host state for any cross-border operations.  

 

   In other words, Article 51 does not limit the potential originator of armed attacks to States435, 

while the UN Charter was drafted in a legal surrounding with little awareness towards threats 

of internationally organized armed groups. Yet, the ICJ has refrained from giving such 

interpretation436. This can be seen in the Oil Platforms Case of 2003 in which the court 

continued to apply the state-centric concept of armed attack without suggesting any interpretive 

changes with regards to aggression by NSAs437. Attacks launched by non-state armed groups 

have been largely settled after the UN Security Council recognized that the 9/11 attacks 

constituted an armed attack justifying the right to self-defense438. Alternatively, in the 

aftermath of the 9/11 attacks, the USA and its allies reincarnated an old doctrine from the pre-

UN charter, what is known as the unwilling and unable doctrine, to justify the use of force 

against non-state armed groups in weak or sympathetic states. The doctrine that is seen as a 

process of legal change, was used by states to legally justify their right to self-defense under 
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Jus ad Bellum against imminent or actual armed attacks from the territory of another state 

unable and unwilling to consent to the target state using force439.  

 

While the lawful use of force is codified to narrow down the state’s ability to illegally use 

force, however, certain activities though not legally accepted or considered as a customary rule, 

have been practiced by states for more than two decades and could be seen as a misuse of law 

or instrumentalizing the laws for the interest of the state, or what is so-called Lawfare. States 

and NSAs employ these legal arguments and process them as tools of hybrid influencing, by 

which law is one of the domains in which hybrid competition takes place440. Such behavior has 

raised various legal questions about targeted killings and the principle of non-interventions that 

might have been justified under jus ad Bellum as part of a broader claim of self-defense, yet it 

has many effects on Jus in Bello (IHL) rationales in defense of the lethal operations against 

non-state armed groups441.  

Whether the arguments mentioned above are an accepted shift of the traditions of Jus ad Bellum 

to replace existing law or not, or for being an unwarranted expansion of the long-standing 

recognized confines of self-defense, is still early to decide. However, such standards are of 

high importance to contemporary threats concerning the state’s responsibility for wrongful acts 

if they failed to prevent the use of their territory to harm another state. The unable or unwilling 

standard profoundly alters the nature of the due diligence principle that derives from the 

principle of sovereignty, allowing more suppleness in the use of force by eliminating the 

requirement of attribution of the actions of NSAs to a state. That is based on the argument that 

attribution to the state from whose territory the armed attack being launched, is no longer 

necessary.    

 

2.3.1. Self-Defense against Non-State Actors on the Territory of another State: The 

Myth of the Unable or Unwilling Standard in the Hybrid Warfare era 

The rise of ambiguous contemporary threats involving armed groups and cyber operations that 

rely on the ability of adversaries to maintain operations below the threshold of armed attack or 

even avoid direct attribution has encouraged states to expand the exception of the right to use 
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force by enforcing extraterritorial self-defense through the “Unable or Unwilling standard”. 

According to this standard, states have the right to respond to attacks generated by NSAs from 

the territory of another state without their consent, when NSA use the host state’s sovereignty 

as a shield to protect themselves442 , or if the host state is unwilling or unable to deal with the 

threat possessed by the NSA. The standard was led by a former British official Daniel 

Bethlehem who in 2012 published a set of sixteen principles as a legal foundation of the 

justification to use force against NSAs in nonconsenting territorial states, what is commonly 

known as “Bethlehem Principles”443. The roots of the standard can be traced back to Emer de 

Vattel under the law of neutrality that obliges neutral states to ban belligerent forces from 

operating within their territory, as later codified in the 1907 Hague Convention.444  

 

   In the aftermath of the terrorist attacks of 11 September 2001, the use of force in self-defense 

has been continuously applied to new circumstances involving non-state actors, particularly 

international terrorist groups. But an increasing number of states are supporting a broader 

interpretation of the right to use force in self-defense to intervene against non-state actors 

whenever and wherever they operate.445 An approach that contradicts with the narrow 

requirement of “substantial involvement” stressed by the ICJ in the Nicaragua case when 

defining aggression in Article 3(g) that noted the attribution along with situations involving a 

state’s substantial involvement in the non-state attack. The substantial involvement 

requirement was recognized by the UNSCRs 1368 and 1373 that recognized the inherent right 

to self-defense against international terrorism committed by violent NSAs and called on all 

states to adjust their national laws so that they can ratify all of the existing international 

conventions of terrorism446. That had direct impact on justifying the operations in Afghanistan, 

by stressing that these operations did not invoke the unwilling or unable standard, instead, it 
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was based on the fact that the Taliban regime has supported the Al-Qaeda447. The standard was 

also invoked through the drone strikes conducted by the US that targeted Osama Bin Laden in 

Pakistan in May 2011 without the consent of Pakistan that in return flagged this violation of 

Pakistan’s sovereignty. However, the US has justified the operation based on the Unwilling or 

Unable standard and considered it to be a lawful use of force since Pakistan was not willing or 

unable to deal with the threats and influence of Al-Qaeda. Similarly, the operations against 

ISIS in Syria were considered by the US, Canada, Turkey, and Australia as legitimate since the 

Syrian government is unwilling or unable to prevent the use of its territory for such attacks.448 

Consent has never been requested by territorial states to justify these operations, rather the 

issue of invitation or consent was not mentioned in the legal justifications provided by the 

intervening states. For example, the US State Department indicated that the US-led coalition 

was not looking for the approval of the Syrian regime, and ruled out any cooperation with 

Syrian government forces.449  

 

Although ISIS has exercised to a certain extent a substantial degree of territorial control over 

parts of Syria and Iraq, the intervention by the Western States, in Syria particularly, is relevant 

to the unable or unwilling standard. On the other hand, Germany and Belgium indicated that 

the threats were legally confronted since they were generated from a territory where the Syrian 

authorities did not exercise effective control and linked their self-defense arguments to UNSC 

resolution 2249 which indicated that “ISIS constitutes a global and unprecedented threat to 

international peace and security because of its control over significant parts and natural 

resources across Iraq and Syria calling upon states to take all necessary measures, in 

compliance with International law on the territory under the control of ISIS”.450 The US and a 
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coalition of several other states stated in the letter of September 2014 to the UN Security 

Council that: “states must be able to defend themselves under the inherent right to individual 

and collective self-defense when the government of the State where the threat is located is 

unwilling or unable to prevent the use of its territory for terrorist attacks”451. Furthermore, the 

U.S. Ambassador to the UN “Samantha Power” has announced openly that the airstrikes in 

Syria are based on the unwilling or unable test as a newly devised justification for militant self-

defense and humanitarian action452. Therefore, several states have confirmed their view that 

self-defense is available as a legal basis where the state from whose territory the actual or 

imminent armed attack emanates is unable or unwilling to prevent the attack or is not 

ineffective control of the relevant part of its territory. 

 

 The previous examples and statements will be seen to evolve in the era of hybrid threats 

through NSAs, and even though there is no clear reference in Article 51 to the unable or 

unwilling standard, some states argue that these actions are legal under the interpretation of the 

article in concern. The standard cannot yet be understood as being part of customary 

international law, and aspects of it are inconsistent with long-established principles of jus ad 

Bellum. For example, according to Bethlehem “ the primary objective of his effort was to move 

the policy away from the rhetoric of a global war on terrorism, with its lack of geographic and 

temporal and other limitations, hinged on status-based targeting and driven by operational 

decision-making, and back to a legal framework that turns on an appreciation of imminent 

threats, of sovereignty, of limitations rooted in necessity and proportionality”453. Therefore, if 

international law evolved to embrace the standard, the threshold for using force in self-defense 

would be lower at all circumstances that would destabilize the jus ad Bellum regime, but at the 

same time will limit the ability of NSAs to operate behind the shield of territorial sovereignty 

of other states in ungoverned spaces. 

 

The majority of states have been quiet about the Unable and Unwilling standard, but some 

states have raised concerns about expanding their applicability in international relations 

without reaching a concrete result. For example, the Community of Latin American and 

Caribbean States (CELAC) expressed that any use of force that is not in compliance with the 
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UN Charter is not only illegal, it is also unjustifiable and unacceptable. Further consideration 

should be given in an open and transparent debate on this issue.454 

 

On the other hand, according to Ashley Deeks, who explored the theoretical and historical 

foundations for the standard, states that wish to apply the “Unwilling or Unable doctrine” to 

counter threats posed by non-state armed groups operating from the territory of another state, 

have to follow certain guidelines455: 

- A state must seek permission from the territorial state to use force within its territory, 

and if such permission was granted then there is no need to apply the unable or 

unwilling doctrine. But if such permission was not granted then the targeted State must 

propose to undertake a joint military operation against the NSA456. For instance, the 

ICJ in 2005 had reviewed the presence of the Ugandan military forces in the Democratic 

Republic of Congo that a state could use force legally with consent.457  

- Analyzing the nature of the NSA and whether the host state is willing and able to subdue 

the threat on its own. Such analysis covers mainly the capacity of NSA and the level of 

sophistication of the attacks, the capacity of the governments’ forces, the geographical 

terrain of the territorial state as to whether the NSA can establish safe havens that are 

hard for the host state to contain.458  

- Assessing the willingness of the host state to subdue the threat. This is very important 

to prove that the host state is aware of the threat and can take necessary measures to 

counter the threat before any actions are taken by the victim state without the consent 

of the territorial state.459 

- Likewise, assessing the capability of the territorial state to counter the threat generated 

from its territory even if it has the will to counter such a threat460. Such a scenario can 

be easily identified in cases where the territorial state has lost its control over an area 

in its territory or what is also known as ungoverned spaces. Turkey for example has 
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justified its intervention against the Kurdish rebels in Iraq “PKK” which was operating 

in a territory not ungoverned by Iraqi forces.461 

- A territorial state must evaluate whether it can handle the situation independently or be 

assisted by the targeted state. The willingness of the territorial state will be identified if 

it is incapable of countering such a threat independently and refused the proposed 

assistance.462 This also needs an evaluation from the targeted state proposing assistance 

and the territorial state’s experience with previous assistance. So, while in the past the 

territorial state may have been supportive of the victim state, it may not necessarily be 

the same in the future, and vice versa.463  

 

 To illustrate, numerous studies contributed to analyzing the right to self-defense if the attack 

by NSA was imputed to a state. Though, according to David Kretzmer, it seems to be clear is 

that the mere fact that a group of NSAs operates out of the territory of a state does not imply 

that an armed attack by the group against another state may be imputed to the host state. While 

all states have the duty under international law to prevent their territory from being used by 

NSAs to violate or breach the rights of the third state, an obligation that finds its roots in the 

domain of human rights and environmental law, compromise taking all means reasonably 

available to the state to prevent unlawful activities conducted by such groups464. Still, violation 

of this duty does not of itself amount to an armed attack and therefore does not trigger the right 

of the victim state to use force against the host state in self-defense465. Although, the current 

practice supports the view that states that harbor irregular forces have duties towards the 

civilians in the victim states and that failure to fulfill these duties ‘activate the injured state’s 

right to self-defense, this also applies to weak states which are unable to fulfill their duty to 

prevent their territory being used as a base for activities against the injured state466.  

   Additionally, the ICJ in the Nicaragua case considered that armed attack could extend to 

cover attacks by armed bands, groups, irregulars, or mercenaries if they have been sent by or 
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on behalf of a state467. This has been confirmed by the ICJ in its Advisory opinion on the Legal 

Consequences of Construction of a Wall, by opining that Israel could not defend the legality 

of the separation barrier in West Bank based on its right to self-defense under Article 51 since 

it did not claim that the attacks which the barrier was designed to prevent were imputable to 

another state468. Moreover, although NSAs had a major role in the DRC v. Uganda case, yet 

the court held on the requirement of attribution implying to follow the state armed attack 

concept by stating that: “there is no satisfactory proof on the involvement in these attacks, 

direct or indirect, of the government of the DRC. The attacks did not emanate from armed 

bands or irregulars sent by the DRC or on behalf of the DRC, within the sense of Article 3(g) 

of GA resolution 3314 (XXIX). The court is of the view that on the evidence before it, even if 

this series of deplorable attacks could be regarded as cumulative, they remained non-

attributable to the DRC.469 Yet the court did not fully confirm the state-centric concept of an 

armed attack, as it added that: “There is no need to respond to the contentions of the parties as 

to whether and under what conditions contemporary international law provides for a right of 

self-defense against large-scale attacks by irregular forces470.  Similarly, clarity as a 

requirement to legal rules does not meet the justifications provided by states promoting this 

standard, by which expanding the right to self-defense to include threatening deployments that 

do not have imminent attack without objective assessment in the law of self-defense will lead 

to remove the legal constraints on the inter-state violence and endanger the foundational legal 

principles of sovereignty and non-intervention.471  

 

   Hybrid adversaries tend to use proxy fighters to conduct attacks against other states to avoid 

direct attribution to the conflict, and the view that attacks by NSAs that are not attributable to 

a state cannot constitute an armed attack creates the loophole of hybrid campaigns and an 

evolving tension between the expansionist and the traditional approach of jus ad Bellum. 

However, the majority of scholars rejected such claim, by arguing that Article 51 does not refer 

to an armed attack by a state and that the UN Security Council justified that the use of force 

against the armed attack of 9/11, is an inherent right of individual and collective self-defense 
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under the UN Charter472, and implicitly recognized the state’s right of self-defense in response 

to the attacks by Al -Qaeda, although self-defense as an exception to article 2/4 of the UN 

Charter can be justified by UN Security Council under Chapter VII of the Charter. However, 

these resolutions cannot but are read as affirmations of the view that large-scale attacks by 

NSAs can qualify as armed attacks within the meaning of Article 51.473 

 

 Furthermore, with the technological developments of weapons and the use of cyberspace to 

conduct attacks, in addition to the role of unconventional insurgent groups such as ISIS or the 

Ukrainian separatists, where they possess strong capabilities that regular armed groups without 

qualifying them as full-fledged armies with weapons traditionally associated with nation-states, 

the pre-emptive use of force are being justified by states as a defensive measure against non-

state armed groups, similarly to threats from terrorist attacks.474 The High-Level Panel of 

Experts, that was appointed to examine UN reform, stated that: “A threatened State, according 

to long-established international law, can take military action as long as the threatened attack 

is imminent, no other means would deflect it and the action is proportionate”.475 So, State 

practice (though not universally accepted) acknowledged that the use of force as pre-emptive 

self-defense may be allowed to counter an imminent attack. 

 

   To conclude, the use of force in self-defense against NSA, within the territory of a non-

consenting host state, thus prima facie constitute an internationally unlawful violation of the 

host state’s territorial sovereignty, even if the injured state has the right to self defense. The 

unable or unwilling standard as a rule rather than ad hoc decision by states requires to be 

embraced by consistent and widespread practice accompanied by opinio Juris as a matter of 

promulgation476. The shift in norms is not as fluid and rapid as the evolution of contemporary 
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conflicts and their means, and legal rules must reach the level of certainty, reasonability, and 

clarity to be promulgated. The unable or unwilling standard has not reached this level yet 

despite being promoted by relatively powerful western states. Taking for example cyber-

attacks by non-state armed groups in the territory of a state unable to detect or intersect these 

activities, would threaten the host state’s sovereignty from military intervention even if it is 

willing to take sufficient measures against these groups, but unable because of the nature of 

these attacks that are hard to be detected and requires developed interceptive systems most of 

the states are not equipped with. So, states find themselves obliged to consent to the 

intervention or it will be forced upon them. In this context hybrid warfare through NSAs and 

cyber operations of transnational effect are shifting the applicable law on the use of force to be 

stretched by ad hoc decisions by states to deter such operations, creating a pattern that could 

evolve to customary rule. 

 

2.3.2. Self-Defense against Proxy Armed Groups 

 

According to Andrew Mumford, a proxy war is an indirect engagement in a conflict by third 

parties wishing to influence its strategic outcome.477 The indirectness of such activities is in 

many instances linked overtly to another state or alliance that supports proxy armed groups 

directly or indirectly by which the problem of attribution will not be an obstacle. For example, 

the international coalition in Libya provided support to the rebel forces by weapons and training 

that acted as a surrogate for ground forces against the Gaddafi forces, while the alliance 

participated in the conflict through the airstrikes. At the same time, the use of proxy forces can 

provide the government with “plausible deniability”, by which it refers to covert activities 

against another state in a way that the adversary state can disclaim responsibility with a measure 

of credibility. While any involvement that widens, prolongs, or increases a war’s 

destructiveness is impermissible regardless of the just cause478, however, in contemporary 

conflicts and unrest, armed attacks emanate from NSAs, and acting as proxies are a legal 

dilemma in many instances. The confusion such groups create is whether they are affiliated 

with another state, therefore acting as a proxy that could involve directly the state these groups 
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fighting on behalf, or be dealt with the case as an internal conflict or disturbance that is covered 

by different legal regimes.  

 

  The legal classification of such proxy operations concerning the legal rules that apply to them 

varies and intersects in jus ad Bellum and jus in Bello creating legal certainty for military 

leaders. For instance, a conflict between state and NSA under IHL is classified as NIAC even 

if another state was involved to support the host state, nonetheless, if the non-state actor is 

fighting on behalf of another state, then the conflict is considered IAC since effectively one 

state is fighting against another.479 Although the international practice has accepted that the 

right of self-defense extends to attacks originated by such groups, the ICJ has stated that this 

right should not be used if the attack originates from within, and not outside the target’s 

territory, since it would bring into play the territorial integrity of another state.480 This means 

that if a State recruit proxies, it will be more difficult for the targeted state to attribute violence 

to its adversary, especially since states engaging in military conflict through proxy actors 

actively evade attribution under law. The previous statement meets the efforts of hybrid 

adversaries to advance one’s security objectives at the expense of a rival using means beyond 

those associated with routine statecraft and short of means associated with direct military 

conflict481, by which the use of proxies and state-controlled forces to undertake kinetic action 

below the threshold of all-out war has been an important tool and more pervasive in current 

hybrid cyber warfare environment.482 The coercive tools range from: 

-  Disinformation and online troll farms by which the cyber domain is of crucial 

importance as it facilitates the acquisition of information via espionage campaigns, 

disruption of critical infrastructure, or the dissemination of disinformation specifically 

in election processes by which to day there are no commonly accepted or codified 

norms on the non-interference in other states’ election process483. This has led in 
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numerous instances to clear violation of the spirit of the norm of non-intervention as a 

core principle of the UN Charter.484  

- Terrorist financing and paramilitary provocations in an arena between routine statecraft 

and open warfare, what is the so-called grey zone. There are many cases in which states 

and NSAs can bear responsibility for the contribution to harmful activities that violate 

the international legal norms, that is mainly provided by the legal framework structured 

through the International Law Commission Articles on the Responsibility of States for 

Internationally Wrongful Acts (2001) (hereinafter the ILC Articles) that highlights the 

state culpability for the actions of their dependent proxy actors485.  

 

In the rise of the Ukrainian conflict, a heavily masked armed group with unidentified insignia, 

attacked and took over the parliament in Simferopol - the Crimean Peninsula in 2014. This 

armed group was named “Little green men” due to its members’ green uniforms and veiled 

identity. Although the group raised the flag of the Russian federation over the parliament, 

Russia denied any relation to the group and considered them local self-defense groups.486 Little 

green men are non-state armed groups that can conduct covert operations and impose power. 

The group’s hybrid features expanded its success and ability to challenge the victim state from 

different legal perspectives:  

- The ambiguity of group: The ability to mask its real identity and infiltrate in local 

community denying any relation with external State (Russia in this case). Considering 

the elements of armed attack from a ratione personae standpoint, such group obstructs 

Ukrainian response, as the ratione personae element considers that acts committed by 

state actors or groups sent by or on behalf of a State constitute an armed attack if these 

attacks can be attributed to that state. Similarly, the ICJ advisory opinion recognizes 

the existence of an inherent right of self-defense in the case of an armed attack by one 

State against another State.487  

                                                 
484 Russia’s interference campaigns in the 2016 US presidential elections by hacking the Democratic National 

Committee (DNC) and lacking sensitive documents. See “US Officially Accuses Russia of Hacking DNC and 

Interfering with Election,” The Guardian, October 8, 2016. Another example is how pro-Russian groups released 

hacked emails and delayed by that the presidential elections’ results in Ukraine 2014. See “Ukraine Election 

Narrowly Avoided ‘wanton Destruction’ from Hackers,” Christian Science Monitor, June 17, 2014. 
485 Torossian B., Fagliano L., and Gorder T., Hybrid Conflict “Neither war, nor Peace”, Strategic Monitor 2019, 

https://www.hcss.nl/pub/2019/strategic-monitor-2019-2020/hybrid-conflict/ 
486 Online Article “Putin says those aren’t Russian forces in Crimea” March 4, 2014. 

https://www.npr.org/sections/thetwo-way/2014/03/04/285653335/putin-says-those-arent-russian-forces-in-

crimea?t=1590235318330&t=1609180949360  
487 ICJ Advisory Opinion on the Legal Consequences of the Construction of a Wall in the Occupied Palestinian 

Territory, Ibid. para 139.  

https://www.hcss.nl/pub/2019/strategic-monitor-2019-2020/hybrid-conflict/
https://www.npr.org/sections/thetwo-way/2014/03/04/285653335/putin-says-those-arent-russian-forces-in-crimea?t=1590235318330&t=1609180949360
https://www.npr.org/sections/thetwo-way/2014/03/04/285653335/putin-says-those-arent-russian-forces-in-crimea?t=1590235318330&t=1609180949360


- External power deniability: Russia has denied any official relationship with the group 

and any involvement in the conflict in Ukraine. Russia has successfully used 

international law on attribution to avoid any direct responsibility for the little green men 

activities. The effective and overall tests that are required by international law for the 

activity of NSAs to be attributed to a state are inadequate in many instances when it 

comes to hybrid operations.488 

- Admittance after control: Russia has admitted that the Little Green Men were Russian 

“Spetsnaz”489, but that was after one year of actual operations and the annexation of 

Crimea. Russia justified the involvement of these groups claiming that they were 

exercising self-defense in the protection of Russian nationals and Russian-speaking 

minorities in Ukraine.490 The three-phased success of the Little Green men operation 

has delayed the determination of the identity, origin, and attribution needed to execute 

a self-defense response. This highlights the main strategy of a hybrid aggressor in using 

non-state armed groups to conduct operations under the threshold of armed attack of 

well-defined attribution.  

 

  So, states contemplating a relationship with NSAs involved for instance in cyber operations 

against another state can weaken the international legal architecture for assessing responsibility 

and imposing accountability statutes concerning such harmful operations. States are held 

accountable for the wrongful actions of the proxies they control, as Article 8 of ILC Articles 

states: “The conduct of a person or group of persons shall be considered an act of a State under 

international law if the person or group of persons is acting on the instructions of, or under the 

direction or control of, that state in carrying out the conduct.”491 Proxy hybrid NSAs that can 

disguise their real identity and use cyberspace, new technologies, and covert financing systems 

are highly challenging to any targeted state and the international law rules in concern. The legal 

dilemma is that either state has to consider such operations as traditional armed attacks and 
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respond to them under the law of armed conflict, or equate them to criminal activities and deal 

with them under domestic criminal laws. And currently, the prevailing view of states is the 

latter by which there is uncertainty over whether cyber-attack can qualify as an armed attack 

and due to the uncertainty of attribution of such attacks to a foreign power before responding 

with force492.  

 

According to the Tallinn Manual, a state bears international legal responsibility for a cyber 

operation attributable to it and which constitutes a breach of an international obligation493. The 

latter is a reflection of the ILC Articles of 2001 by which any cyber-attack carried out by a 

State’s intelligence agencies or private contractors could qualify the use of force if the attack 

is attributable to the state.  However, The Tallinn Manual expanded the rules of attribution 

adopted by the ILC Articles by considering that the right to self-defense could be exercised on 

the territory of another State in case the latter is unable or unwilling to take effective measures 

to repress cyber-attacks originating from its territory by on-state actors, while article 10 of the 

ILC articles stated that conduct of an insurrectional movement can be considered as an act of 

the State only if the movement becomes the new Government of the State, or if it succeeds in 

establishing a new state in part of a pre-existing state494. This can be seen in line with the 

opinion of the ICJ that justifies self-defense on the territory of another state only when the 

group’s activities can be attributed to a State under the laws of attribution such as sending 

groups by or on behalf of a state which carries out acts of armed force against another state of 

such gravity that amount to an armed attack. Therefore, the Manual has widened the spectrum 

to the use of force against states that could have a dramatic impact on future conflicts to deter 

the ambiguity of cyber-attacks. Despite the disparity between existing international legal norms 

and the hybridity forms of conflicts, these norms that include state responsibility, non-

intervention, and non-discrimination rules can be applied to hybrid campaigns if adapted, 

interpreted, and applied to cases that involve proxy or cyber operations despite the confusion 

that these operations impose at the state level and its international legal means.  

2.3.3. The Ambiguity between Use of force in Self-Defense and Potential Armed 

Reprisal crafted by Hybrid Warfare 
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Initially, according to the 1934 resolution of the Institut de Droit International: “Reprisals are 

measures of coercion, derogating from the ordinary rules of international law, decided and 

taken by a state, in response to wrongful acts committed against it, by another state and 

intended to impose on it by pressure exerted through injury, the return to legality”495. Numerous 

scholars had commented on the legal basis of the institution of armed reprisals.496 According 

to Yoram Dinstein, armed reprisals are forcible measures short of war taken by one state against 

another state, in which will be considered unlawful if not to rectify an initial wrongful act497.  

Reprisals, also known as proportionate countermeasures, provide another way for states to 

address illegal uses of force against them as an exemption that allow victim states to take 

normally unlawful actions against other states when they are violating their international 

obligations to the victim state.  

    In contemporary conflicts, armed reprisal is no longer acceptable, however HW could trigger 

a loophole that is vital when analyzing the threat hybrid adversaries can create in peacetime. 

The general prohibition in the use of force in the UN Charter prohibits any threat or use of 

force unless authorized by the Security Council under Article 42 and self-defense under Article 

51, then the questions whether such prohibition covers armed reprisals or not were answered 

by the Resolution 2625 of the General Assembly that stated the following: “states have to 

refrain from acts of reprisal involving the use of force”. Yet in the pre-charter era, reprisals 

were accepted as a lawful response to the use of force against a state to achieve redress by 

compensation and/ or to prevent or deter repetition of the unlawful act in the future. In the well-

known Naulilaa Arbitration between Portugal and Germany in the aftermath of an attack by 

Germany on Portuguese territory in Africa498, the arbitrators held that there must be three 
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requirements for a reprisal to be lawful: “ A prior act contrary to international law; An 

unsatisfied demand for reparation to the alleged wrongdoer, The proportionality of the 

reprisal”499. The tribunal noted that: “Reprisals are illegal if they are not preceded by a request 

to remedy the alleged wrong. There is no justification for using force except in cases of 

necessity. Reprisals that are altogether out of proportion with the act that prompted them are 

excessive and therefore illegal. This is so even if it is not admitted that international law 

requires that reprisals should be approximate of the same degree as the injury to which they 

are meant to answer” 500. Generally, reprisal involving the use of force is prohibited by the 

Charter, and that has been reflected by several scholars of international law. Reprisals are only 

applicable to coercive measures not involving the use of armed force, known today as counter-

measures501. For instance, J Brierly noted that: “it is beyond argument that armed reprisals 

would be a flagrant violation of International Law” 502, while Brownlie considered that the 

unambiguous prohibition of forcible reprisals was finally accomplished by UN Charter503. 

Also, Cassese stated that: “armed reprisals are considered indisputably contrary to Article 2(4) 

of the UN Charter”.504  

The illegality of armed reprisal finds its roots in international law documents505, and it is only 

admissible if it does not involve the use of armed force506, by which reprisals carried by 

economic, financial, or other peaceful means are not considered a violation of the UN Charter. 

The International Law Commission (ILC) during the preparation of the Articles on State 

Responsibility, has addressed armed reprisals and dismissed any attempts to legalize such 

actions by stating the following: “The contrary trend, aimed at justifying the noted practice of 

circumventing the prohibition by qualifying resort to armed reprisals as self-defense, does not 
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find any plausible legal justification and is considered unacceptable by the Commission. 

Indeed, armed reprisals do not present those requirements of immediacy and necessity which 

would only justify a plea of self-defense”507.  

Similarly, the Security Council Resolution 270 condemned Israel’s attack on villages in 

Lebanon as a violation of the Charter and previous resolutions by declaring that: “such actions 

of military reprisal and other grave violations of the cease-fire cannot be tolerated and that the 

Security Council would have to consider further and more effective steps as envisaged in the 

Charter to ensure against the repetition of such acts”508. For the interest of this chapter, 

analyzing the close relation and distinction between armed reprisal and use of force as self-

defense is relevant for hybrid adversaries that tend to craft to create an ambiguity in the 

response to an armed attack due to the lack of the main factors such as an armed attack, 

necessity, and attribution. As the state might find itself under an attack of low intensity and 

drag itself to use force against another state with no clear evidence that such attack has crossed 

the threshold or whether the attacks were launched by a state or non-state armed group of 

transnational power. Although states might justify such actions as self-defense, however, it 

might fit more like an armed reprisal which is a violation of international law. For example, 

the USA launched a series of airstrikes against Libyan military sites aftermath of the terrorist 

bombing in Berlin, where two American service members were killed. And while the US 

justified this operation as self-defense under article 51 of the Charter509, the case simply did 

not fit the requirements of self-defense, and counter-attacks lacked shreds of evidence of the 

necessity for military actions, therefore was condemned by the UN General Assembly510. 

Therefore, under contemporary international law, armed reprisals are no longer considered 

lawful, yet reprisals shall be understood as countermeasure that are proportionate , with limited 

aim and scope. 

 

The ambiguity of actors and the transnational element of hybrid adversaries in contemporary 

conflicts is a challenge to states’ response and ability to justify legally its actions, especially if 

for example cyber-attacks launched from the territory of a state by a non-state armed group 

based on the territory of another state (other than the state from which the cyber-attacks were 
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launched) that is unable or unwilling to stop their threat. This example highlights the 

challenging elements of HW when it comes to fluidity, fusion, and technological means to a 

single battlefield as it might lead to wrongful acts for it is wrong and immoral to transform the 

sense of injustice into vengeance511. According to Aurel Sari, the fact that legal thresholds are 

vulnerable to exploitation, underlines one of the enduring dilemmas of international affairs, 

especially that adversaries that are prepared and can combine subversive activities with the use 

of force falling below the level of intensity of an armed attack will advance strategic interest 

without provoking a forcible response from the targeted state. Therefore, the legal basis for 

responding to hybrid attacks must be clear, as one of the defining characteristics of hybrid 

attacks is the exploitation of legal gray areas. Response from the respective of international 

law to the use of force can be through the UN Charter, mainly Article 51 and the UN Security 

Council Chapter VII action512, by which international law does not stand still and will be 

subject to further efforts to increase its resilience to exploitation and subversion513.  

 

On the other hand, international law provides several measures to counter hybrid aggression 

without requiring the use of force such as sanctions, financial protection, capacity building, 

cyber-defense, so there is ample legal basis for creative horizontal escalation to counter HW514. 

For example, if the state either instructs NSA to launch physically destructive or lethal 

operations against another state or exercises overall control over an organized armed group, it 

will find itself in conflict with the targeted state. Therefore, states contemplating a relationship 

with NSAs involved in hybrid campaigns against another state must tread very lightly because 

it weakens the international legal architecture for assessing responsibility and imposing 

accountability for harmful or physical operations. So, it is necessary to examine state practice 

when interpreting legal norms that lack absolute clarity, and by employing proxies, states 

effectively help hold the legal door open for other states to do likewise. For the same reasons, 

states must clearly articulate their position on the matter whenever it can be established that a 

state has resorted to a proxy to conduct harmful cyber operations. Silence will typically be 

interpreted as acquiescence, although that is technically a questionable conclusion as a matter 

of law. Only by objecting to such use based on a strict application of the law of state 

responsibility’s rules on attribution can states hold the line against actions that weaken the 

                                                 
511 O’Connell M.E., The Popular but Unlawful Armed Reprisal, Ibid. p. 349. 
512 A Multinational Capability Development Campaign Project, (MCDC Project), Countering Hybrid Warfare, 

MCDC February 2019, Info-box 5.2, p. 57 
513 Sari, A., Hybrid-Warfare, Law and the Fulda Gap, Ibid. (Complex Battle spaces.)  
514 MCDC Project, Ibid. p. 57 



extant norms. This also concerns cyber operations that are below the threshold of use of force 

or that do not constitute physical damage by directly causing any death or injury or even 

destruction to infrastructure. In this matter, even though the San Francisco Conference rejected 

the Brazilian proposal that prohibition on the use of force does not extend to cover economic 

and political pressure, but that does not mean that all cyber operations do not fall under the use 

of armed force. 

According to the ICJ in the Nicaragua case, even minor acts of interstate force fall under the 

general prohibition of art 2(4) of the UN Charter regardless if they qualify as acts of aggression 

or armed attacks entitling the targeted state to resort to self-defense and an exception to article 

2(4)515. This relocates cyber-attacks in a gray area to UN charter, and neither opinio Juris nor 

State practice has provided clear criteria regarding the threshold at which such acts not causing 

death and injury must be regarded as prohibited under Article 2(4) UN Charter. Accordingly, 

it is agreed that cyber-attacks that cause injury or death of persons, even damage or destruction 

of property violates article 2(4) which is the prohibition to use force in international 

relations516. However, certain operations which do not have destructive or injurious 

consequences would still qualify as a use of force, according to the group of experts in the 

Tallinn Manual517. For instance, while the Tallinn Manual’s experts agreed that the 2010 

Stuxnet operations were of sufficient scale and effects to qualify as use of force, only some of 

the experts regarded Stuxnet as grave enough to qualify as an armed attack518. Yet, this right is 

protected by the principle of sovereignty and non-intervention in international law. Rule 1 of 

the Tallinn Manual stated that sovereignty empowers a state to exercise control over 

cyberinfrastructure and activities within its territory and protecting the cyberinfrastructure as 

well at its territory from any attacks519. But the problem was that this principle covers the 

territory, not the object targeted. Therefore, if the computer of a state is targeted on the territory 

of another state, then the sovereignty of the state where the computer is located will be 

breached520. On the other hand, the principle of non-intervention can be violated with any cyber 

support to groups in other states or by supplying malware to them, such acts would qualify as 

intervention by the state sponsor. This can be seen by the statement of the ICJ in the Nicaragua 
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case521. In all cases, such attacks must be attributable to a state to be considered as a breach 

resulting in a state responsibility. In the same manner, hybrid actors that blend their non-state 

character with the cyber operations at the armed attack level of gravity that are not conducted 

or hardly attributed to any state is an unsettling challenge. There is little prospect for the 

establishment of a treaty regime to deal with the use of proxy cyber actors. States that turn to 

them will be hesitant to embrace such a regime and in the absence of their consent treaties do 

not bind them. The reality is that states can only shape the understanding of the current law 

through their practice. 

 

 To sum up, an armed attack once occurred allows the victim state to use force in self-defense, 

as understood in the Jus ad Bellum rules. It is though hard to distinguish between the use of 

force and armed attack which creates a gap between article 2(4) and Article 51 of the UN 

Charter, especially that all armed attacks are the use of force, but not all uses of force amount 

to an armed attack. A confusion that is considered a fertile environment for hybrid aggressors.  

Moreover, while the Jus ad Bellum is mainly concerned with what is required to justify going 

to war in the first place, the Jus in Bello focuses upon what may be done within war and against 

whom. The distinction between the two is very important for drawing a line between spheres 

of moral or/and the legal responsibility and the actual conduct of the war, also in understanding 

the challenge HW imposes to the related but discrete criteria of both. Therefore, the legal 

concepts of armed conflict and armed attacks are of particular interest to clarify the nature of 

hybrid war, and whether the aggression meets the threshold requirement of an armed attack as 

a manifest violation of the UN Charter in the use of armed force by a state against another state 

sovereignty, territorial integrity or political independence, by which the vagueness inherent in 

the concept of war is an essential feature of the nature of hybrid warfare. The unclarity and 

confusion that hybrid operations entail, can have an ontological nature by which it is arbitrary 

to the victim state to decide whether to consider the situation as an act of aggression or not and 

to draw the line between war and peace politically.  

To conclude, as already established, HW’s main legal implications are based on the fusion of 

multiple means and tools to a single setting that may erode the effectiveness of armed attack 

notion as these operations maintain a certain level that does not reach the armed attack 

threshold but bring same effects as a large-scale armed attack. Nevertheless, if analyzed and 
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addressed separately, the armed attack threshold will be incompetent to encompass them. The 

reason why many scholars promote the accumulation of events theory is to consider that even 

low-intensity operations if accumulated together can reach the threshold of an armed attack. In 

the end, even if HW is not as novel as some argue, however, the contemporary threats are rather 

different than those we experienced in the 20th century, raising questions about the suitability 

of certain normative frameworks that are supposed to govern it. 

 

 

 

2.4. Exceptions Outside of the UN Charter System: Humanitarian Intervention and 

Responsibility to Protect Doctrine (R2P) 

 

 As explained previously, under the UN Charter states are prohibited to use force except when 

exercising their inherent right to self-defense or where the SC authorizes a state or group of 

states to respond to a threat to international peace and security. However, it was highlighted 

that the norms concerning the use of force tend to expand such as to justify military actions 

that include pre-emptive strikes or response to terrorist attacks or against states that allegedly 

harbor terrorists. Similarly, the SC has authorized actions that even expanded further in 

response to matters that were before seen as purely domestic. These actions by the SC are what 

are so-called “humanitarian interventions” were mostly authorized under Chapter VII of the 

Charter, by which it should not be confused with new justifications for the use of force without 

such authorization. The humanitarian intervention does not necessitate a link between the 

victims and the intervening states which emphasizes the need for international approval and 

support.522 Important to note, that the SC veto system can block such authorizations, as 

demonstrated by Russia’s failure to approve the use of force against the Assad regime, which 

was an obstacle for the international community to intervene in humanitarian crisis when UN 

authorization is impossible. A clear separation must be taken into consideration between 

humanitarian intervention/ R2P and the protection of nationals abroad or diplomatic protection. 

The latter is applies to the protection of a state’s nationals abroad from injury suffered as a 

result of a breach of international law, such as denial of justice, imprisonment without trial, 

discriminatory or arbitrary expropriation, nationalization or confiscation without 

compensation. Diplomatic protection must be exercised by lawful and peaceful measures, that   
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includes all the lawful procedures employed by a State to inform another State of its views and 

concerns, including protest, request for an inquiry or for negotiations aimed at the settlement 

of disputes. Other means cover dispute settlement such as negotiations, mediation, and 

conciliation to arbitral and judicial dispute settlement. The use of force, is not permissible 

method for the enforcement of the right of diplomatic protection.523 

 

 The international community has attempted to reshape the law on the use of force through 

Humanitarian intervention to prevent a humanitarian catastrophe, and is considered permissible 

under international law once it meets the legal requirements. The rule highlights that if a 

government fails to protect the rights of its people, the international community is entitled to 

intervene. However, there are debates around the permissibility of the use of force by states 

acting individually or collectively without the UNSC authorization to prevent or stop a 

humanitarian catastrophe. While the UN Charter does not include such a rule, however, some 

states now maintain its applicability. On the other hand, some state practice tend to justify their 

interventions by misusing the law under irrelevant justifications, similar to what we explained 

at the beginning of confusion between humanitarian intervention and protection of nationals 

abroad. Russian Federation, for instance, considered that it has intervened in Ukraine under 

international humanitarian law, to defend the rights of Russian-speakers living aboard524, under 

what is so called the doctrine of protection of nationals, that is controversial doctrine to the use 

of force in international law. Such behavior is an example of the abuse of the law, as certain 

requirements must be met to conduct a limited rescue operation for nationals of a country that 

are under attack or territorial state where they reside is threatening to use lethal force against 

them, such as operations to save diplomatic staff or hijacking a civilian airplane and were 

conducted in critical situations (the 1980 Tehran hostage situation, the 1998 air strikes in Sudan 

and Afghanistan, the 1975 Mayaguez incident…etc.) therefore, such intervention does not even 

fit the protection of nationals abroad doctrine. While there is no credible evidence of deliberate 

attacks on persons of Russian ethnicity by Ukrainian government forces , justifying the use of 

force fails to meet the necessity of such behaviour and amounts to coercive intervention. Also 

for Russia to have the right to intervene under IHL, it must prove that there was an urgent 

humanitarian catastrophe it seeks to avert and why there is no alternative to its action, it should 
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not act by stealth and revert the big lie, denying that its forces are engaged denying that its 

missile units shot down the Malaysian airliner MH17, and pretending to be the peacemaker525. 

Similar arguments fit Humanitarian intervention justification to attack Ukraine.  

 

  Humanitarian intervention originates from the State’s right to self-defense that subsumes the 

defense of citizens of another state. If the population was targeted in extreme cases such as 

genocides conducted by the population’s government or military forces, then it is assumed by 

some states that the right to Humanitarian Intervention applies. Humanitarian intervention can 

be narrowly understood as a reaction to an occurrence of the crime of genocide or crimes 

against humanity, as a widespread and systematic violations of fundamental human rights that 

can justify the use of armed force.526 Handful of cases that relied on this doctrine had in 

common that the use of force was used in the context of large-scale and serious violations of 

core human rights (NATO intervention in Kosovo 1999, Vietnam in Cambodia 1978, and 

Tanzania in Uganda 1978), however not any of these interventions were seen as legitimate at 

the time they were conducted, nor they relied on humanitarian intervention justification. 

Although they were condemned but they served the purpose of halting a human catastrophe.527 

Legally speaking, a foreign state cannot invoke the collective right to self-defense in aid of the 

population under attack, as this will be a violation of Article 2(4) and the international law 

grants the right of individual and collective self-defense in the case of an armed attack on a 

warship, but not in the case of an armed attack by a government against its population.528 Such 

a right is only granted by the Security Council within the collective response by the 

international community to aid the civilian population against its government in extreme cases. 

But following the recent developments, in particular the Syrian conflict, it was seen that this 

principle cannot merely rely on the UNSC authorization when one state can tie the hand of a 

collective aid. For instance, the International Commission on Intervention and State 

Sovereignty established by Canada stated the following: “It is a real question in these 

circumstances where lies the most harm: in the damage to international order if the UNSC is 

bypassed or in the damage to that order if human beings are slaughtered while the UNSC stands 
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by”529. So, as stated the trigger event for humanitarian intervention is violation of core human 

rights amounting to genocide (that requires a “special intent or dolus specialis” to destroy a 

specific group in whole or in part on the basis of race, religion, nationality, or ethnicity), crimes 

against humanity, or serious large-scale violation of the LOAC that would amount to war 

crimes. Unilateral humanitarian intervention continues to be considered unlawful as there is no 

state practice or opinio Juris that would modify existing norms. 

 

In other words, although humanitarian intervention became acceptable practice in particular 

circumstances, yet it is not an established exception and it does contradict the non-intervention 

principle and challenge the authority of the UNSC if established without its authorization. As 

in 1990, states were divided between those who were in favor of humanitarian intervention and 

those who viewed such a doctrine as an indefensible infringement upon national sovereignty. 

Nonetheless, humanitarian interventions must be employed after all other non-forcible actions 

fail (diplomatic means, sanctions, negotiations), according to article 33 of the UN Charter. And 

if the military force is deemed necessary, then it is only the SC that must authorize, otherwise, 

such actions will be abused. That will create the needed balance between state sovereignty and 

human rights protection by considering humanitarian intervention as a last resort, in accordance 

with the UN Charter.  

 

  After the end of the Cold war in 1990 and the outbreaks of intra-state conflicts, the first cases 

for applying the concept of humanitarian intervention were in Somalia and Kosovo where the 

two states were facing brutal NIACs in 1992. The changing nature of warfare and the 

recurrence of intra-state conflicts have deepened the challenges with regards to the protection 

of human rights and the principle of sovereignty, and have led to believe that it would be 

impossible to find consensus around any set of proposals for military intervention that 

acknowledged the validity of any intervention not authorized by the UNSC or the General 

Assembly.530 Taking into account the recent military invasion of Ukraine by Russia, any 

justification based on humanitarian intervention falls short from the requirement indicated 
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above. There has been no evidence that Ukraine has conducted a policy of genocide against the 

Russian speaking population in Ukraine. Moreover, the scale of the invasion employed by 

Russia in the territory of Ukraine is in no way proportionate to the actions taken by Ukraine to 

restore control over the self-declared territory in Donbass region. The votes of the 11th 

Emergency special session of the UN General Assembly on 2nd of March 2022, reaffirm that 

Russia has blatantly violated the UN Charter on the prohibition of the use of force, and 

dismissed indirectly any abuse of law by justifications that do not meet any legal requirements 

to justify the use of force in international relations.  

2.4.1. From “Right to Intervene” to “Responsibility to Protect (R2P)”  

 

Following the recurrent failure of the international community to protect populations in 

conflicts from the atrocity of conflicts, and the refusal of interventions unauthorized by the SC 

(Kosovo case), an evolution on the legality to use force in international relations has been 

highlighted by a more advanced version of what is known by the “Responsibility to Protect 

(R2P)”, a doctrine that was developed by an International Commission on Intervention and 

State Sovereignty (ICISS)531. The doctrine highlighted that: A state is primarily responsible for 

the protection of its citizens or if it is not able or unwilling to do so, this is the responsibility of 

the international community through the Security Council for it to fall under lawful use of 

force. The report of the ICISS that was published in December 2001 and endorsed by the UN 

High-Level Panel on Threats, Challenges, and Change in 2004532 and 2005533, has proposed a 

shift from the “right to intervene” to “responsibility to protect”.  The World Summit Outcome 

Document in 2005 has also committed to the principle of the R2P doctrine.534 The document 

stated that states are under a responsibility to protect their population from genocide, war 

crimes, ethnic cleansing, and crimes against humanity, also declared their preparedness to take 

timely and decisive action, under the UN Charter and in cooperation with relevant regional 

organizations, when national authorities manifestly fail to protect their populations. A shift that 

is seen to be based on justification of regional organizations or coalitions using force to prevent 

mass atrocity crimes and intervene in humanitarian crisis when the SC is unable to act in a 
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timely and appropriate manner. The R2P doctrine sets certain criteria that need to be met. The 

criteria include the following: “A prima facie case must be established that atrocity crimes are 

occurring or are about to occur. Peaceful options must have been exhausted. The Security 

Council is unable to act in a timely and appropriate manner. Any military force used must be 

limited to low-intensity options designed to protect civilians and must be carried out in such a 

way as to limit collateral damage. The use of low-intensity military force must be authorized 

by a legitimate authority, which could include UN General Assembly, regional organizations, 

or international Coalitions. The intervention must come at the request of credible opposition 

groups that represent victims of atrocity crimes and shall be done collectively by members of 

the international community, and the use of force should be followed up with or integrated into 

a larger strategy and policy for addressing the humanitarian crisis.”535 

Accordingly, R2P offered a wider opportunity for the use of military force than the one offered 

by Humanitarian intervention that is based on the SC authorization. That would allow the 

interventions outside of the Charter system to protect the population when the SC has failed to 

or unable to do so. It is important to highlight that R2P provides exclusively measures for 

military intervention in case of an intra-state conflict that is within sovereign jurisdiction. 

According to R2P, states must act to prevent mass atrocity crimes and protect all populations 

from risks related to their occurrence. When states lack the capacity to take such measures, the 

international community has a responsibility to aid by taking the necessary measures. For 

example, the ICISS report and the UN Secretary-General Kofi Annan, in his report “In Larger 

Freedom 2005”, proposed five “precautionary principles” or “criteria of legitimacy” to help 

guide possible military action under the UN Charter:536 

1- “Seriousness of harm. The threat of atrocities must be clear and extreme enough to 

justify military force; 

2- Proper purpose. The central purpose of the intervention must be to prevent or halt 

suffering; 

3- Last resort. Military force must be the last resort with every reasonable non-military 

option having been explored; 

4- Proportional means. The scale and duration of military action must be commensurate 

with the ends sought; 

5- Balance of consequences. Is there a reasonable chance of success in averting the threat 

of atrocities without worsening the situation?” 
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R2P is not yet a rule of customary international law, but has its basis upon existing legal 

foundations, including the Genocide convention, and therefore can be described as an 

international norm. Once such a norm gain widespread usage, and not only formal acceptance 

as adopted in 2005 World Summit, it can become part of customary international law.  R2P 

has been invoked in multiple UNSC resolutions, in situations such as Central African Republic, 

Mali, DRC, Somalia, threats to international peace and security caused by terrorist acts. The 

doctrine was considered following the mass atrocities in Libya, the resolution 1973 of 2011 

authorized member states to use all necessary means to protect civilians and civilian-populated 

areas from the Qaddafi governmental forces that were advancing and threatened large numbers 

of civilians. On the other hand, the R2P failed in the Syrian crisis due to the Russian 

involvement in the conflict. Russia and China have jointly vetoed at least eight drafts of UNSC 

resolutions with R2P language over Syria537 which combined with the mixed nature of the 

conflict, has led to a dead-end to the R2P doctrine to be enforced.  

 

    To conclude, despite the development in the justifications to use force in international 

relations as an exception to the exceptions in the UN Charter, the shortcomings in the 

humanitarian intervention are mostly regulated now and applied under R2P that plays an 

important role in keeping the balance between the principle of sovereignty and human rights. 

They also have expanded the opportunity of intervening to stop atrocities in intra-state conflicts 

that are increasing through HW means and the role of NSAs. States tend to deal with such 

situations based on their interest by either considering it a NIAC with more rights to use armed 

force under IHL. Nonetheless, R2P has faced the same problems as humanitarian intervention 

particularly due to the lack of resources and political will, such as in the case of Syria. In 

addition, though the doctrine has certain criteria that must be met, it still would allow some 

states to engage in lawfare by exploiting the legal conventions for strategic interests. For 

example, Russia has used the R2P language to justify unilateral incursions into Georgia and 

Ukraine, while having little to do with protecting vulnerable populations. Therefore, conceptual 

development for the concept is needed, as new atrocities and threats are arising, a broad 

international consensus about how to respond in the context of R2P is vital. Though this is not 

covered in the scope of our thesis, nonetheless the R2P doctrine in the contemporary hybrid 

nature of conflicts must be carefully implemented and assessed to avoid an over-extended 
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interpretation. Yet, R2P brings up a big hope for a world free from genocide, war crimes, ethnic 

cleansing, and crimes against humanity. 

 

3. Legal Basis of the Attribution of International Responsibility to a State 
 

Under International law, to establish the responsibility of states for internationally wrongful 

acts, two elements are identified. The first is chargeability (attribution) of the internationally 

wrongful act to the State (subjective element), and the second is that the conduct must 

constitute a breach of an international legal obligation in force for that State at that time 

(objective element). Along with the existence of a breach of a legal obligation, attribution, 

therefore, is one of the constitutive elements of an internationally wrongful act of a State. 

Attribution denotes the operation of attaching a given action or omission to a State under 

International law. In attributing wrongful acts to the state, it shall be taken into account the 

identification of the connection between the persons engaged in the conduct and the State. The 

latter was confirmed by the Iran-US claim tribunal that stated: “to attribute an act to the State, 

it is necessary to identify with reasonable certainty the actors and their association with the 

state.”538 

Furthermore, state responsibility covers the legal consequences of a state’s violation of 

international law, a major body of customary international law, by which states are responsible 

for their internationally wrongful acts to other states they have caused harm. However, for this 

chapter, discussions will focus on attribution and not the entire characterization of conduct as 

internationally wrongful. Particularly, as HW’s main challenge is lack of attribution through 

NSAs and cyber means.  

The responsibility of a State is engaged if the actions of its agents or groups attributed to it, 

constitute internationally wrongful acts in violation of its international obligations. In this 

regard, the rules of attribution under international law are reflected in the International Law 

Commission’s Articles on State Responsibility (ILC Articles) which have been recognized as 

reflecting customary international law, and it has led to the systematization of a widely 

accepted set of secondary attribution rules. The rules of attribution under the ILC Articles 
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respond to normative criteria and not merely to a factual relation, and it is for the international 

law to determine whether or not conduct can be attributed to a State.  

The attribution concept is more complex when the conduct of private persons cannot be legally 

linked to a state, which protects a state from being held international legal responsibility unless 

certain conditions are met. Taking into consideration that responsibility will be attributed if the 

state either acknowledges and adopts the conduct of the non-state actor as it is own, or it directs 

or controls the non-state actor. The rules that are specified in the Draft Articles on 

Responsibility of States for Internationally Wrongful Acts (hereinafter DARSIWA) are 

cumulative but are also limitative. So, in the absence of a specific undertaking, a state is not 

responsible for the conduct of persons or entities in circumstances not covered by these 

conditions539. These conditions or rules in the DARSIWA consist of the following:  

- Actions of persons directed or controlled by the state, if such actions are under the 

instructions of, the direction or control of that state in carrying out the conduct540. 

- The person is empowered to exercise elements of governmental authority541. Such 

condition applies too in case of actual absence of government and in circumstances 

such as to call for the exercise of those elements of authority542 

- The conduct of persons is acknowledged and adopted by a state as its own, which is not 

so common in actions that violate international law543.  

- Actions conducted by an insurrectional, movement, or others, which succeed in 

establishing their state, when such actions are attributed to their newly established 

state544. 

- The person acts as an organ of a state and in the capacity of this organ. The state organ 

is intended in the most general sense and no distinction is made for this purpose. Thus, 

in the Salvador Commercial Company case, the court stated that: “A State is responsible 

for the acts of its rulers, whether they belong to the legislative, executive, or judicial 

department of the Government, so far as the acts are done in their official capacity.”545 
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Similarly, In the Tellini case in 1924, the special committee of jurists stated that: “a State may 

be held responsible for the criminal acts of NSAs when it neglects to take all reasonable 

measures for the prevention of the crime and pursuit, arrest and bringing to justice of the 

criminal.”546 In this matter, it requires acts that breach an international obligation and definite 

attribution of such acts to the accountable state547. International law requires states to 

immediately cease the offending conduct, comply with required duty and make full 

reparation548. Yet, in a cyber context, the ability to attribute the attacks to perpetrators due to 

the anonymity through NSAs is more complex particularly due to the high threshold for 

establishing states’ “strict” or “effective” control over proxy actors. 

 

To sum up, the ILC articles provide a legal framework for understanding state responsibility 

for the actions of their dependent proxy actors. While such proxy actors might lack the 

international legal personality necessary for accountability, nonetheless the ILC articles though 

not legally binding, stem from the customary international law. Therefore, it represents a wider 

norm of state accountability for the wrongful actions of the proxies they control. It is 

understood that with regards to the conduct of organs to the State, it includes any organ 

irrespective of whether they exercise legislative, executive, or judicial, by which it includes 

any entity which has that status per the internal law of the State. According to Crawford, the 

term “includes” means that it cannot be limited to those who have the condition under internal 

law. That will not give the chance to states to avoid attribution of organs based on the fact that 

they lack such status under internal law.549 On the other hand, the principle of responsibility of 

the state for wrongful acts includes persons or entities that act on behalf of the state or non-

state body.  

3.1. Attribution and Hybrid Warfare  

 

Contemporary conflicts, in particular hybrid ones, are controversial and challenging to modern 

international law. This has been seen through the indeterminacy of state practice and opinio 
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Juris in response to modern technologies such as proxy wars, cyber-attacks, and unmanned 

aerial vehicles (Military drones as an example) that created a legal gray zone or legal 

indeterminacy. However, as explained before, a state being targeted by a NSA from the 

territory of another state does not give the right to state to violate the sovereignty of another 

state if such attack was not attributed to the state from which NSA is operating from, thereby 

not holding responsibility. So, for a state to be held responsible for activities by NSAs, several 

rules and conditions are articulated by the ILC in its Articles on State Responsibility for 

Internationally Wrongful Acts, and by the ICJ in the Nicaragua and Genocide cases550. 

  

 Commonly, a state conducts an internationally wrongful act when actions or omissions are 

attributable to the state under international law and constitutes a breach of an international 

obligation551. Also, attribution of conduct to the state as a subject of international law is based 

on criteria determined by the former and not on the mere recognition of a link of actual 

causality552. Moreover, ILC articles are secondary rules that apply in case of any breach of an 

international obligation by a state, without ruling on the characteristics or substance of the 

primary obligation which is violated553. However, under international law, the performance 

and activities of public institutions (e.g. police) are attributed to the state, even if they are 

considered as autonomous and independent of the executive government under the state’s 

national law.554 Moreover, a state to which the cyber operation of NSA is attributable is legally 

required to do all possible means to cease these operations555, otherwise various actions set 

forth for countermeasures in the law of state responsibility can be applied556. 

 

To constitute a violation of a rule of public international law which could constitute an 

internationally wrongful act, the attack must be attributed to a state or a group of identifiable 

individuals operating on behalf or under the direction of a state, and that will require a fairly 

high degree of certainty. In cyberspace, for instance, such groups of individuals are known as 
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patriotic hacktivists that use cyberspace legally or illegally to express ideology or political 

agenda557. One of these examples is the “Anonymous Group” which consists of a mixed group 

of people ranging from script kiddies to professional black hats connected through a variety of 

non-mainstream social networking services such as “4chan” and “711chan” forums, that 

involves a type of war on the Scientology, various support actions during the Arab Spring and 

attacks on companies such as Louis Vuitton, Sony, Mastercard, and U.S. Government 

websites558. However, more sophisticated groups are cyber militias that are able and willing to 

use cyberspace for political objectives by utilizing communication channels covertly by hiding 

their true identities. Such militias could consist of mercenaries that take part in military actions 

in cyberspace and are loosely connected in real life, keeping their identity and link very 

vague.559 

Correspondingly, states benefit from employing NSAs in cyberspace operations for the 

following reasons: 

- The attacker gains the initiative and element of surprise by benefiting from plausible 

deniability; 

- The attacker can choose a target and attack vector with low cost, even by using one 

computer to launch the attack, while the defender has to efficiently shield all its cyber-

resources; 

- The attacker can determine the scale and duration of an attack; 

- Exploit legal uncertainties by which even if the attacker was identified by the defender 

the lack of applicable international laws covering cyber-operations creates legal 

ambiguity; 

- Attackers can recruit proxies such as hacktivists, criminal groups, or even cyber militias 

making the counterstrike negligible. 

 

The indirect approach of warfare is more efficient than direct ones, by which hybrid warfare 

relies on covert and indirect means through the use of asymmetrical warfare or cyber means. 

A similar line of argument could apply to attribution, as one of the core elements of HW 

strategy is using all available methods and means to evade the establishment of a link of 
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attribution for hostile acts and to prevent the applicability of existing legal regimes. Although, 

the ICJ has resisted the notion of recognizing the possibility of self-defense against NSAs and 

lowering the threshold of attribution for jus ad Bellum, yet the role of attribution certainly 

continues to play a central role for state responsibility with regards to the challenging features 

of HW explained before. Such means find their refuge in relying on proxy military forces or 

non-state armed groups (unmarked or marked), cyber-attacks, and the instrumentalization of 

laws. Attribution functions to create a linkage between human conduct and a state, and while 

Article 51 is silent on any attribution rules, the ILC Articles on State Responsibility, which 

codifies customary law is fundamental for identifying and analyzing this bond.  

The difficulty of attribution is the main challenge for nations in reducing the overall insecurity 

coming from the above features, which leads to legal difficulties when it comes to the response 

by the targeted state to such acts and tools structured to protect the anonymity of perpetrating 

state or non-state actor. Similarly, is the misattribution or what is so-called “False Flag”, that 

can be used as propaganda or deceptive tactic. According to Article 2(4) of the UN Charter, 

only states are involved in using or threatening to use force, therefore such use of force must 

be attributed to a state legally. In international law, acts will be attributed to a state if they are 

performed by persons or entities acting on behalf of a state or under its command, while others 

who are not acting, in the same manner, cannot be regarded as state agents, yet can be described 

as NSAs. Therefore, in theory, any counterattack against a non-state actor acting from the 

territory of another state, in the absence of the targeted state’s consent and its responsibility to 

such act, violates the prohibition on the use of force by disrupting the territorial sovereignty, 

integrity and its right to non-interference.  

 

International law dictates that a state may not allow knowingly its territory to be used for acts 

contrary to the rights of other states and this applies to cyberinfrastructure too560. According to 

the individual attribution to a state, it must be determined based on the international law of 

state responsibility which is regulated by the Draft Articles on Responsibility of States for 

Internationally Wrongful Acts 2001 (hereinafter “DARSIWA”)561. In this matter, some state 

agents carrying such attacks can be either government agents “de jure”, which un-

controversially constitutes attribution to a state, or private contractors “de facto agent”562. So, 

the responsibility of a state is thus limited to acts of its organs and agents exercising public 
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authority563. Nothing in Article 2(4) prohibits directly the NSAs and use of cyber operations 

which may be relevant according to IHL and International Criminal law, but the support and 

sponsoring of state to such groups can amount indirectly as a use of force violating by that 

Article 2(4) and the principle of non-intervention. This was noticed by ICJ in the Nicaragua 

Case, by which it ultimately concluded that the relation between the United States and the 

Contra rebels did not qualify as a de facto agency but that the United States’ conduct under 

review constituted “indirect use of force”564. Therefore, the attribution of a non-state actor to a 

state will make it responsible internationally based on such assistance. 

 

In this context, the attribution of NSAs to a state is only established when such actors are acting 

under the direction or control of a state565. This highlights the legal complexity of HW 

concerning attribution and state responsibility. For example, lawfare might misuse the fact that 

applicable law prescribes a certain threshold for activation of the right to self-defense or 

countermeasures. Similarly, low-scale operations fall below the threshold and thus in a bad 

faith deprive the adversary of their rights to respond lawfully566. HW seeks to exploit such legal 

threshold of an armed attack, that is not novel as agreed before, but its challenging elements 

considered in this research, thrive on these thresholds, due to technical, legal, and strategic 

reasons that will be subject to great uncertainty, debate, opacity, and lack of verifiability.567 

For example, attacks on  Estonia, in which the information about the source of the attack on 

the Estonian computer system took months to assemble, and an ultimate responsibility on the 

state or actor behind these attacks through directing or encouraging remains disputable. This 

haziness surrounding cyber-attacks and NSAs with regards to the difficulty in reaching an 

agreement on legal judgment, brand them as an appealing weapon to some states. 

 

Nevertheless, attribution of a cyber-attack to a state is a key element in building a functional 

legal regime to mitigate such attacks. The key problem is that states do not operate through 

formal state bodies in cases of cyber-attacks, but rather they use NSAs that are less visible, 

more remote, and offer plausible deniability. This creates both a factual and legal attribution 
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challenge to this type of attack568. According to the API, attacks mean acts of violence against 

the adversary whether defensive or offensive569. Therefore, acts of violence do not necessarily 

require the use of kinetic violence but include cyber operations as well. The Tallinn Manual 

affirmed that cyber operations may constitute unlawful uses of force if they are attributed to 

the armed forces of a state or if their effects mimic those of traditional military operations570. 

Yet, a state is allowed to use force in self-defense only in response to an armed attack (most 

grave use of force), but it is unlikely that acts of cyber espionage focused primarily on gathering 

intelligence or data could be ever characterized as an armed attack under this definition571.  

 

Although the conditions above highlight the activities of persons or secessionist entities that 

identify the attribution criteria, yet they did not explain the threshold of such relationships and 

what could be considered as such. However, the opinio Juris has developed several types of 

attribution tests based on the conditions drafted by the DARSIWA. The first two standards 

introduced by the ICJ in the Nicaragua case are “Strict control and Effective Control” which 

was found to be extremely difficult to establish an effective control by the outside power over 

individual operations or activities of the secessionist entity. While the ICTY has introduced a 

lower degree control test, the “Overall Control test” in the Tadić case that depended on whether 

the acts of the armed forces of the Bosnian Serb secessionist entity within the territory of 

Bosnia and Herzegovina could be attributed to an outside power. However, it is important to 

examine whether any of the following tests can assess the HW concept while dealing with 

attribution. 

 

3.2. Effective and Overall Control Tests 

 

3.2.1. Effective Control Test 

 

 The ICJ in the Nicaragua case considered that control results from dependence that creates the 

potential for control.572 The following test was produced in the Nicaragua case that dealt with 
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the question of whether violations of IHL committed by private individuals “the contras” 

during the Nicaraguan civil war could be attributed to the United States and later the test was 

elaborated in the Genocide case.  Firstly, the effective control was applied by the Nicaragua 

case court (hereinafter “the court”) in cases where there is evidence of partial dependency on 

outside power, by which the court stated that “for a conduct to give rise to the legal 

responsibility of the United States, it would in principle have to be proved that that State had 

effective control of the military or paramilitary operations in the course of which the alleged 

violations were committed.”573. The court considered that it applies on situations when the 

persons are being directed or controlled by a third state as codified under Article 8 of 

DARSIWA574, inter alia, from the provision of financial assistance, logistic and military 

support, the supply of intelligence, and the selection and payment of the leadership of such 

groups or entities575. Partial dependence does not allow the court to consider the entity or NSAs 

as a de facto organ of the outside power, but rather the responsibility of conduct will be 

established on a case-by-case basis576. For example, the court on the question of whether the 

conduct of the contras was attributable to the US to hold the latter generally responsible for 

breaches of IHL committed by the contras, considered that: “The U.S was responsible for the 

planning, direction and support are given to Nicaraguan operatives, but it rejected the broader 

claim of Nicaragua that all actions of the contras were attributable to the U.S. because of its 

control over them”577. The court famously affirmed that mere financial and material support 

for guerrilla activities do not constitute a basis for the attribution, but the existence of direct 

control in form of exact orders or detailed guidance issued by the state, must be proved to 

enable the attribution578. In other words, the court emphasized the high evidentiary threshold 

of the effective control test by which it is not required that the persons who have conducted an 

act as a violation of international law be in a completely dependent relationship on the 

respondent state. It will be enough to prove that they acted under the instructions or effective 
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control of the state, and that the type of control has been exercised, or that the state’s 

instructions were given, in respect of each operation in which the alleged violations occurred. 

 

 In the cyber context, the legal problem of attribution under effective control is that states will 

mask their involvement in cyber-attacks given the high threshold set under such criteria. 

Therefore, simply providing financial aid or equipment to support a cyber-attack, or even 

providing a haven base for individual hackers, would not be enough to meet the effective 

control test. But rather, the only instance in which states sponsors of cyber-attacks would apply 

is if their effective control by the state is beyond any doubt, given that it is highly unlikely that 

states under the required threshold of the ICJ will be held any legal responsibility. This makes 

the effective control requirements under unreachable evidentiary thresholds that impose on the 

victim an unrealistic obligation to provide evidence of specific instructions or directions of the 

de facto intervening state relating to the armed attack or conflict579.  The reason why in 9/11 

attacks on the US have undermined the position of strict approach and promoted lower 

threshold of more liberal nature or what will be explained later as “overall control”. According 

to Antonio Cassese “Overall control once applied, it will be less difficult to prove that certain 

terrorist units or groups’ actions that were coordinated or planned by a specific state or entity, 

are attributed to the state in question.”580 Cassese emphasized that this would make it possible 

to attribute to some specific states of the Middle East responsibility for the gross violations of 

human rights perpetrated by terrorist groups on which they have exercised a strong influence, 

not only because these states provided support, financing, training, and weapons, but also 

helped coordinate and plan the groups’ activities.  

 

Furthermore, states face a challenge in justifying their military response to cyber-attacks when 

the process of attribution requires time, and that is based on a dominating assumption that 

attribution is one of the most intractable problems in cyber security. In the era of HW, the 

fusion of NSAs and cyber operations that were to precede the use of conventional tactics within 

a hybrid strategy, states will be constrained, divided and unable to act decisively as a result of 

an adversary engineering uncertainty through plausible deniability581. It is a critique that was 

also raised by the Appeals of Chamber in the ICTY arguing that the notion of an effective 
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control test was contrary to the logic of the law of state responsibility582. The rationale behind 

such rule is preventing states from masking operations that raise international responsibility 

through private individuals, or denying the role of individuals that participate in governmental 

authority, and considering them as nonstate agents under national legislation, in order not to 

involve state responsibility.  

 

 It is also argued that control must not be confused with support, the state must be able to 

control the beginning of the operation, the way it is carried out, and the end of it. Such condition 

is highly challenged by NSAs and their ability to use force transnationally in a more 

sophisticated and developed manner. ISIS, for example, shows the difficulty of applying the 

classical framework of attribution, it is very challenging first to prove any effective control in 

the era of modern technologies and communication, also online financial transactions and 

logistics. On the other hand, some NSAs have established quasi de facto public authorities in 

portions of sovereign states, such as the DNR and LNR in Ukraine, Hezbollah in South 

Lebanon, and Kurdish rebels in Syria and Iraq creating a black hole in terms of human rights 

infringements, the amnesty for the separatists and their attribution status. 

 For example, in July 2014, the Malaysia Airlines Boeing 777 “flight MH17” was shot down 

by an anti-craft missile “Buk Telar” type that was allegedly launched from the Donbas region 

of eastern Ukraine, and claimed 298 deaths. The part of Donbas from where the missile was 

launched is controlled by the pro-Russian separatist government of Lugansk-Ukraine, and that 

has raised legal doubts about the possibility of classifying it as a war crime or crime of terror 

and if so, who will be held responsible. Following this incident, the Dutch-led joint 

investigation team (JIT) which includes officials from the Netherlands, Australia, Belgium, 

Malaysia, and Ukraine has named three suspects including Igor Girkin (AKA Strelkov) who is 

a former colonel in Russia’s FSB intelligence that was appointed the minister of defense in the 

rebel-held eastern Ukrainian city of Donetsk and believed to be the highest military officer in 

the area583.  

The Netherlands has also lodged the inter-state application, set out under Article 33 of the 

European Convention on Human Rights, against Russia on July 10, 2020.584 According to the 

Netherlands, the plane was shot down by an air missile system that belonged to and was 
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provided by Russian Federation. In that sense, the attribution issue is raised under Article 1 of 

the ECHR that states the following: “State parties must secure to everyone within their 

jurisdiction the rights protected by the convention.” Although that does not preclude the direct 

involvement of the Russian Federation, the link between the separatists and Russia that 

responded by denying any of its anti-aircraft missile systems had ever crossed the Ukrainian 

border, was established. Considering that the incident occurred over the Ukrainian territory, 

yet no international responsibility will be held by the de jure host (Ukraine) as the area where 

the plane was shot down was de facto controlled by the pro-Russian rebels585. Given this, 

international law must accommodate these different actors, analyze the nature of the affiliation 

between an actor and a state and their varying use of force ensuring that international state 

responsibility as a secondary rule of law remains an available option alongside criminalization 

in a domestic context. 

 

The ICJ has also introduced the “Strict Control” with mainly three requirements that deal 

mainly with secessionist entities586. According to the “strict control,” these three requirements 

must be fulfilled for the entity to be equated with the de facto organ.  These requirements 

include that secessionist entity must be in total or complete dependency on outside power, with 

no real autonomy, leaving no doubts to attribution. Also, the dependency must extend to all 

fields of activity of the secessionist entity, by which the entity cannot conduct any activity 

without the assistance of the outside power state. And lastly, the outside power must have made 

use of the potential control, by which have exercised a particularly high degree of control. 

Therefore, it is beyond any doubt that such a high degree of control is not highly ineffectual to 

contemporary conflicts that rely heavily on covert and fusion of low-intensity activities. But 

again, such criteria is highly controversial and inadequate to conflicts and threats that stem 

from hybrid activities in a way distancing from reality, the reason why the ICTY in the Tadic 

case introduced a more lenient approach known as Overall test.  
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3.2.2. Overall Control Test 

On the other hand, the International Criminal Tribunal for the Former Yugoslavia (ICTY) in 

the Tadic case has looked into the criminal responsibility of Duško Tadić587 for crimes 

committed by the Bosnian- Serb army (VRS) of “Republika Srpska” (unrecognized Bosnian 

breakaway region) in Bosnia-Herzegovina to classify the armed conflict, to determine the 

applicable law and dealing with state responsibility as a preliminary question by setting the 

difference between IAC and NIAC. The court found that “the relationship of de facto organs 

or agents to the foreign power includes those circumstances in which the foreign power 

occupies or operates in certain territory solely through the acts of local de facto organs or 

agents” 588. It concluded that the Bosnian Serb armed forces could be attributed to the Federal 

Republic of Yugoslavia, on the basis that these forces, as a whole, were under the “overall 

control” of that state589. Nevertheless, the statement has identified the ability to have an 

occupation by proxy and that a group can be attributed to a state if they are acting as de facto 

organs regardless of a difference in nationality590. And when deciding on the level of control 

necessary for attributing armed group conduct to the state, the ICTY established that: “ It must 

be proved that the State wields overall control over the group, not only by equipping and 

financing the group but also by coordinating or helping in the general planning of its military 

activity.” 591 That is highly relevant to hybrid campaigns, as this rule aims to prevent states 

from escaping international responsibility by having private individuals carry out operations 

that if carried out by state officials, would have triggered state responsibility. In other words, 

States are not allowed to act de facto through individuals or groups and disassociate themselves 

from such conduct when these individuals breach international law. 

 

 The overall control standard goes beyond the mere financing of armed groups, it also involves 

a state in its participation in planning and supervision of military operation According to these 

criteria, it has to be proved beyond a reasonable doubt that the state has recognized those acting 
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persons; integrated them into its hierarchical operational structures in the relationship of 

dependency; entrusted them with certain functions; and can exercise general control over those 

persons, providing them guidance and/or support. 592. 

 

   The overall control test has lowered the threshold of control necessary for attributing 

responsibility to the state than the one set by a strict control test that required a link to the state 

organ. The former required a more general and less-intrusive level of direction and planning, 

conducted at the strategic and operational level of military operations. This means that the 

conduct of armed groups or their members may be regarded as the conduct of de facto State 

organs, despite whether the state in question has issued any specific instruction regarding the 

execution of each of those acts593. The Appeals Chamber of the ICTY in the Tadic case 

distinguished the level of state control required when dealing with an individual or non-

organized group compared to an “organized and hierarchically structured group” by proposing 

distinct tests for state responsibility. The ICTY in the Tadic case considered that if a private 

individual or group that is not militarily organized acted as a de facto state organ, it will be 

necessary to ascertain whether instructions of the commissioned act were issued by the state. 

Control by a State over subordinate armed forces or militias, or paramilitary units may be of 

an overall character and must comprise more than the mere provision of financial assistance or 

military equipment or training. 594 

 

   Nonetheless, the overall test has raised questions and critiques by the ICJ that considered it 

unsuitable for application in a state responsibility context on the basis that the responsibility so 

produced was overly broad and stretches the connection which must exist between the conduct 

of a State’s organs and its international responsibility, the court squarely rejected the ICTY’s 

analysis of the Overall standard.595 The ICJ in the Nicaragua case intimated the requirement of 

clear evidence in the case of attribution of a non-state group’s act to a state596. For example, 

the ICJ recognized this basis in the Tehran Hostages case, by which the court found that Iran 

bore [the seizure] by Ayatollah Khomeini and other organs of the Iranian State, the decision to 

perpetuate them and translated the continuing occupation of the Embassy and detention of the 
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hostages as acts of that State.”597. As such clarity is not equated and absolute certainty or 

elimination of all possible alternatives is not required. Therefore, this can be seen as the 

divergence between the ICJ and ICTY legal rules due to the possible lack of coordination and 

practical development of regimes in international law, as the functional necessity of the cases 

before the competent court weakens any coordinated development of the international law 

regimes. Though the Nicaragua and Tadic cases are relatively different, still they reflect 

modern conflicts, particularly in analyzing their adequacy to HW means. Yet, the divergence 

between the two tests created a legal gap that allows a hybrid adversary to manipulate. 

 

To illustrate, in the cyber context attribution is the ability to identify who attacked a computer 

network and from what location. While the process of attributing a cyber-attack is arguably the 

most difficult, the ability to find a link between the hacker and the State or organization that 

hires the hacker is even harder. In the same context, countermeasures often represent an 

effective means of self-help by allowing the injured state to take urgent action that would 

otherwise be unavailable to it, such as “hacking back”, to compel the responsible state to cease 

its internationally wrongful cyber operations. States cannot respond to a cross-border cyber-

attack with force without establishing state responsibility for the attack and once such attacks 

are imputed to a state that in return refuses to comply with the rules of international law, self-

defense will be a legitimate response by the victim state.598 Concerning proxies, if the NSA’s 

cyber operations are attributed to a sponsoring state as a matter of law, it is lawful to take 

countermeasures upon the other state to compel it to use its influence and put an end to the 

non-state actor’s operations.  

Moreover, it is easy for malicious actors to identify and exploit the gaps in legal responses and 

remedies due to the technological limitations that surround cyberspace regarding the attack 

detection, attack classification, and tracing the attack which makes it more complicated for a 

victim state to detect and come up with the proper response.  

 

Detection of an attack  

The nature of cyber-attacks is that they are not easily detected even with the most developed 

programs. Therefore, attacks are being detected after they reach the target of the operations, 

and that will require time for the victim state to detect and will decrease the efficiency of the 

                                                 
597 United States Diplomatic and Consular Staff in Tehran (US v. Iran), 1980 I.C.J. 3, para. 74 (May 24). 
598 Carr J., Inside Cyber Warfare, Ch. IV, Ibid.  



use of active defense. Hence, it can enhance the active defenses for future attacks if such 

operation was seen as a series of ongoing attack. It is very hard to hide thousands of tanks, but 

very easy to hide cyber development activities.  

 

Classification of an attack 

 The classification in this section mainly relates to the effect of an attack, whether it is passive 

or ongoing. If such an attack has caused severe, immediate invasive, direct, and measurable 

damage, then it can be classified as an armed attack. However, many attacks can potentially 

lead to future damages, that would deter the victim state to classify the attack and meet the 

requirement of the immediacy of future harm. States might find themselves directing their 

system administrators to respond to such attacks by force as self-defense only as an act of last 

resort, to avoid any unnecessary escalation.599 The challenge here is more sophisticated and 

covert when conducted by NSAs groups that can have access to cyber weapons since they are 

cheap and can easily be created by highly skilled hackers.600  

 

Tracing an attack  

Cyber-attacks are generated to be covert operations that disguise the identity of attackers, and 

most attacks are hardly traceable, or they might be traced back to a state or system that is not 

the actual one. This confusion of whether the state where the attack originated is responsible 

or just a matter of misattribution is the core goal of such attacks. For example, the technique 

“Spoofing” is one of the most common techniques that is used to conceal the origins of the 

cyber-attacks, by allowing the perpetrator to make it appear that the cyber operation is from a 

source unrelated to the true origin of the cyber operation. And if the suspected state refused to 

comply with international law to prevent cyber-attacks or take any steps to deter such 

operations (enacting and enforcing stringent criminal laws, cooperation in the international 

field) the state will be responsible, especially in the era of digital transformation. For instance, 

the attack against Estonia in 2007, a state that depends on modern technology in every domain 

(banks, access to information), was launched by hacktivist group “the Nashi Hackers”, 

although Russia was the main suspect nothing could be traced to it due to the nature and 

characteristics of this attack that is botnet creating thousands of zombie computers and servers 

connected all at once to Estonian websites and led to complete shut down for weeks. Russia 
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said that the hacked servers and computers are located in more than 100 countries some even 

in the US, which makes cyber-attacks unpredictable and invisible. It is not easy to trace an IP 

address to an end-user, as these addresses are often associated with hundreds if not thousands 

of end-users. For example, DDOS attacks are mainly botnets not geographically limited, the 

malware that creates them moves freely across national borders. The internet traffic has been 

specifically designed to travel on the fastest possible route, they connect infected devices under 

the control of the botmaster (a person who operates the command and control of botnets) to 

carry out the attacks.601 

 

  It is concluded that in the presence of two conflicting standards of control generated from 

different legal regimes, it appeared that there is no unified regulatory mechanism that applies 

to current threats, particularly when international actors disregard certain rules for their interest. 

The strict ICJ requirement of “effective control” in the Nicaragua case can allow states to 

employ NSA in the gray zone where these strict conditions and proof cannot be met. While the 

ICTY’s “overall control”, according to the ICJ in Genocide case 2007, may be more suitable 

for the classification of armed conflict, it does not persuade for the purpose of state 

responsibility. Therefore, the complexity of the two different quality tests is challenging in 

hybrid warfare scenario, as a state can instigate an IAC by having “overall control” of acts of 

NSAs, but at the same time avoid state responsibility for the acts of those NSAs as the 

“effective control” test is not met. Also, the nature of cyber operations does not fit with the 

classical control tests introduced by the ICTY and ICJ. The uncertainty in the effective and 

overall control tests concerning current threats of cyber operations requires rapid steps by 

developing a clear policy and doctrine to bridge over any gap that HW successfully exploits 

through means of politicizing the law and legal arguments.  

 

 

4. The Principle of State Sovereignty in the Era of Hybrid warfare 
 

4.1. State Sovereignty under International law   

 

  State sovereignty is one of the most fundamental concepts of international law since the 

Treaty of Westphalia of 1648 and is universally accepted as customary international law. The 

principle is reflected in three distinct venues:  
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- “the international independence of a state that guarantees the supremacy of the state’s 

governmental institutions and gives the state the status of a legal person, 

-  the territorial authority that gives the state power to exercise authority over all persons 

and things within its territory, 

-  the personal authority to regulate its internal affairs without foreign dictation.”602 

The three core venues of sovereignty find their roots in different sources. According to 

Oppenheim, sovereignty is either external independence concerning the liberty of action 

outside its borders or internal independence concerning the liberty of action of a state inside its 

borders. As comprising the power of a state to exercise supreme authority over all persons and 

things within its territory, sovereignty involves territorial authority603. Additionally, Article 1 

of the ILC Draft Declaration on the Rights and Duties of States provides that every State has 

the right to independence and hence to exercise freely, without dictation by any other state, all 

its legal powers, including the choice of its form of government604. Therefore, the sovereignty 

of states includes the political independence that allows the state to form freely its political, 

social, economic, and cultural system, and the right to exercise jurisdiction within the 

framework of International law that requires the respect of customary law related to non-

interference and the protection of the individuals under IHL and Human rights law.605 The right 

to non-interference that concerns the matters which are not regulated by international law and 

in which the state has maintained its discretionary power, qualify along with the principle of 

non-intervention as one of the fundamental rights of states in the international legal order.  

 Relatedly, states must not allow their territory to be used contrary to the rights of other States.  

Judge Alvarez in the Corfu Channel case stated that sovereignty encompasses a bundle of rights 

that a state possesses in its territory to the exclusion of all other states and also in its relations 

with other states606. For example, the views expressed by the court regarding the Albanian 

claims that the British vessels have violated its sovereignty,  have highlighted that a State must 
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notify another state of the dangers posed by transit through the Corfu Channel and held Albania 

responsible for the damage and loss of life of the British vessels based on the right of the state 

in an innocent passage607. But, a contrasting conclusion was reached concerning the 

minesweeping that was conducted by the British vessels in the Albanian territory without 

Albania’s consent. The court concluded that: “between independent States, respect for 

territorial sovereignty is an essential foundation of international relations. The Court recognizes 

that the Albanian Government’s complete failure to carry out its duties after the explosions, 

and the dilatory nature of its diplomatic notes, are extenuating circumstances for the action of 

the United Kingdom Government. But to ensure respect for international law, of which it is the 

organ, the Court must declare that the action of the British Navy constituted a violation of 

Albanian sovereignty.”608 The latter has been reflected in the Friendly Relations Declaration 

that referred to the “Rights inherent in full sovereignty”609.  

Additionally, in 1973 the ICJ addressed the legality of French atmospheric nuclear testing in 

the South Pacific (Hereinafter the Nuclear Tests case) that involved the Australian request for 

a declaratory judgment that the French testing violates international law as well as a permanent 

order that prohibits France from carrying out further tests610. The case was dismissed on 

procedural grounds but it highlighted the position of the Australian government that the breach 

of sovereignty is a primary rule and stated that: “deposit of radio-active fall-out on the territory 

of Australia and its dispersion in Australia’s airspace without Australia’s consent violates 

Australian sovereignty over its territory.”611 

 Territorial sovereignty can also be breached by activities that do not involve the use of force, 

under the principle of non-interference. For instance, in 2015 the ICJ in the “Costa Rica v. 
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Nicaragua” case612 found that “Nicaragua has carried out various activities in the disputed 

territory since 2010, that included the excavation of three Caños (the Spanish designation 

adopted by both parties) and the establishment of a military presence in parts of that territory, 

to be a breach of Costa Rica’s territorial sovereignty.”613 The judgment has set the rules firmly 

based on concepts of State responsibility, affirming that the obligation to respect territorial 

sovereignty is legally binding and that the court did not need to determine whether Nicaragua’s 

conduct amounted to a breach of the prohibition on the threat or use of force under the UN 

Charter to consider that there was a violation of the sovereignty of Costa Rica, but such breach 

alone provides adequate satisfaction for the nonmaterial injury suffered on this account.  

 

 Any exercise of authority by a state in the territory of another state without its consent is 

considered a violation of state sovereignty, as well as violation to the non-interference principle 

into domestic affairs, this is reflected in the international jurisprudence. According to the 

Permanent Court of International Justice (hereinafter PCIJ) in the Lotus case, states under 

international law may not exercise their power in any form in the territory of another state.614 

The court in the latter case observed that “the first and foremost restriction imposed by 

international law upon a State is that - failing the existence of a permissive rule to the contrary 

- it may not exercise its power in any form in the territory of another state.”615 The term “any 

form” could be seen as a preemptive factor to block any evolving means that could be used by 

states to destabilize the territorial integrity and independence of a state, this covers activities 

such as cyber-attacks, legal warfare and the use of non-state armed groups. The activities of a 

state on the territory of another state without the latter’s consent have been recognized as 

unlawful by the international tribunals for a long time. 

 

  On the other hand, HW through the strategic objectives and employment of its means tends 

to violate other state’s sovereignty during peacetime, is structured to minimize the chances of 

international military response616. The core strategy of hybrid aggressors is to undermine an 

adversary’s ability to defend its sovereignty without the complete commitment of military 
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force. This puts cyber activities in a very advanced position to be employed by aggressors 

against the territorial sovereignty of an adversary. As cyberspace has no fixed territorial 

boundaries as it consists of persistent and low-level intrusions that take place below the 

threshold of use of force, especially since the violation of the sovereignty of states is typically 

associated with some physical incursion whether land, sea, or air.617 However, there is no 

reasonable justification that would not allow the principle of sovereignty to apply in the cyber 

context. That was recognized by the UN Group of Governments Experts that noted “State 

sovereignty, international norms and principles that flow from sovereignty apply to State 

conduct of ICT-related activities, and their jurisdiction over ICT infrastructure within their 

territory.”618 For example, China has developed the ability to disconnect from the internet if 

attacked but still operate internally on its domestic form of the Internet to protect its territory 

from any external attacks619. China also used this right over the internet in its territory to control 

what takes place within its borders, mainly the rights of internet users to voice their opinion, 

which created a dispute between China and Google in 2009 with regards to the compliance 

with censorship of searches by “Google.cn”.620 The principle of state sovereignty applies to 

activities conducted by State agents physically present on the territory or beyond the borders 

of the victim State with a harmful effect on the target state’s territory621. Similarly, states 

exercise sovereign control over cyber infrastructure within their territory with an obligation to 

respect the sovereignty of other states by preventing their cyber infrastructure from being used 

by others to harm another state622. Although the State’s physical cyber assets located in its 

territory are connected to the global Internet, this does not waive a State’s territorial 

sovereignty over those assets and the activities involving them.623 Multiple declarations 

including UNGA Resolution 71/73 and NATO Wales Summit Declaration have confirmed that 

International law applies in cyberspace, however, whether this principle operates as a 
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standalone rule of international law (any breach of this rule gives rise to state responsibility) or 

not, is still debatable.  

 

   To illustrate, the Tallinn Manual took the position that the prohibition on violating the state 

sovereignty is a substantive primary rule of international law in which it is an internationally 

wrongful act624, by which the commentary to Rule 4 stated that “In the cyber context, it is a 

violation of territorial sovereignty for an organ of a State or others whose conduct may be 

attributed to the State, to conduct cyber operations while physically present on another State’s 

territory against that State or entities or persons located there. For example, if an agent of one 

State uses a USB flash drive to introduce malware into cyber infrastructure located in another 

State, a violation of sovereignty has taken place”.625 On the State level, certain disagreements 

were identified. For example, the United Kingdom considered that sovereignty is a principle 

of international law, but does not amount to a standalone primary rule by which cyber 

operations do not violate the sovereignty of a state, despite whether such attacks may constitute 

prohibited intervention, use of force, or other internationally wrongful acts.626 While Russia 

and China, have emphasized the binding nature of sovereignty. This was reflected in the “Joint 

Statement on Cooperation in Information Space Development” that was signed by both 

countries, which states in its first article the following “both countries shall jointly advocate 

respect to and oppose infringements on every country’s sovereignty in information space”. A 

very controversial statement especially since China is considered the world’s biggest state 

sponsor of cyber-attacks627. Yet the Chinese National Cyber Security Strategy stresses that “ 

No infringement of sovereignty in cyberspace will be tolerated, the rights of all countries to 

independently choose their development path, network management method, and internet 

public policy, as well as to equally participate in international cyberspace governance will be 
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respected”.628 So, states have the right to exercise their sovereign power over cyber 

infrastructure within their territorial borders (including the satellites, within its jurisdiction) 

exclusively and independently, as in the non-cyber context. Therefore, if a State exercises its 

authority whether through State agents, state organs, non-state actors, or proxies if their actions 

can be attributed to the state under the rules of attribution set out in the ILC’s Articles on State 

Responsibility in another State’s territory without the former’s consent, that will constitute a 

violation of state sovereignty.629  

However, the level of the involvement of states and their organs in the sovereignty of another 

state is debatable. Some scholars argue that any kind of interference with the State’s exclusive 

internal and external authority, regardless of whether the exercise of authority is manifested 

through physical presence on the territory of the state or remotely, could violate the State’s 

sovereignty.630 While others consider that not all exercises of authority carried out without the 

consent of a territorial state would amount to a violation of sovereignty, such as espionage and 

the role of state’s agents on the territory of another state without being officially disclosed to 

the territorial authorities. Though the majority of states outlaw acts of espionage under 

domestic laws, however, most of these activities of intelligence agencies have not been treated 

by states as internationally unlawful per se.631 For the present research, it is concluded that the 

threshold for which activities can be a violation of sovereignty is not established and the 

assessment has to be made on a case-by-case basis if no other rule of international law applies 

to the case.  

 

 

4.1.1. State Sovereignty in Cyber Context  

 

With regards to the violation of sovereignty in the cyber context, the case law assures that a 

state’s sovereignty can be violated without reference to rules of international law dealing with 

specific areas whether space, air, and the seas. In this matter, Specter has argued that: “whether 
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one chooses to call it sovereignty, or territorial sovereignty, or territorial integrity, or something 

else entirely, an overwhelming and unavoidable body of treaties, jurisprudence and scholarly 

opinion stands for the proposition that there is a primary rule of international law that requires 

one state to refrain from taking public act or exercising authority in the territory of another 

state, in the absence of consent or another provision on international law to the contrary.”632 

The Tallinn Manual 2.0 confirms the former statement in its 4th rule that states the following: 

“ A state must not conduct cyber operations that violate the sovereignty of another state.” And 

to emphasize what would constitute a sovereignty violation in the context of cyber operations 

following the approach of its experts to treat violations of sovereignty as a primary rule of 

international law, the Tallinn Manual 2.0 conducted its analysis on two main measures:  

-  The degree of infringement upon the target State’s territorial integrity and that a State’s 

cyber operation that causes physical damage or injury to the territory of another state 

violates the latter State’s territorial sovereignty. Additionally, it includes operations that 

result in a loss of functionality such as the targeting of cyberinfrastructure or the 

equipment upon which it relies needs to be repaired or replaced qualifies as a violation 

but no consensus on the precise threshold for a loss of functionality was achieved 

among experts633. 

- Whether there has been an interference with or usurpation of inherently governmental 

functions634. Interference mainly is with data or services that are necessary for the 

exercise of law governmental functions. For example, the conduct of elections would 

qualify to meet this term635. While usurpation covers the exercise of law enforcement 

functions in another State’s territory without justification636, such violations do not 

require any damage, injury, or intent to meet the violation of sovereignty criteria.637 

 

In this regard, the cyber intrusion can be carried out by an agent of one state while physically 

present in the territory of another state, as explained before in using a USB flash drive to 

introduce malware into cyberinfrastructure, or can be conducted remotely from outside the 

territory of the target state. For example, an agent hacking into and shutting down a state’s 

national power grid from outside the victim state’s territory is also considered a violation of 
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state sovereignty if the affected server is located on the victim state’s territory. And whether 

the damages are physical or not does not exclude the fact that a violation of the state’s 

sovereignty occurred. But that has an impact on the response options available for the victim 

State if such an attack was considered an armed attack or not, yet this is will be also based on 

analysis of each incident separately. For example, in April 2018 one of the Russian intelligence 

officers (GRU) tried to hack into the Organization for the Prevention of Chemical Weapons 

(OPCW) systems in the Hague in the Netherlands. The Dutch law enforcement preempted the 

officer and escorted him out of the country the same day, and was considered an internationally 

wrongful act, but without specifying in what way638. However, in this case, the non-

intervention principle does not seem applicable, as such activity did not meet the requirement 

of coercion639. So it is conceivable that a cyber-attack causing physical destruction, fatality, or 

injury will be considered a use of force. For instance, the Stuxnet virus that targeted Iran’s 

Natanz nuclear facility and caused Iran to replace 1,000 of the 9,000 IR-1 centrifuges at the 

facility, is a clear example of a cyber-attack potentially qualifying as a use of force 640. 

Moreover, the nature of cyber-attacks can be generated in a series of events that only 

cumulatively meet the threshold for an armed attack, by which if Stuxnet had occurred as a 

series of attacks rather than a single use of force, it would have qualified to an armed attack, 

then a well-defined violation of state sovereignty by a remote cyber intrusion641. 

 

 To summarize, the principle of state sovereignty can invoke possible interference by 

operations that affects the State’s exercise of its independent powers and territorial facet by 

either State agents operating on the territory of another state or by targeting infrastructure in 

its territory from the territory of another state. Therefore, the principle has legal effects as it 

applies in the cyber and non-cyber contexts. In practice, any open-ended conception of 

sovereignty by considering states have discretion as to whether consider respond to potential 

interference in any kind as a violation of sovereignty or deal with it by diplomatic means might 

increase the risk of confrontation and escalations in international relations. That is due to the 

lack of a comprehensive approach in dealing with such operations and the absence of a clear 
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de minimis threshold that varies between each case and each state’s interpretation. States tend 

to avoid framing cyber intrusions as violations of sovereignty not to escalate the situation to 

possible armed conflict or invoke the defensive use of force. However, it is hard to keep these 

statements of states in line with the judgments of international courts on the principle of 

sovereignty, which seem capable of application to all unauthorized exercises of state authority, 

cyber for instance.642  

  Based on the approach taken by the Tallinn Manual with regards to the de minimis threshold 

for violations of sovereignty that is based mainly on the severity of effects derived from the 

rules on use of force, it appears that there is no agreement as to what types of effects would be 

required under a de minimis threshold, the reason why cyber-attacks conducted by either state 

actors or NSAs in a hybrid manner is still an evolving challenge to the international law and 

the lawful use of force. Mainly due to the irregular features of cyberspace by which it is not 

always easy to consider that cyber operation has a cross-border element that may violate the 

sovereignty of particular states because perpetrators tend to use different geographical 

locations and systems, that make a cyber-attack hardly traced. And now there is not enough 

state practice to support that such limits are customary. Nevertheless, the Tallinn manual 

notably elaborates on the scope of a state’s due diligence obligations in cyberspace in respect 

to cyber operations which could constitute wrongful acts. Although the due diligence standard 

is not fully structured, yet it provides good practice in developing a preventive approach and 

reduces the issues associated with the attribution of cyber activity to a state and the rule 

recognized that States’ obligation to apply due diligence is a rule of international law. 

4.1.2. Due Diligence Standard: A Potential Remedy to the Complexity of Cyber 

Threats 

 

  As previously explained, the cyber-attacks in an interconnected world and with more access 

to cyberspace by private and public persons have increased in volume offering significant 

challenges to international law in its role to ensure secure, open, and resilient cyberspace. Due 

Diligence is vital to tackle the complexity of hybrid operations that tend to use cyberspace and 

non-state armed groups to conduct attacks against other states, exploit the high legal threshold 

of effective control and inadequacy of overall control, and take advantage of difficulty to trace 
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the origin of these cyber-attacks and the uncertain links between the attackers and a state or 

sponsor. 

 The standard of due diligence is widely accepted in the field of prevention of transboundary 

harm in international environmental law643, and arguably applicable to other potential 

violations of international law.644 Although due diligence is not a term that is indicated in the 

International Law Commission’s Articles on State Responsibility, yet it is considered a legal 

standard of conduct whose content and extent vary according to the applicable primary rule in 

international law.645  

International law can impose liability for transboundary harms, but that require a decision on 

what standard of care should be used to determine whether a state is liable. According to Judge 

Higgins “the standard by which the duty of care regarding an obligation is to be tested will be 

determined by reference to the particular requirements of that obligation, and that has not been 

settled in the law of state responsibility.”646 However, a state is responsible for failing to take, 

either generally or with respect to the conduct of individuals, duly diligent care or care to such 

other standard as the particular obligation requires.647 That reflects the concept of negligence 

that finds its way into international liability in the form of the standard of due diligence, which 

requires the state to act with care. Due diligence has emerged as a duty of states to take all 

necessary measures ensuring that its territory would not cause any harm to other states, which 

has its roots in the law of neutrality and in the context of the protection of aliens648. In this 

matter, the ICJ in the Corfu Channel case has stated that every State is under an obligation not 

to allow knowingly its territory to be used for acts contrary to the rights of other States.649 In 

addition, the ICJ in its judgment in the “Pulp Mills on the River Uruguay case” illustrated the 

meaning of a specific treaty obligation that it had qualified as “ an obligation to act with due 

diligence” as follows: “ it is an obligation which entails not only the adoption of appropriate 

rules and measures, but also a certain level of vigilance in their enforcement and the exercise 
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of administrative control applicable to public and private operators, such as the monitoring of 

activities undertaken by such operators…”.650 The due diligence obligation is not only based 

on the enactment of a law or regulation, but it relates to a certain level of caution in the 

implementation and enforcement of applicable administrative controls, such as monitoring of 

activities carried out for protecting the rights of other parties. The International Tribunal for 

the Law of the Sea “ITLOS” in its advisory opinion, stated that the provision in article 58 and 

article 62, as well as article 192 UNCLOS, give an obligation to the flag state to take the steps 

necessary to ensure that every vessel flying its flag is not involved in the illegal activities. 

Therefore, ITLOS confirmed that this is an obligation of conduct of the flag state and is not an 

obligation of result and this obligation has been fulfilled if proper due diligence is carried out 

by the flag state.651  Due diligence is a standard that describes the threshold of action and effort 

that a state must demonstrate to fulfill its responsibility.  

Therefore, due diligence is achieved and does not incur responsibility on a state just because it 

failed in preventing a specific event, but if a State failed to take all measures needed, which 

were within its power, to prevent the event from occurring. So due diligence does not entail a 

duty of prevention, but rather an obligation of conduct. For example, the ICJ has interpreted 

the duty to prevent Genocide under Article 1 of the Genocide Convention as an obligation of 

due diligence of states to employ all means reasonably available to them, to prevent genocide 

so far as possible.652 However, the concrete obligations in terms of the standard are resulting 

from the duty of prevention that is to be determined on a case-by-case basis. 

On the other hand, the Due Diligence standard has been established and developed further 

under LOAC, particularly with regards to the obligation of conduct about preventive and 

repressive measures that states must undertake in both peacetimes and during an armed 

conflict. For instance, CA 1 of the GCs and Article 1 of AP1 articulates that states must 

undertake to respect and to ensure the respect of IHL under all circumstances. In this regard, 

the Travaux Prepartoires in 1948 shows that the ICRC interpreted the duty to “ensure respect” 

as an obligation with a due diligence standard, by which the states must do everything in their 

power to ensure that the humanitarian principles on which the Convention is founded shall be 
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universally applied.653 Therefore any violation of LOAC by a state’s armed forces entails the 

state’s responsibility not as a breach of a due diligence obligation, but based on the attribution 

of the conduct of its agents to the state. Also, the due diligence standard in international law is 

relevant regarding the behavior of NSAs too, by creating a bridge between them and State 

responsibility. 

 

  In the cyber context, as explained before, anonymity is a key factor, however, recognizing a 

cyber obligation of due diligence might mitigate the attribution dilemma by holding a State 

responsible for allowing its territory to conduct harmful operations against another state. The 

United Nations Group of Governmental Experts on Cybersecurity (GGE) in 2015 though did 

not mention explicitly due diligence standard, has made several mentions of this duty. The 

GGE maintained that states should seek to ensure that their territory is not used by NSAs to 

commit and should not knowingly allow their territory to be used for internationally wrongful 

acts using ICTs. 654 Similarly, the Tallinn Manual 2.0 concluded that the duty of due diligence 

applies in the cyber context. According to Tallinn Manual, a state breaches its due diligence 

obligation in the following elements: 

- The existence of acts (by NSAs or a Third State) contrary to the rights of a victim 

State,655 

- activities conducted from or through the territory of the potentially responsible State 

(including cyber infrastructure),656 

- if the activity would have been unlawful if conducted by the potentially responsible 

State, 

- have serious adverse consequences for the victim state,657 

- concerning which the potentially responsible State has actual or constructive 

knowledge, 

- and upon which the potentially responsible State can act, but fails to take all feasible 

measures.658 
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So as certain features that rely on the harm threshold and knowledge elements are required to 

trigger due diligence, as highlighted by rules 6 and 7 of the Tallinn manual 2.0, which appears 

promising and restrictive if framed properly. It is not a substantive provision of international 

law, but a standard that states must apply to prevent their territory from being used to cause 

transboundary harm.659 Rule 6 of the Tallinn Manual states the following: “a State must 

exercise due diligence in not allowing its territory or cyberinfrastructure under its governmental 

control to be used for cyber operations that affect the rights and produce serious adverse 

consequences for other states.”660 It is therefore a position that is derived from the inherent 

obligations of states to protect each other’s rights and their sovereign equality, to which when 

applied to cyberspace or even attacks originated by NSAs, if the hackers or groups were not 

identified, then the state that allowed negligently or attentively will be sanctioned because they 

did not adopt sufficient precautionary measures, by which knowledge is a key factor to due 

diligence standard. States are required to remedy all transboundary harm that results in serious 

adverse consequences, though this term was not explained as to what it covers, yet the experts 

of the Tallinn manual did argue that no “physical damage to objects or injuries to individuals” 

was required. 661 Also, it attentively linked NSAs’ cyberattacks to the due diligence obligation 

to which their attacks do not violate international law per se (as states are usually held 

responsible for internationally wrongful acts) but could result in seriously adverse 

consequences contrary to the target state’s rights.662 

  

To further clarify, the hybridity in combining the use of modern technology and NSAs masks 

the operations by covert activities through a multitude of states in low-intensity attacks. For 

example, if an armed group or proxy actors from state A are using the territory of State B to 

conduct cyber-attacks against the computer systems of state C, which is often an ordinary 

scenario in modern conflicts. In this case, the Tallinn Manual concluded that diligence 

obligations attach to a state through which data only transits (for example a fiber optic cable 

located within a state), but conceded that transit state responsibility is unlikely to be carried out 

in practice, in comparison with a state in which specific cyberinfrastructure is set up for 

malicious purposes.663 Therefore, state B will responsible for allowing the specific 
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infrastructure used by the group from state A to harm state C. But as a matter of fact, the 

infrastructure in state B might be originally for peaceful purposes but infiltrated by hackers to 

launch such attacks. So, a State must have actual knowledge of the harm to be responsible for 

applying due diligence to prevent transboundary operations. The actual knowledge would be 

established if the target state could prove that the territorial state had information or detected 

that a cyberattack was being launched within its territory, which would be extremely difficult 

for the target state to establish in practice.664 However, based on the Corfu channel case665, the 

drafters of the Tallinn Manual asserted that even if actual knowledge is difficult to demonstrate, 

the legal obligation to exercise due diligence is not affected, and the manual acknowledged that 

when governmental infrastructure, rather than private ones, are being compromised, 

constructive knowledge would be more readily assumed.666   

 

   Due diligence rule was not favored by multiple states as it puts them under greater 

responsibility which could be resource-intensive, especially with the lack of opinio Juris in this 

area. Some scholars argue that it is extremely difficult to prepare a comprehensive and effective 

defense against the whole panoply of possible unlawful acts.667  That was reflected on the State 

level in the UN GGE, as states were only willing to admit that they should exercise due 

diligence, rather than that they must as the Rule states.668 The previous is an indication that 

some states support the desirability of due diligence rule and other states started to consider 

that it is now a binding principle of cyberspace, such as France and Netherlands.669 

Nonetheless, as explained in this section, international law offers important principles and 

doctrines to regulate harmful uses of cyberspace by states but is faced with certain obstacles 

relating to the nature of cyber-attacks and their anonymity. So, due diligence standards may 

contribute to certain stability in this regard. It also affects the implementation of IHL by 

strengthening compliance with the LOAC.  

  Due diligence is an important area for further exploration and development that is necessary 

to the legal norms applicable to cyberspace, and states must consider this option to become part 
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of public international law after agreeing on certain elements that must be taken into 

consideration and further State practice or even case law to clarify it. These elements include 

the level of control of cyberspace activity, by which it could be a regular approach in some 

states such as China but could be an abomination to others. Furthermore, the technical 

feasibility and capacity of states to monitor their borders in cyberspace. Moreover, 

improvements should cover areas such as the threshold on which incidents should be 

considered as of serious adverse consequences, and what would fall below the de minimis 

threshold. Likewise, countermeasures should be addressed based on the form of response and 

how long can it last, otherwise due diligence could become a tool of provocation and the 

potential means of lawfare that is used to destabilize an order. Also, states must decide and 

agree on acting preventively based on constructive knowledge that a cyber-attack might stem 

out from their infrastructure or choose the actual knowledge as a factor. However, all the 

previous recommendations shall consider that due diligence will not affect the principles of 

human rights in monitoring the activities that domestically could violate freedom of speech or 

the right to privacy. 

After all, policies at the international level are quite relevant and important for the success of 

due diligence in cyberspace. For example, a report by the Group of Governmental Experts on 

Advancing responsible State behavior in cyberspace in the context of International Security in 

May 2021670, was a step forward in promoting common understandings and effective 

implementation, possible cooperative measures to address existing and potential threats in the 

sphere of information security. One of the major steps in this report is the acknowledgment 

that IHL applies to cyber operations during an armed conflict. Though it did not solve all issues 

of cyber-only exchange as armed conflicts, whether data is an “object” that an operation that 

targets civilian data for destruction or deletion violates IHL or not. Nonetheless, the report has 

treated due diligence as a voluntary non-binding norm of responsible state behavior, by which 

it adopted many of the same criteria highlighted by the Tallinn Manual 2.0 experts which will 

ease its path towards rule status. Similarly through the resolution 73/28, the General Assembly 

of the United Nations established an Open-Ended Working Group (OEWG) that adopted by 

consensus across all UN members the following: “states reaffirmed that norm does not replace 

or alter States’ obligations or rights under international law, which are binding, but rather 

provide additional specific guidance on what constitutes responsible state behavior in the use 
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of ICTs.”671 All the previous are important for future due diligence status, which will require 

to be enforced in international relations to establish the necessary institutional structures 

guaranteeing that the norm is applied effectively. States should further develop the use of cyber 

defense systems, especially at the regional and international levels by taking data security into 

account at the design stage of any system architecture. Fundamentally, due diligence as its 

current non-binding status must apply between individual states as well between states and 

private companies, against modern threats, such as hybrid warfare amid evolving dual-use 

technology (civilian and military actors, or public and private actors). Due diligence is in line 

with what international law is about, as the latter imposes a negative duty on states to refrain 

from attacks, and not only positive duty to prevent others from launching attacks. Therefore, 

states are subject to the due diligence standard in preventing transboundary cyber harm, 

especially from non-state source. And are subjects to absolute liability for refraining from 

causing harm through attacks themselves.  

At the same time, the attribution capabilities of states have developed, and cooperation between 

states in this field is allowing states with lesser capabilities to have the necessary data and 

information from other states or the private sector. Therefore, attribution as much as it creates 

a challenge to the law yet is a technical matter that will be of less importance in the future. But 

to sum up, the due diligence standard maintains and frames the responsibility of states 

regarding actions carried out on their territory and can play an important role in preventing and 

cracking down cyber activities within the state’s territory that target other states’ territory.  

 

4.2. Legal Nature of the Non-Intervention and Non-Interference Principle and Elements 

of their Scope  

 

     In international law, the principles of non-intervention and non-interference include the 

prohibition of the threat or use of force against the territorial integrity or political independence 

of any state, as articulated in Article 2(4) of the UN Charter. These principles affirm that states 

should not intervene in the internal affairs of other states.  Nonetheless, exceptions on the use 

of force in international relations, such as self-defense, do not infringe the principle of non-

intervention. Similarly, Article 2(7) of the UN Charter states that nothing shall authorize the 

UN to intervene in matters which are essentially within the domestic jurisdiction of any state, 

but this principle shall not prejudice the application of enforcement measures under Chapter 

VII. Therefore, operations that are authorized by the UNSC under Chapter VII of the Charter, 
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do not violate the principles. Both principles are considered to constitute a classic manifestation 

of the doctrine of the fundamental rights of states. Non-intervention and non-interference are 

two terms that seem to be interchangeable, but the latter suggests a wider prohibition by which 

interference must be a coercive or dictatorial effect of depriving the state intervened against of 

control over the matter in question. Therefore, simple interference that lacks coercive means is 

not intervention. Also, intervention with the consent of the State being intervened in 

(intervention by invitation) is not precluded. However, when non-intervention is breached 

using force, such actopns are also violating the requirement of non-interference.  

Before the 19th century, the intervention was an ordinary policy by states and was used 

frequently to enforce impartial and just rules. However,  Emer de Vattel’s “Droit des Gens of 

1758” was the first to formulate such a principle and his book was one of the most influential 

pieces of literature on the Law of Nations in the 18th century, has concluded that: “No foreign 

power has a right to interfere in affairs being solely a national concern.”672 In case of disputes, 

E. Vattel stated that: “it belongs to the nation alone to judge and determine them conformably 

to its political constitution.”673 His explanation fits with the nature of sovereignty and the right 

of states to regulate their affairs, even the evolution in warfare that followed and the 

development of the applicable laws, did not affect the well-established position of the principle 

of non-intervention as part of the international law in contemporary conflicts.  After WW II 

the law of intervention developed, according to Oppenheim the principle is the corollary of 

every state’s right to sovereignty, territorial integrity, and political independence.674 And then 

came the UN Charter that emphasized the cooperation between states to slightly allow the states 

to intervene in the affairs of other states without the use of force, which led later to the 

development of indirect intervention through political, economic, and diplomatic means.675 

The collective security model reflected in the UN Charter was established to deter state-to-state 

aggression experienced in the two world wars of the twentieth century. Still, it does not 

explicitly address the particularities of a foreign state’s military response to attacks from a non-

state actor676. As explained before, the charter framework is at least theoretically sufficient to 

address hybrid measures short of the use of force. However, the contours of what constitutes 
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coercive interference have remained murky.677 Whilst, HW mainly relies on indirect 

involvement in the conflict, by using proxy fighters and conducting operations at a level of 

intensity that circumvents the relevant legal thresholds, by that impeding the target state’s 

ability to use force in its defense. And when intervention becomes unavoidable, actors will 

seek to distance themselves by the use of proxy forces, cyber-attacks, as well as covert and 

clandestine methods.  

    Nonetheless, even electoral interference of coercive effect can be categorized as 

internationally wrongful acts in the sense they violate both the principle of sovereignty and 

non-intervention, enabling the targeted state to use countermeasures in line with the Draft 

Articles on State Responsibility. Still, a response can be established legally if the measures 

taken are proportional and aimed at bringing the aggressor back into line678. Therefore, the 

principle of non-intervention, which is a core principle of international law, plays an important 

role in countering and regulating the frontiers of HW  

However, following the historical development of the use of force in international relations, 

particularly the codification of UN charter by the formalization of the non-intervention 

principle, incidents such as direct intervention for changing regimes did not disappear but 

turned to more of a covert nature, unless policymakers locate a legal justification for violating 

the prohibition against intervention. For example, in 1960 President Eisenhauer authorized a 

covert operation plan in the Bay of Pigs in Cuba to overthrow Fidel Castro by infiltrating Cuba 

and starting an uprising movement. An operation that continued after President Kennedy was 

elected has failed but it was clear that in large part of it was to avoid openly violating America’s 

non-intervention commitments.679 And while interventions are still an option for states in many 

incidents, it is seen to be more covert as a result of how international law shapes the behavior 

of states. Hidden violations demonstrate a certain sensitivity to how others will react to 

blatantly illegal actions and a subsequent effort to minimize the visibility of such acts as a 
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result.680 Therefore, understanding how the principle of non-intervention in the internal affairs 

of other states has transformed the actions taken by states to use the law as a means to justify 

such actions in a covert manner, that has led to the rising of new exceptions to the principle of 

non-intervention, such as the Responsibility to Protect (R2P) to pursue self-interested 

interventions under the guise of humanitarian actions.681 

 

     In this context, Article 2(7) of the UN Charter states that: “the UN has no authority to 

intervene in matters which are within the domestic jurisdiction of any state, while this principle 

shall not prejudice the application of enforcement measures under Chapter VII of the 

Charter682.” Further, Resolution 2625 on the Friendly Relations Declaration of 1970 concluded 

that: “No state or group of states has the right to intervene, directly or indirectly, for any reason 

whatever, in the internal and external affairs of any other state. Consequently, armed 

intervention and all other forms of interference or attempted threats against the personality of 

the state or its political, economic and cultural elements, violate international law.” Also, any 

support or sponsoring of armed activities or groups directed towards the violent overthrow of 

the regime of another state or interference in civil strife in another state is considered a breach 

of the non-intervention principle683. By which the development of the non-intervention 

principle has made it become a binding principle of international law and of a jus cogens nature. 

The principle is then an inter-state doctrine and does not apply to intervention by NSAs unless 

their activities can be attributed to a state under the rules of attribution in international law.  

 

    Nevertheless, what seemed to be unclear is the nature of intervention that shall be prohibited 

under the principle of non-intervention. In this manner, the ICJ in the Nicaragua case 1986 

determined that: “a prohibited intervention must accordingly be one bearing on matters in 

which each state permitted, by the principle of state sovereignty, decide freely. So, the element 

of coercion defines and indeed forms the very essence of prohibited intervention.”684 Also, the 
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court concluded that “intervention is wrongful when it uses methods of coercion concerning 

such choices, which must remain free ones.”685 The ICJ in this previous statement highlighted 

the interstate doctrine by which it concerns a state-to-state relation and that prohibition of 

intervention is an issue that a state should be permitted to decide freely. Besides, it tried to fill 

the gap of what constitutes a prohibited intervention by limiting it to coercive methods. 

According to the ICJ in the Nicaragua case, while examining coercion in international law, it 

stated that: “Nicaragua complained that the U.S. had two main objectives: First to overthrow 

of the government of Nicaragua and second, to coerce the government of Nicaragua into the 

acceptance of the United States policies.”686. Therefore, it established that any use of force or 

threat to coerce a state to compel with the consent of the coercer would amount to prohibited 

intervention and unacceptable behavior. Likewise, Article 51 of the Vienna Convention on the 

Law of treaties indicated that: “the expression of a state’s consent to be bound by a treaty which 

has been procured by the coercion of its represented through acts or threats direct against him 

shall be without any legal effect”.687 Nevertheless, according to Steven Wheatley, the non-

intervention principle prohibits the deliberate and targeted actions of one state (A) aimed at 

interfering in the domestic political affairs of another state (B), where the behavior of state (A) 

is coercive and the actions cannot be justified as a lawful countermeasure, or on some other 

recognized ground under international law688. Nonetheless, the principle of non-intervention is 

not absolute, and in exceptional cases, such intervention is permitted through either direct 

military interventions, or indirect (economic, subversive, diplomatic), a state can intervene 

under self-defense, or through collective action under the Chapter VII of the UN Charter. And 

the non-intervention principle, concerning non-forcible interventions, is related to the element 

of sovereignty under which states are entitled to exercise their state powers free from 

interference from other states.689 And the main difference between the violation of the non-

intervention principle and other breaches of sovereignty is the element of coercion.  
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   However, many questions regarding what is considered a coercive intervention, or if 

intervening in cases of assistance to peoples seeking exercise the right of self-determination or 

in cases of Humanitarian intervention or protection of nationals in other states, were left 

unanswered and have opened the door for such justifications to interfere or justify the use of 

force in the era of HW. Coercion draws the line between minor interferences and unfriendly 

acts on one hand, and intervention sufficient to breach the prohibition on non-intervention, on 

the other hand. Otherwise, any act that affects another state would fall within the prohibition. 

Furthermore, certain factors found in the international law sources can help in identifying 

coercion, such as elements of pressure and the benefit for the perpetrating state from actions 

coerced on the target state.  

 

4.2.1. Elements of Coercion  

 

   As explained before, the principle of non-intervention is related to State sovereignty and 

prohibits mainly dictatorial or coercive activity which is unlawful and engages the 

responsibility of the State which conducts it to the extent that the acts concerned can be 

attributed to a particular state or states. One of the main elements that identify coercion in 

international relations is the application of pressure to deprive the target state of control of its 

state function. The degree of pressure varies in each case based on the facts and in many 

instances hardly quantified, however it should have a certain magnitude to apply.690 According 

to Oppenheim, for interference to constitute intervention, it must be forcible or dictatorial, or 

otherwise coercive, in effect depriving the state intervened against control over the matter in 

question.691 So, the element of pressure or compulsion on the part of coercing state is one of 

the requirements for coercion, otherwise, it would be not differentiated from mere attempts of 

influence. And only a certain magnitude of pressure qualifies as coercive, by which pressure 

that could be reasonably resisted does not qualify as such. In applying the pressure factor to 

the cyber context,  the Tallinn manual has considered that states may not intervene, including 

by cyber means, in the internal or external affairs of another state. The rule mainly targets 

coercive intervention by cyber tools, rather than mere interference that lacks the requisite of 

coerciveness to rise to the level of intervention. Therefore, disinformation interference that has 

no physical damage or coercive ends would be purely unlawful interference but not 
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intervention. For example, if an operation that targeted the infrastructure of an election 

campaign caused physical damages or led to the death of a candidate, then it will be considered 

unlawful election intervention. 692  

 

  On the other hand, hybrid adversaries tend to use a combination of political and military 

pressure to influence an outcome in a matter reserved to the targeted sovereign state. For 

example, Russia was able to use both coercive and escalators tools on one hand, and 

compensatory and de-escalatory tools on the other to pressure the pro-western government in 

Kyiv. Russia has offered loans and decreased gas prices, at the same time canceled loans and 

decreased the supply of gas through its proxy companies “Gazprom” and “Gazprom bank”, by 

using synchronized and escalation patterns before the Minsk agreement 693. While the power 

of threat is predicated on the fact that the target knows that it is being coerced and will suffer 

consequences if it does not respond as the coercer wishes694. Nonetheless, in the example 

provided before, hybrid adversaries (Russia in this case) tends to identify the vulnerabilities to 

enforce their coercive pressure, at the same time keep the situation in ambiguity by which 

Ukraine was generally aware of the risk associated with the energy and economic deals with 

Russia, but was unable to realize how these contracts were designed in premeditated fashion 

as baits that would lead to further strategic entrapment that would allow Russia to use them 

with a pure adversarial intent should the need arise.695 

 

 In addition, coercion must be directed at securing a benefit for the perpetrating state. So 

another element that is corresponding to the pressure factor is that coercion must be directed at 

securing a benefit for the perpetrating state. According to the Friendly Relations Declaration: 

“No State may use or encourage the use of economic, political or any other type of measures 

to coerce another State to obtain from it the subordination of the exercise of its sovereign rights 

and to secure from it advantages of any kind.”696 The coercive intervention can be direct and 

indirect while attempting to compel an outcome or conduct for a matter reserved to the target 

state. The indirectness of such outcome was determined by the ICJ in the Nicaragua case by 

affirming that the US funding of the contras constituted intervention, notwithstanding that a 
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series of intervening events were required after the US transfer of funds took place and before 

coercion of the Sandinista regime of Nicaragua occurred.697 Contemporary hybrid operations 

are relevant to the previous statement, for instance, cyber operations conducted with unclear 

intent such as investing in foreign critical infrastructure or are not readily definable as hostile 

and aggressive actions such as instigating non-violent protest. Such activities are at the core of 

synchronization escalations tailored by hybrid adversaries to secure their benefits such as the 

ability to use coercion while staying below the target’s detection and response threshold, to be 

used indirectly in simultaneously escalating and de-escalating a future crisis. The ambiguity of 

operations switching between escalation and de-escalation is a challenging method to the 

principle of non-intervention while examining its coercive elements and the confusion it creates 

as to whether it can interplay with interference, rather than crossing the thresholds that can lead 

to cumulative and non-linear effects.  

4.2.2. Coercive Intervention in Hybrid Cyberspace 

 

Coercion in cyber context was examined by the experts in Tallinn Manual through rules that 

apply to relations between states and only bans coercive interference, defining coercion as: “an 

affirmative act designed to deprive another state of its freedom of choice, that is, to force that 

state to involuntarily act or refrain from acting in a particular way.”698 The manual gave 

examples such as the use by one state of a DDOS operation to coerce a government into 

reversing a decision about the official language after a referendum.699 However, the majority 

of experts in the manual were in favor of the fact that coercive requirement is satisfied when 

an act has the effect of depriving the state of control over the manner in question.700 The Tallinn 

Manual has therefore defined coercion to support a broader understanding of coercion that 

includes acts designed to deprive the state’s freedom of choice to act involuntarily or 

involuntarily refrained from acting in a particular way.  That has an important impact on the 

covert cyber operations that aim to disrupt or undermine the exercise of another state’s 

sovereign functions with the harmful effects that will ensue within the target state, which is the 

outcome cyber adversary seeks to compel.  

As explained before, the non-intervention principle relies on a causal nexus between the 

coercive behavior and the deprivation of the victim state’s authority concerning the exercise of 
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its state functions on the other. In the same context, the group of experts has equated the concept 

of state sovereignty concerning the non-intervention with what is known as Domaine Reserve’, 

which describes the areas of State activity that are internal or domestic affairs of a State within 

its domestic jurisdiction or competence.701 Therefore, based on this characterization, state-

sponsored attacks targeting individuals or companies will not engage the non-intervention 

principle unless these attacks had a direct effect on the state’s exclusive exercise of its 

independent sovereign functions. For instance, the United Kingdom, the US, and Australia 

stated that the WannaCry ransomware attributed to North Korean actors (known as Lazarus 

Group) in December 2017702, was a criminal use of cyberspace rather than a violation of 

international law, as the attack targeted private institutes and did not affect the ability of those 

states to exercise inherently its sovereign power. 703 

 On the other hand, the Tallinn manual through the majority of its group of experts has 

concluded that States’ actual knowledge that it has been coerced as a necessary precondition 

was not required for the violation, but the intent to coerce is required. 704 Therefore, since actual 

harm is not a prerequisite for the non-intervention principle to be engaged, so the actual 

coercion is not required to succeed to be unlawful, then states are not required to know about 

the behavior especially if the act did not reach its goal, so the coercive behavior is in itself 

enough. So, the cyber-attacks in its relation to the non-intervention principle has different 

understanding when it comes to the targeted sector, this was reflected in the EU’s recent 

restrictive measures against the cyber-attacks that considered these attacks as a threat to 

member states when affecting information systems relating to, inter alia:  

- “Critical infrastructure, including submarine cables and objects launched into outer 

space, which is essential for the maintenance of vital functions of society, or the health, 

safety, security and economic or social well-being of people; 
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- Services necessary for the maintenance of essential social and/or economic activities, 

such as energy, transport, banking, financial market infrastructures, health, digital 

infrastructure, and drinking water supply and distribution 

- Critical state functions, in particular areas of defense, governance, and functioning of 

institutions, including for public elections or the voting process, the functioning of 

economic and civil infrastructure, internal security, and external relations including 

diplomatic missions. 

- The storage of classified information and government response teams.”705 

 

 Based on the previous analysis the Stuxnet operation706 has met all requirements for qualifying 

as coercive cyber intervention based on the coerciveness that aimed at preventing Iran from 

pursuing a particular course of action, and it was conducted by states and not by individuals or 

autonomous hackers. Also, it targeted a critical infrastructure that is vital to Iran but maintained 

a certain level of intensity below the threshold of an armed conflict as it did not result in 

physical or human casualties. Although the Iranian Government did not consider it as a use of 

force or armed attack. Yet, it has reached this level especially that it disrupted a critical 

infrastructure and coercively interfered with a State’s chosen domestic policy, despite whether 

it was a legal course of action or not to prevent another country from carrying out nuclear 

research that is claimed to be for peaceful purposes. And whether the Stuxnet attack was a 

countermeasure taken by a particular state to compel Iran from its actions that are acting in 

violation of the treaty on the non-Proliferation of Nuclear Weapons regime to which it is a 

party.707 However, taking into account the necessity principle and the availability of alternative 

means to resolve any dispute peacefully, this attack is a covert operation that violated the 

principle of non-intervention.  

 

Furthermore, the cyber intervention prohibition has had many shapes in recent years, but what 

was challenging are those that targeted elections in the U.S. after the American Intelligence 

agencies have concluded with high confidence that Russia acted covertly in the U.S. elections 
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to promote Donald Trump’s campaign708. Similarly, cyber-attacks in Europe that targeted the 

elections in Ukraine, Bulgaria, Estonia, Germany, and France were investigators who 

considered that these cyber-attacks are attributed to suspected Russian hackers.709 But the 

problem of attribution and definite evidence that links a group to a state is challenging though 

coerce intentions have been identified, which is another reason to promote and develop the due 

diligence principle to impose stricter rules on the responsibility of states in cyberspace.  

 

To conclude, the right to non-interference and non-intervention is well established in 

international law and applicable to cyber activities and cyber actors (states and non-state), as 

long as states are the primary actors in the international system, especially if states are 

transparent about how international law applies to their cyber activities in theory and practice. 

But with no clear agreement on the criteria for its application, it will be left for the states 

themselves to decide what could be considered as a coercive intervention and what measures 

can be taken. Moreover, the target state will need to assess whether it has been the victim of an 

attempt by another state to deprive it of its independent will to exercise its sovereign rights by 

proving if there is evidence of the application of pressure by the adversary. Also, cyber 

intrusions that target or affect critical state infrastructure, will be coercive as such attacks will 

have a practical effect on the free will of the target state to exercise its sovereign functions over 

such infrastructure (Stuxnet case is an example). That will require also cooperation between 

the public and private sector in the context of cybersecurity with the rise of unconventional or 

low-intensity threats that featured inconclusive evidence of foreign involvement or hostile 

action being covertly structured to conceal or obscure any participation and responses. 

Nevertheless, it is important to differentiate between cyber intervention and other cyber 

activities that do not constitute intervention as there are many areas of activity that are a 

legitimate concern of the international community. 
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III- International Humanitarian Law and Hybrid Warfare   
 

    Armed conflicts are not illimitable, but bounded due to the efforts of scholars, theorists, and 

humanitarians throughout history that developed legal regimes to minimalize the harm of the 

use of force and the disastrous impact of armed conflicts.710 These borderlines are developed 

to ensure the respect of human dignity and alleviate human suffering during an armed conflict.  

International Humanitarian Law (IHL) (also known as Jus in Bello or the Law of Armed 

Conflict “LOAC”), is the law that applies in armed hostilities through a set of rules that seek 

to limit the effects of armed conflict. This legal regime, a primary branch of international law, 

has originated in customary practices of armies and developed over the ages on all continents.  

 

So in addition to conventional law as the main source of IHL, customary IHL is of particular 

importance as states that have not ratified IHL treaties, are still bound by customary law. 

Moreover, as there is less conventional law governing NIACs, customary law becomes vital to 

fill in gaps in the written law. The customary nature of conventions and treaties, which is 

reinforced by Article 1 of the GC, which removed the imposition of reciprocity when signing 

treaties, compels states to comply with IHL and its obligations. However, the rules of IHL are 

also applicable to armed conflicts between a State and armed opposition groups or between 

such groups, so they apply to all parties of the conflict. Some provisions in the Hague and GCs 

were reflections of existing customary law, therefore they are binding on all states regardless 

of ratification, and also on armed opposition groups in the case of NIACs. The reason why the 

application of customary international law is of high significance to NIACs, as treaty law has 

remained limited in some areas of such conflicts.  

IHL can also be found in certain non-binding instruments, known as soft law that although may 

appear to be legal in nature, yet are not legally binding and cannot be enforced against the 

parties. One of the examples of soft law that supports the IHL treaties and customary 

international humanitarian law is the 2008 Montreux Document on pertinent international legal 

obligations and good practices for states related to operations of private military and security 

companies (PMSCs) during armed conflict711. The document details the legal obligations of 
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states with regards to PMSCs and their activities during a conflict and provides suggestions for 

best practices in how to implement those obligations. The role of soft law in such circumstances 

is highly relevant to contemporary conflicts, as states employ PMSCs to perform combat or 

combat-related operations, and that has increased in modern conflicts in terms of the number 

of conflicts they have been employed, and the range of tasks assigned to them. States, therefore, 

are required to make sure that PMSCs act in accordance with IHL and are familiar with its 

rules.  

 

For IHL to apply to a situation of violence, it must involve an armed conflict by which that can 

be analyzed from different perspectives. Firstly, the temporal scope as IHL applies from the 

moment the armed conflict breaks even if parties of the conflict do not acknowledge the state 

of war. Secondly, material scope as different sets of rules apply to IAC and NIAC therefore 

the material scope is important to identify the nature of the conflict. And thirdly, the 

geographical scope, as IHL applies to the entire territory of the State(s) involved in the conflict, 

regardless of where the fighting is taking place. The preceding underlines the main difference 

between IHL that regulates the conduct of parties engaged in an armed conflict, and the Jus ad 

Bellum set out in the UN Charter that regulates whether a State may rightfully resort to armed 

force in its international relationships. By which the provisions of humanitarian assistance 

apply in cases of occupation, IACs, NIACs, and the event of natural or man-made disasters. Its 

legal framework serves as a vital tool to address such situations, advocate and achieve the 

protection of affected civilian populations.  

 

     Moreover, the IHL is concerned with the protection of non-combatants, and the behavior of 

the states and combatants during an armed conflict. IHL endeavors to minimize unnecessary 

harm throughout the armed conflict by establishing rules of the proper conduct of hostilities 

for humanitarian reasons. That includes, but is not limited to, protecting persons who are not 

or no longer participating in hostilities (hors de combat, which includes civilians, medical and 

humanitarian workers), prisoners of war (POW), limit casualties, and the appalling impact of 

armed conflicts by regulating the means and methods of warfare, seek to protect persons and 

property through outlining the rights and duties of states and NSAs during an armed conflict.  

 

    On the other hand, HW with no universally recognized definition combined with the increase 

of NIACs, are seen to be evolving in the contemporary scene, certain challenges to the 

applicability of IHL were noticed. HW in armed conflicts is not a new phenomenon, but their 



multi-dimensional features fall short of all traditional classification of conflicts and rather 

combine their distinct characters in a single form creating a legal grey area. Besides, NSAs 

have evolved in power, involvement, and influence leading to uncertainties regarding the 

classification of armed conflict especially since some states deny their participation in armed 

violence, but rather argue that they are engaged in counter-terrorism operations not governed 

by IHL.712  

   Likewise, present-day NSAs have blurred the line of distinction between civilians and 

combatants, by upgrading their ability to establish an autonomous status that consists of State 

structure, deploying modern weapon systems ranging from high-tech arsenals and self-directed 

artilleries, and invulnerable ability to craft covert operations. At the same time, operating in 

urbanized territories where civilians and armed actors intermingle. Additionally, the 

classification and threshold of armed conflicts, whether IAC or NIAC, is flexible, especially 

with the additional rules provided by the APs to the GCs 1949. Though these rules define the 

field of application and do not extend to the entire law of armed conflicts, yet uncertainties and 

different substantive regulations especially with regards to the armed conflicts of both types of 

conflicts are of significant relevance to the legal gray area in contemporary conflicts.713 

Therefore, the conditions for the existence of a NIAC in terms of sufficient level of 

organization for the NSA, intensity of hostilities, and geographic scope of the NIAC remain a 

source of legal uncertainty.  

    The challenge in identifying the nature of an armed conflict (IAC or NIAC) was not created 

by HW but rather exploited by it. Hybrid adversaries have used the necessary means to take 

advantage of the gap between the two systems on one side, and the possible convergence on 

the other. According to Cassese, the two bodies of international law have converged with the 

result that internal strife is now governed to a large extent by the rules and principles which 

had traditionally only applied to IACs.714 Similarly, the ICRC has taken the position that the 

insufficiency concerning content and coverage of treaty law applicable in NIACs should be 
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addressed by analysis of custom and not the promulgation of further treat-based law.715 But, 

what seems as convergence to erode the gap between the two legal regimes, is not in place yet. 

The ICTY in the Tadic appeal trial considered that the extension has not taken place in the 

form of a full and mechanical transplant of those rules to internal conflicts, rather the general 

essence of those rules, and not the detailed regulation they may contain, has become applicable 

to internal conflicts.716 Mainly, the distinction between IAC and NIAC in a hybrid warfare 

scenario depends on the evidence of a state attribution to the conflict. State attribution is highly 

challenging in modern conflict due to state denial policy and covert operations, adding to this 

evidential legal uncertainty, the ICJ and ICTY understanding of whether applying a high degree 

of “effective control” or a lesser degree of “overall control” would highlight the challenges 

imposed to IHL from Hybrid adversaries.  

 

    Furthermore, the means and methods used by hybrid adversaries complicate the attribution 

to a particular type of armed conflict and the implementation of IHL.  For example, collateral  

cyber activities which are inherently trans-border aggravate any approach to classification 

based on geographical factors. Therefore, cyber-attacks are very crucial once deployed in an 

armed conflict and raise questions about the fundamental principles of IHL and their full 

implementation in certain fields. From a humanitarian perspective, the challenge of cyber 

operations stems from the digitalization on which cyberspace is built, such digitalization 

ensures anonymity that complicates the attribution of conduct. And while IHL relies on the 

attribution of responsibility to individuals and parties to conflicts, major difficulties arise. For 

this chapter, cyber activities will be considered as those designed, intended, or used to cause 

injury or damage to an adverse party in an armed conflict, by that analysis will exclude cyber 

activities that fall below this threshold, such as espionage or financial hacks. In this regard, 

comparing cyber-attacks to kinetic operations and the possible collateral effect on civilians can 

be challenging due to the interconnected and dynamic nature of target systems and networks. 

So cyber-attacks on specific systems may have various  repercussions on various other systems 

despite where they are located.  Cyber operations conducted by state actors or NSAs that have 

similar effects to classic kinetic operations (destruction of civilian or military assets or cause 
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the death or injury of soldiers or civilians) are governed by IHL if occurred during an armed 

conflict.717 So, states should use the existing processes developed for the purpose of kinetic 

operations as a general frame of reference and adapt them to account for the challenges posed 

by cyber operations. However, if such attacks did not result in any physical destruction or loss 

of lives, or conducted by civilian hackers, it remains unclear what is the status of such actors 

(combatants, civilians, or civilians directly participating in hostilities). In particular that states 

tend to blur the functions of the various organizations that can be involved in the conduct of 

cyber operations, as such operations involve cyber intelligence, private sectors, and private 

individuals. So, procedures must comply with IHL and states must put in place measures to 

spare the civilian population and objects.  

    Similarly, according to Tallinn Manual, the 2008 conflict between Georgia and Russia 

consisted of cyber operations that were launched by civilians and took place on belligerent 

territory during an armed conflict, therefore there was no doubt that IHL applied. However, the 

challenging legal question is whether cyber operations alone can qualify as armed conflicts to 

which IHL applies if there is no armed conflict in the first place. Moreover, the simple 

combination of a variety of actors to a single battlefield with the possibility of its extraterritorial 

effect that might spill over the territory of another state, with operations that combines a level 

of intensity that crosses the thresholds of one type of conflict and could stay below the threshold 

of another, is problematic by which it changes the nature of the conflict from a NIAC to an 

IAC or establish them both in parallel.  

    In this chapter, two main topics will be addressed, the distinction between NIAC and IAC, 

and the distinction between civilians and combatants in the context of HW. In doing so, the 

analysis will focus on the classification of hybrid armed conflicts and will highlight a general 

understanding of how to classify a conflict and identify its parties. Hence, selected situations 

will be examined in the light of IHL such as the annexation of Crimea that is relevant because 

it will examine the confusion created by annexation that did not meet the level of violence. 

Another scenario is the NIAC involving ISIS in Syria that reflects the role of NSAs in 

classifying a conflict that involves the territory of multiple States. Moreover, further 

examination will cover NSAs in NIACs and the geographic limitation of IHL with regards to 

cyber operations, and assess the spill-over conflicts and their impact on the classification 

paradigm. Also, HW, as explained before, creates confusion and flourishes in co-existing 
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conflicts. So, an examination of such types of conflicts is required and fits the challenging 

nature of hybridity that blurs the line of distinction between both classical categorizations.  

 

Last but not least, selected issues related to principles of distinction will be addressed.  Notably, 

analyzing this principle in the context of cyber operations is highly relevant to contemporary 

conflicts. In doing so, the distinction between civilian object and military objectives will be 

addressed in the cyber context, particularly the problems that arise with regards to dual-use 

infrastructure. And finally, will also examine in detail the problem of direct participation in 

hostilities under IHL. In that event, analyzing civilians’ participation in hostilities through 

cyber means will require looking through the ICRC’s Interpretive Guidance on the Notion of 

Direct Participation in Hostilities that was published in 2009, and Tallinn Manual experts’ 

opinion on this matter.  

 

1. International Humanitarian Law: Background 
 

    The law of armed conflict comprises the Geneva Conventions, the Hague Conventions, and 

several other treaties and laws, by which it was developed in an attempt to mitigate the 

atrocities of armed conflicts. However, means and methods of warfare have always been 

subject to certain principles and customs that are reflected in rules of international customary 

law, rules of ancient civilization, and religions. That has also been the case with regards to the 

classification of armed conflicts. For example, Christianity distinguished between external and 

internal wars to ensure that heretics and heathens do not benefit from the same treatment, which 

Christians are entitled to.718 Also, Islamic rules have set different obligations and methods 

towards the adversary and differentiated between wars against unbelievers and wars against 

fellow Muslims.719 Nevertheless, as the codification of the IHL started in the 19th century, that 

was strongly influenced by the Lieber Code of 1863720, written to govern the conduct of Union 

forces during the American Civil War as the first example of the codification of the laws of 

war. The codification was striking a careful balance between humanitarian concern and 
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military requirements of States. It is important to note that the ICRC721; was founded in 1863 

at the initiative of Henry Dunant who witnessed and helped in easing the suffering of wounded 

soldiers at the battle of Solferino in 1859 and then lobbied political leaders to take more action 

to protect war victims; had an important role in such maturity. Henry Dunant campaigned for 

this cause and by August 1864, delegates from dozen countries adopted the first Geneva 

Convention (Hereinafter GC) for the Amelioration of the Condition of the Wounded and Sick 

in Armed Forces in the field, which framed these inputs in a legal form and made it compulsory 

for armies to care for all wounded soldiers on both sides of the conflict.722 

 

 In parallel, the Hague Convention was a series of international treaties issued from 

international conferences held at The Hague in the Netherlands in 1899 and 1907. Although 

the first conference failed, yet it did adopt conventions defining the conditions of a state of 

belligerency and other customs relating to the war on land and sea. The convention focused on 

the prohibition to warring parties to use certain means and methods of warfare, and concerning 

issues such as the pacific settlement of international disputes and the laws and customs of war. 

That Hague convention is considered one of the two main treaty sources of IHL that was later 

amended and extended by the GCs. So, IHL splits into two different groups, the Geneva Law 

that deals with protected person and demands humane treatment, and the Hague law that deals 

with means and methods of warfare that limits the type of weapons, facilities, or strategy used 

within an armed conflict.  

    The process of establishing the rules of IHL has changed decisively after WWII and steered 

to the conclusion of three additional GCs for the protection of the victims of war as follows: 

(a) the second GC for the Amelioration of the condition of wounded, sick, and shipwrecked 

members of armed forces at sea, that came as a successor of the Hague convention 1907; (b)the 

third GC 1929 relative to the treatment of Prisoners of war; and (c) the fourth GC relative to 

the protection of civilian persons in time of war 1949.723 With the four conventions revised and 

adopted, the whole set was referred to as the “GCs 1949” and ratified in whole or with 
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reservations by 196 countries to date, and they were considered the foundational treaties of the 

modern law of armed conflict or IHL.  

     Given that, the GCs have brought two fundamental changes, first in replacing the term 

“War” with “Armed Conflict”, ensuring the applicability of IHL to an armed conflict regardless 

of whether it was declared or not. Second, the acknowledgment and extension of IHL to 

NIACs. This development was not seen as a novel step towards creating new types of conflicts 

that existed long before 1949, but it was the first time that international law codifies minimal 

rules to be respected during NIACs.724 The various treaties of GCs deal mainly with the fate of 

persons who have ceased to fight or have fallen into the power of the adversary.  

 

    Correspondingly, armed conflicts are either international or internal. CA 2 of the GCs states 

that an IAC is a declared war or any other armed conflict which may arise between two or more 

States.725 While CA 3 of the GCs applies to armed conflicts not of an international character 

occurring in the territory of one of the High Contracting Parties.726 However, due to the 

development of new weapons, the decolonization after WWII that increased the numbers of 

states with new emerging humanitarian needs, and the evolving nature of NIACs, a diplomatic 

conference was held between 1974 and 1977 that drew APs to the GCs with great influence on 

the scope of applicability of IHL. By which the two branches of law covered in the Hauge and 

GCs were further developed by the first two APs to the GCs. To point out, the AP I apply to 

situations of declared war and armed conflicts between high contracting parties, including 

conflicts against colonial domination, alien occupation, and against racist regimes in the 

exercise of people’s right of self-determination, as enshrined in the UN Charter and the 

Declaration on Principles of International law concerning Friendly Relations and cooperation 

among states under the UN Charter.727 While the AP II of 1977, which supplements and 

develops CA 3 of the GCs, applies to armed conflicts between regular armed forces and 

dissident armed forces or other organized armed groups which are under responsible command, 

exercise a certain control over a part of the territory as to enable them to carry out sustained, 

concerted military operations and implement this protocol. A threshold that is higher than the 

one provided in CA 3 of the GCs with regards to NIACs, by which the key distinguishing factor 
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between the two regimes is that Article 1 of the AP II requires armed groups to have the ability 

to control territory. And finally, came AP III of 2005 relating to an additional distinctive 

emblem (the red crystal).728  

 

 The GCs and their APs have enjoyed universal ratification, frequent reaffirmation, and 

widespread integration into domestic law and military doctrine. Relatedly, numerous 

international treaties emerged, that is thought to reflect customary IHL, were binding to all 

states and parties to a conflict, and played a significant role in the continuous effort to alleviate 

the effects of armed conflicts. These treaties include but are not limited to the following, The 

1954 Convention for the Protection of Cultural Property in the event of Armed conflict and its 

two protocols;729 The 1972 Biological Weapons Convention;730 The 1980 Convention on 

Conventional Weapons and its five protocols;731 The 1993 Convention on Chemical 

Weapons;732 The 1997 Ottawa Convention on anti-personnel mines;733 The 2000 Optional 

Protocol to the Convention on the Rights of the Child on the Involvement of Children in Armed 

Conflict;734 The 2006 International Convention for the Protection of All Persons from Enforced 

Disappearance;735 and The 2008 Convention on Cluster Munitions (CCM).736 

 

1.1. Basic Principles of International Humanitarian Law 

 

    Additionally, justice in armed conflict is distinct from just war in jus ad Bellum, by which if 

the state lacks just cause of war, it may fight justly once an armed conflict occurs. That is based 
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on the morally exceptional character of armed conflict reflected in the principles of IHL. The 

morally exceptional nature of warfare means that its main goal is to reach a peaceful conclusion 

with fewer costs that is the main fundamental idea behind the doctrine of humanitarianism that 

balances the military necessity and humanitarian concerns for all victims of warfare.737  

 

First, the Principle of Distinction requires the parties of armed conflict to distinguish, at all 

times and under all circumstances, between combatants and military objectives on the one hand 

and civilian objects on the other. Such right is exempted in case civilians took part in 

hostilities738. This principle was first outlined in the St. Petersburg declaration, stating that: 

“the only legitimate object which states should endeavor to accomplish during war is to weaken 

the military forces of the enemy”739. According to the Kassem case in 1969, Israel’s Military 

Court at Ramallah recognized the immunity of civilians from direct attack as one of the basic 

rules of international humanitarian law740.  The principle is then merely understood as a clear 

distinction of military targets from the civilian environment, by which it should assure that 

military operations shall target only military targets (combatants and military objectives). This 

principle also prohibits indiscriminate attacks under AP I article 51(4), that are incapable of 

distinguishing between civilians or civilian objects and military objectives, or that occur where 

the effects of the attack cannot be limited as required by IHL.  

Second, the Principle of Necessity and Proportionality by following the rule that a belligerent 

can only apply the amount and kind of force necessary to defeat the enemy, without causing 

loss of civilian life by excessive attacks741. And every feasible precaution by belligerent must 

be taken to avoid civilian causalities.742 This is not easily assessed especially since the military 

commander must act reasonably in the circumstances prevailing at the time using the 

knowledge they have acquired in fulfillment of their obligation to take precautions in attack. 

So the lawfulness of such attacks does not depend solely on the outcome but must include the 

knowledge factor of the commander.   

Third, the Principle of Humane Treatment requires that civilians are always treated humanely, 

prohibiting by that any violence to life and person including torture or cruel treatment743. This 
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rule has been established by state practice as a norm of customary international law and is 

applicable in both IACs and NIACs. For example, treating the prisoners of war humanely was 

recognized in the Lieber Code744, and Hague regulations745. Humane treatment is an 

overarching concept, yet according to CIHL rules, it includes but is not limited to certain 

categories of persons: the wonder, sick and shipwrecked, persons deprived of their liberty, 

displaced person, women, children.746   

Fourth, the Principle of non-discrimination requires that all protected persons shall be treated 

equally by parties to the conflict without any distinction based on religion, race, sex, or political 

opinion747 . Besides, preferential treatment is given to women and children during an armed 

conflict requiring that children under 18 must not take part in hostilities748. As seen the 

principles provide general protection for civilians and civilian objects and apply only to 

military operations that qualify as attacks defined under IHL.749 

 

 

    Therefore, once a situation is classified as an armed conflict, IHL directly comes into force 

through a set of rules that applies to the belligerent behavior, protection of non-combatants 

including civilians and their properties, as well as the respect of the environment. So, the 1949 

GCs established the modern distinction between types of conflicts.750 However, due to the 

transformation of international relations, the nature of armed conflicts, and the dividing line 

between war and peace that have been blurred with the evolving features of warfare, 

specifically in the era of HW, the IHL has been facing significant challenges that need to be 

addressed. Nonetheless, the notion of responsibility is an essential part of the implementation 

and respect for the law and its basic principles. The reason why IHL provides several 

obligations that trigger the international responsibility of states in case of violations. 
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1.2. Responsibilities and Violations of States under International Humanitarian Law  

 

A State is responsible for violations of international humanitarian law attributed to it. State 

practice establishes this rule as a norm of customary international law applicable to violations 

committed in both IACs and NIACs. Equally important, is the responsibility of states for 

violating IHL by which to determine such violation, the conduct of individuals or groups must 

be attributable to the state, even if the state did not authorize the violation, it still holds 

responsibility. States also may be responsible for the wrongful acts of NSAs over which they 

exercise effective control. This is similar to the attribution discussed in the previous chapter, 

nonetheless, the difference is that such violation occurs in an armed conflict. One of the 

challenges that surround such responsibility is that usually, it is a matter for diplomatic 

discussion by which in an ongoing armed conflict, parties of the conflict are not conducive to 

such dialogue.751 Nonetheless, once such violations occur and attribution has been determined, 

the state will be held responsible for violations of IHL. Consequences can include UNSC 

sanctions, such as arms embargoes, financial sanctions or travel bans, or even the use of force 

against that state. State responsibility for failing to respect obligations under IHL can be 

triggered before the ICJ by other states suffering damages related to such violations and can 

lead to compensation. In addition, if a State failed to prosecute perpetrators of war crimes, 

crimes against humanity, and genocides at the national level may in certain circumstances 

trigger the competence of the ICC. The court jurisdiction is established by the State ratification 

of the ICC statute or by the binding decision of the UNSC when the state is unwilling or unable 

to prosecute alleged offenders.752  

States must undertake to respect and ensure respect for the GCs in all circumstances.753 The 

responsibility of states is confirmed in both treaty and customary IHL. A study published by 

ICRC in 2005 highlighted the rules of customary IHL and drew the following obligations on 

states in connection with their actions in IAC and NIAC.754 

 A State is responsible for violations of international humanitarian law attributable to it, 

including: 

- Violations committed by its organs, including its armed forces; 
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- Violations committed by persons or entities it empowered to exercise elements of 

governmental authority; 

- Violations committed by persons or groups acting in fact on its instructions, or under 

its direction or control;  

- Violations committed by private persons or groups that it acknowledges and adopts as 

its own conduct (Rule 149). 

In addition, a State responsible for violations of international humanitarian law in the context 

of an international or a non-international armed conflict is required to make full reparation for 

the loss or injury caused (Rule 150). Moreover, states must investigate war crimes allegedly 

committed by their nationals or armed forces, or on their territory, and, if appropriate, prosecute 

the suspects. They must also investigate other war crimes over which they have jurisdiction 

and, if appropriate, prosecute the suspects (Rule 158). Finally, states must make every effort to 

cooperate, to the extent possible, with each other to facilitate the investigation of war crimes 

and the prosecution of the suspects (Rule 161). 

The ICJ has held in several cases that the conduct of a State organ always triggers the 

responsibility of that state, without having to prove that this group acted under the State’s 

orders or acted in contrary to the instructions given. For example, in the Armed Activities on 

the territory of the Congo case, the ICJ affirmed that “according to a well-established rule of 

international law, which is of customary character, the conduct of any organ of a State must be 

regarded as an act of that State.” 755 In the same case, the ICJ held that it was also irrelevant 

for the attribution of their conduct to Uganda whether the UPDF soldiers acted contrary to the 

instructions given or exceeded their authority. The court asserted that “according to a well-

established rule of a customary nature, as reflected in Article 3 of the Fourth Hague Convention 

respecting the Laws and Customs of War on Land of 1907 as well as in Article 91 of Protocol 

I Additional to the Geneva Conventions of 1949, a party to an armed conflict shall be 

responsible for all acts by persons forming part of its armed forces”756. Therefore, while states 

will be responsible for violations attributable to it, the individuals who commit such violations 

will be prosecuted based on the gravity of the offense or crime. In which violations of IHL are 

not necessarily war crimes, as the GCs require states to criminalize certain serious violations 

of IHL, known as grave breaches. The judicial enforcement of IHL relies on national courts, 

which was foreseen by the GC 1949 which imposed an obligation of states to incorporate the 
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relevant rules of IHL into domestic legislation, to enforce international law governing armed 

conflicts through national courts.757 By which the jurisdiction of the main permanent 

international courts, ICC that is competent to determine individual criminal responsibility for 

war crimes, and ICJ that is competent to determine State responsibility for IHL violations in 

armed conflicts and to render advisory opinions on such cases, are restricted by State 

sovereignty as laid down in Article 2(7) of the UN Charter-based on the domestic jurisdiction, 

that does not create an obstacle to the judicial enforcement of international law, rather it endows 

national courts with a special role in enforcing international law.758  

 

Similarly, AP II related to violations of IHL in NIACs, CA 3 and AP II of the GCs did not 

mention the possibility of criminal prosecution for violations. Yet, it is generally accepted that 

individual criminal responsibility arises for certain serious violations of IHL, regardless of 

whether they are committed in an IAC or NIAC.759 For the national courts to have such 

jurisdiction that involves cases that violate IHL in NIAC or IAC, the rule of law requires courts 

to be independent, impartial, accessible, and able to provide effective and equal enforcement 

of the law. That is assessed based on structural conditions that empower courts to enforce IHL 

and functional conditions that refer to the court’s de facto enforcement of IHL.760 That is of 

high interest to the international community to ensure that national courts are equipped and 

well placed to perform the role within the domestic legal order.  

 

Nonetheless, in practice violations of IHL might be hardly detected as the areas of conflict 

zones are often inaccessible, destruction of physical evidence, and deliberate spread of 

misinformation about the actual conduct by belligerents. However, AP I of the GCs has 

established the International Humanitarian Fact-Finding Commission (IHFFC)761, which 

consists of an expert body to respond to incidents concerning IHL during an armed conflict. 

But that will rely on the consent of the parties to a conflict that needs to accept the authority of 

the Commission by depositing an “Article 90” declaration.762 Also, other UN mechanisms play 

a vital role in fact-findings such as the special rapporteurs, independent experts, and working 

groups established under the IN Human Rights Council’s special procedures.  
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   Consequently, the distinction between peacetime and wartime is fundamental for the 

application of different legal regimes, thus it is vaguer in contemporary conflicts. For example, 

according to Marco Sassolli, the victims of IHL violations often have no other remedy than to 

try and trigger a procedure before a human rights body, however, such bodies sometimes 

neglect the specificities of IHL and armed conflicts.763 This brings us to the role of both the 

IHL and IHRL in promoting the protection of individuals and the reason why they both 

interplay although they do not occupy the same space at the same time. Both bodies of rules 

are considered to be complementary, but they can contradict too due to the expansion of IHL 

to cover NIACs and the increased application of IHRL to conflict situations that led to co-

application by reinforcing one another, at the same time generated a normative tension that 

requires a certain form of regulation.  

 

 

1.3. The Relationship between IHL and IHRL 

 

 First, both bodies of law have similarities in the strive to protect the lives, health, and dignity 

of individuals. But these two branches of public international law have developed separately 

through different treaties and have a different scope of application. The Human Rights law 

originally was a matter of constitutional law, an internal relation between government and its 

citizens, but after WW II it became a body of international law. IHRL is a law crystallized by 

the adoption of the Universal Declaration of Human Rights 1948 (UDHR), with sets of 

international rules established by treaties, customary rules, and soft law principles forming the 

IHRL that operates at all times.764 On the other hand, IHL that developed from the pre-charter 

Hague and Geneva law is traditionally based on the humane expectations between  states at 

war as civilized behavior and developed to regulate inter-state relations reflecting their 

common interest in minimizing the devastating impacts of armed conflicts and limited to the 

territories involved.765 Comparably, IHRL developed in post-1945 focusing on the legal 

relations between governments and individual rights holders, finds its roots in the International 

Covenants on Civil, Political Rights, and Economic, Social and Cultural Rights of 1966 
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(ICESCR).766 This body of law applies in the situation of peace and war alike “lex generalis”, 

while IHL applies during an armed conflict “lex specialis”. In this respect, IHRL appears to be 

more protective than IHL, but its rules may not be realistic in an armed conflict.767 So, although 

both have different origins and rules, yet there has been convergence and interplay from the 

adoption of the UDHR in 1948 that have influenced the codification of GC 1949 and its APs.768 

 

 To clarify, the “lex specialis” under international law is a situation governed by a specific rule 

which makes it deviate from the general rule “lex generlis”. When the two principles coincide, 

then the complementarity and mutual reinforcement are reflected, however, when they are not 

completely compatible, it is the interpretation principle of “lex specialis” that is invoked and 

the norm that is best tailored to the situation prevails. Such principle is reflected in the writings 

of Hugo Grotius that considered any conflicting between special and general rules, the former 

is more effective. Also, the advisory opinion of the ICJ in the Nuclear weapons case has noted 

that the two sets of norms, IHL and IHRL, should be interpreted in harmony on the principle 

of systemic integration.769 Similarly, in the advisory opinion in the Wall case, the ICJ has noted 

that in matters that relate to both IHL and IHRL, both will be taken into consideration.770 In 

other words, under certain circumstances, the specific rules of human rights law are applied by 

reference to IHL standards, and the closer the situation is to the battlefield, the more IHL will 

take precedence, and vice versa. So, the ICJ has defined an exclusive framework of these rights 

regarding their applicability in distinct circumstances but also acknowledged that when in 

situations where both IHL and IHRL apply simultaneously, the doctrine of lex specialis applies. 

Therefore, it is accepted that IHRL continues to apply to states both in times of peace and 
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armed conflict unless the state has derogated from the relevant human right if that derogation 

is lawful.  

   However, it will be challenging to determine which conflicting rule constitutes the “lex 

specialis” in every specific situation. For instance, the ECHR in Hassan v. the United Kingdom 

case, concerning the capture of the applicant’s brother by British armed forces and his detention 

at Camp Bucca in Iraq, considered that both IHL and European Convention of Human Rights 

provide safeguards from arbitrary detention in time of armed conflict and that the grounds of 

permitted deprivation of liberty set out in Article 5 requires that both laws should be 

accommodated, as far as possible, with the taking of POW and the detention of civilians who 

pose a risk to security, under the third and fourth GCs.771  

Moreover, states are allowed to suspend certain human rights provisions for emergencies, 

which trigger misconception to exempt such rights in armed conflicts, even though 

international law is clear that such derogations do not involve international obligations of states 

towards others, such as discrimination solely on the ground of race, color, sex, religion772. 

Therefore, if derogation clauses exist, suspension of certain rights applies, but that does 

suspend the limit of other rights which makes human rights apply even in armed conflict but 

in a modified manner. On the other hand, the right of derogation does not apply to IHL, as its 

rules are only applicable during armed conflicts773, which makes IHL unsuspended with the 

only exception of Article 5 to the fourth Geneva Convention774. Derogation from the right to 

life under human rights laws are strictly limited to exceptional circumstances and can be 

invoked only in time of war or other public emergency threatening the life775, while killing is 

allowed in a less limited circumstances in wartime under the IHL.  

 

     IHRL and IHL are traditionally two separate branches in law, yet the development and 

practices showed not only common features but also common integration in practice. One of 

the finest examples of this co-application is the “Guiding Principles for Internally Displaced 

Persons” that bring together existing human rights and humanitarian law alongside the 
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framework for refugee law776. Numerous treaties were established based on such cooperation, 

such as “the Convention on the Rights of the Child of 1989777, the Rome Statute of the 

International Criminal Court778, the Optional Protocol to the Convention on the Rights of the 

Child on the Involvement of Children in Armed Conflict 2000779, the Basic Principles and 

Guidelines on the Right to a Remedy and Reparation for Victims of Gross Violations of 

International Human Rights Law and Serious Violations of IHL780. 

 

  On the other hand, the two bodies of laws contradict. For example, the IHL success depends 

on discretion and neutrality, while IHRL deals with accountability and/or responsibility. At the 

same time, the IHRL binds only states within the territory of that state or when people are 

subject to the state’s jurisdiction. In other words, IHRL governs the relationship between a 

State and persons within its territory or jurisdiction across a wide spectrum of conduct, while 

IHL that governs NIACs applies to both states and NSAs.781 That does not mean that both 

states and NSAs are equal under domestic law, as NSAs are bound by such law and will be 

prosecuted for any crimes or violations. IHL's main concern is protecting those who are no 

longer part of hostilities, while IHRL aims to protect everyone during peacetime from arbitrary 

behavior by their governments, so IHRL does not deal with the conduct of hostilities.782 As 

well, the applicability of IHRL to NSAs can face restrictions due to the challenging factor of 

full compliance based on the fact that NSAs cannot perform government-like functions on 

which the implementation of human rights norms is premised. Also, the extraterritorial 

application of IHRL arises under two conditions. Firstly, when an individual is under the 

authority and control of the agents of the state in question, for example when a state’s armed 

forces detain people outside that state’s territory. Secondly, where the state has effective 

control of an area outside its borders, such as during a military occupation.  So even if a state 

is involved in an armed conflict overseas, it will have obligations under both IHL and IHRL.783 

Therefore, it is generally accepted that the IHRL applies in armed conflicts, but whether and 

to what extent it applies extraterritorially and if it addresses NSAs, is still controversial. For 
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example, the rise of NSAs involved in terrorist operations that are undertaken in the context of 

NIACs led to certain misconceptions in the application of IHL and IHRL. Taking into 

consideration that some states consider that such operations are armed conflicts of terroristic 

and unlawful nature that require the applicability of IHL. While other states believe that such 

applicability of IHL can give legitimacy to NSAs. This creates a blurring effect on the lines 

between armed conflict and terrorism challenging the application and integration of IHL. The 

challenging aspect lies mainly in the lack of comprehensive and harmonized response from 

states and the UN that has resulted in the establishment of new and expansion of existing 

counter-terrorism measures.784 States showed a tendency to deny the application of IHL in 

favor of counter-terrorism regulations, particularly in the prosecution of genocide, crimes 

against humanity, and war crimes. That has produced inconsistencies in the identification and 

prosecution of war crimes that undermine the shared goal of human rights and humanitarian 

law in preventing unlawful conduct in armed conflict.785 By which undermining one body of 

legal norms has significant consequences and implications for the effectiveness of the other. 

 

Besides, the parallel approach of both IHL and IHRL with regards to the complexity of 

situations that might involve armed operations such as rebellions within an armed conflict, and 

internal disturbance such as protests that fall within law enforcement, is problematic because 

the co-application might simply become a cumulative application, whereby states are required 

to comply with the most demanding legal norm. The evolving interest in co-application of both 

bodies of law is because IHL has only the ICRC as an international monitoring body, while 

IHRL has developed courts, commissions, and committees that are involved in armed conflicts 

and crimes violating the principles of international law. This means that many incidents which 

occur during an armed conflict are currently being considered by IHRL bodies such as the 

ECHR. Similarly, the emerging and evolving role of ICC that was created by the 1998 Rome 

Statute to try cases relating to IHL to repress inter alia war crimes, has pushed further towards 

regulating the legal relationship between IHL and IHRL because the ICCs enforce international 

criminal law that in return enforces the norms of both bodies of the law creating specific 

criminal prohibitions.786 For example, the ICTY had the mandate to prosecute persons 
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responsible for grave violations of international law. The grave breaches that are set in the GC 

of 1949 are similarly reproduced in Article 2 of the ICTY statute stating that the court shall 

have the power to prosecute persons committing or ordering to be committed grave breaches 

of the GCs namely the acts against persons or property protected under the provision of the 

relevant GC of 1949.787 In addition, the implementation procedure of IHRL and IHL rests on 

States, by which the implementation of IHL requires states’ procedures with the key role of 

ICRC as a monitoring body in ensuring respect for the Humanitarian rules.  

 

To sum up, IHRL had played a very important role in filling the international legal gap 

identified before its dramatic development. It is majorly in NIACs that was expressed in CA 3 

of the GC 1949, by which the assumption was that unless IHL norms apply to such conflicts, 

states activities were unrestrained by international law. But with the development of IHRL, 

this assumption is no longer valid.  

 

It has been concluded that, despite the differences between those two branches of international 

law starting from origin up to the fundamental differences in implementation, it has been 

noticed that they both work in parallel application filling the normative gaps in the protection 

of individuals, mainly in the right to life, the prohibition of torture and enhances possibilities 

of accountability for law-violations and remedy for victims. However, the “lex specialis” rule 

introduced by the Nuclear Weapons advisory opinion, may not be as effective as desired. In 

which the concept of hybrid adversaries and conflicts of hybrid nature involving non-state 

armed groups or cyber militias can create a gap, yet that can lead in the future to the adoption 

of the more developed co-application rule as seen in the “Hassan v. UK” ECtHR case in which 

the court stressed that “even in situations of international armed conflict, the safeguards under 

the convention continue to apply, albeit interpreted against the background of the provisions 

of international humanitarian law”. This approach was also adopted at a national level by the 

Israeli Supreme court that considered a civilian taking a direct part in hostilities cannot be 

attacked at such time if a less harmful means can be employed.788 The judgment takes into 

consideration the complexity of the conflict and the obligations of the State of Israel relating 

to the residents of the Gaza strip, that derives from the state of armed conflict that exists 
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between Israel and Hamas organization that controls the strip and from the degree of control 

exercised by Israel over the border crossing. Another example can be found in the International 

Commission of Inquiry on the Gaza border protests789 (that do not reach the threshold of armed 

attacks), the commission found that even if an armed conflict is occurring and demonstration 

was organized (including militants), then IHRL rules involving law enforcement prevail over 

IHL rules, setting the bar of the use of lethal force against demonstrators in prohibiting the 

targeting of individuals in the crowd if based purely on their membership in an armed group. 

 

 

2. Applicability of Jus in Bello to Hybrid Warfare 
 

In the previous chapter, the complexity of HW means and tools to the legality of the threat or 

use of force in international relations was highlighted. It acknowledged the challenging nature 

of hybrid adversaries, particularly the attribution problem to state responsibility and the 

threshold of these operations. However, in this chapter discussions will focus on armed 

conflicts, whether IAC and NIAC or even the internationalization of a NIAC as a result of a 

third State military intervention on the side of the rebels concerning HW. Additionally, will 

portray the impact of cyber operations, hybrid non-state groups or adversaries in light of the 

IHL (customary and treaty), its basic principles, legal framework, challenges imposed, and 

possible remedies.  

 

 Various elements should be taken into consideration while addressing the challenges of HW 

to IHL. First of all, the novelty of certain phenomena such as cyber-attacks to IHL that had 

changed the way armed conflicts are conducted especially since the current legal norms 

emerged at times where new technological means were not in the horizon. Secondly, difficulty 

in distinguishing between civilians and combatants, the ambiguity of conflict classification that 

is the main rule to determine the applicable law and highly challenged by the hybrid nature of 

contemporary conflicts, and the fusion of direct and indirect approaches to warfighting. The 

previous are relevant to the legal complexity created by HW, as traditional international law is 

based on binaries such as the distinction between war and peace to know what legal framework 

is applicable internationally and nationally, and once an armed conflict is confirmed it is 

important to determine the legal character of the conflict as to whether it is international or not.  
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Finally, the impact of HW on the principles of distinction, proportionality, and the prevention 

of unnecessary suffering, in line with the general rules governing the conduct of hostilities. 

While the LOAC is based on a subtle equilibrium between principles of necessity and 

humanitarian consideration to ensure that the force applied on the battlefield allows the 

accomplishment of the mission whole taking appropriate humanitarian considerations into 

account,790 the emerging complexity of the modern battlefield is undermining the confidence 

in LOAC and its ability to regulate hybrid operations.  

 

    In the same sense, hybrid operations are quite fertile in fragile or failed states due to the 

strong correlation between state fragility and conflict. According to the World Bank, fragile 

states share a common fragility in two particular aspects: “state policies and institutions are 

weak in these countries, making them vulnerable in their capacity to deliver services to their 

citizens, to control corruption, or to provide for sufficient voice and accountability. They face 

risks of conflict and political instability.”791 From a legal point of view, a failed or fragile state 

is one which, though still retaining legal capacity, has for all practical purposes lost the ability 

to exercise it. The key element is the lack of an effective body that can commit the state in a 

binding way to for example conclude an agreement.792  

In the current setting, many countries are addressed as fragile states with a permissive 

environment for NSAs and third states to operate in a hybrid manner. For example, Syria and 

Iraq in the aftermath of internal stability and NIAC that shifted to an internationalized conflict 

after the involvement of state actors in support to one of the parties to a conflict, or even in the 

operations against certain military groups such as ISIS. Also, Lebanon’s fragile situation with 

corruption, NSAs (Hezbollah’s influence in the region), and the guidance of regional powers 

such as Syria, Iran, Saudi Arabia, and Israel in shaping the political situation in the country. 

Likewise, the conflict in Ukraine starting from the Euromaidan revolution in 2014 that 

escalated to internal conflict in eastern Ukraine, the annexation of the Crimean Peninsula, and 

confrontation with Russia in many instances including the maritime incident after the Russian 

attack and seizure of Ukrainian naval vessels off the Crimean Peninsula. These incidents in 

fragile countries have been a perfect pattern of the link between fragility and conflicts and have 

resulted in decreased attempts to use conventional warfare and a higher likelihood of using 
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HW tools. Some of the most relevant tools that are developed and employed in such fertile 

environments are:   

- Disinformation is used to weaponize information to gain influence by leveraging social 

media through propagation or the ability to spread narratives and themes to an audience far 

and wide.793   

- Political and Economic Coercion relies on the tools to influence the political and economic 

status of another state towards the adversary’s benefit and interests. Such tools can vary 

from election interferences to debt traps such as the Belt and Road Initiative (BRI) launched 

by China spanning a multitude of projects designed to promote the flow of goods, 

investment, and people.794 Some of these projects are underway, such as the China-Pakistan 

Economic Corridor (CPEC), a 3000 km corridor that runs from Chia’s Kashgar to Pakistan 

Gwadar.795  

- Cyber Operations are quite successful in fragile states or war-torn states due to weak 

cybersecurity systems, lack of cyber regulations, and the role of multiple actors in a failed 

governed system. Cybercriminal networks prefer operating in functional but corrupted 

countries that provide baseline political order where sovereignty provides some protection 

from external interdictions. One example is the Syrian Electronic Army (SEA), a group of 

hacktivists that was formed in 2011 from patriotic hackers supporting the Assad regime. 

Despite their denial of any connection to the Syrian government, yet their self-assigned 

mission to protect the homeland and support the reforms introduced by President Bashar 

Al-Assad is evidence of their connection and role in the ongoing conflict in Syria. 796 

Currently, there is no binding legal framework under international law that governs cyber 

                                                 
793 Twitter is one of the tools used to spread disinformation via social bots that create thousands of fake accounts 

that can simultaneously broadcast hashtags and topics thousands of times advancing adversary’s narrative into 

the trending topics on the platform (Twitter). See Watts C., Extremist Content and Russian Disinformation 

Online: Working with Tech to Find Solutions, October 2017, https://securingdemocracy.gmfus.org/extremist-

content-and-russian-disinformation-online-working-with-tech-to-find-solutions/   
794 BRI that was announced in 2013 (also known as One Belt, One Road) aimed to strengthen China’s connectivity 

with the world. The initiative involves 138 countries with a combined Gross Domestic Product of $29 trillion and 

some 4.6 billion people. The initiative’s main asset is that Beijing has injected massive amounts of capital into 

Chinese public financial institutions (such as the Chinese Development bank “CDB” and the Export-Import Bank 

of China “EXIM”) to allow these institutions to finance Chinese State owed enterprises with low borrowing costs 

and offer them highly competitive bids for projects around the world. See, China Power Team. How Will the Belt 

and Road Initiative advance China’s Interests? CSIS, May 8, 2017, Updated August 26, 2020. 

https://chinapower.csis.org/china-belt-and-road-initiative/  
795 Ibid.  
796 Al-Masry A., The new face of the Syrian Electronic Army “SEA”, May 17, 2018. 

https://chinapower.csis.org/china-belt-and-road-initiative/ . The SEA was behind several operations such as 

hacking the Associated Press’s Twitter account in 2013, tweeting that the White House had been under attack 

and that President Obama had been injured, a three-minute hack that reportedly caused a $136 billion drop in 

stock markets. 

https://securingdemocracy.gmfus.org/extremist-content-and-russian-disinformation-online-working-with-tech-to-find-solutions/
https://securingdemocracy.gmfus.org/extremist-content-and-russian-disinformation-online-working-with-tech-to-find-solutions/
https://chinapower.csis.org/china-belt-and-road-initiative/
https://chinapower.csis.org/china-belt-and-road-initiative/


warfare. While the AP I highlighted the study, development, acquisition, or adoption of 

new weapons and methods of warfare, and set the obligation on states to determine whether 

its employment would be prohibited by this protocol or by any other rule of international 

law applicable797. But the legal gap is recognizable by which the international community 

has witnessed numerous cyber incidents that indicated the serious concerns behind these 

newly emerging threats.798 For instance, the confusion that cyber civilian hackers create 

was also reflected in Rule 29 of the Tallinn Manual which states: “civilians are not 

prohibited from directly participating in cyber operations amounting to hostilities, but 

forfeit their protection from attacks for such time as they so participate.”799 The fact that 

civilian hackers can be lethally targeted in both IAC and NIACs is not novel, on the 

contrary, it is a reflection of IHL that considers civilians participating in an armed conflict 

voluntarily waives protection from attack800. However, the challenges that may arise in 

such cases are in implementing the principle of distinction to the complex and vague nature 

of cyber warfare, and the promotion of military necessity that considers a military solution 

justifies the relaxation of normal rules against violence.  

- NSAs (include Cyber NSA) blend their identity to create confusion as to whether they are 

civilians or combatants. The role of NSAs flourishes in failed states or ongoing conflicts, 

due to their ability to infiltrate communities, create paramilitary networks, ability to finance 

their operations through illegal businesses and use the fragile security and lack of 

government accountability in failed states, to evolve. These groups can start as a criminal 

network using illegal resources to recruit and build their organization, and then evolve to 

blazing or starting conflicts, and even operations of transnational threat. Hybrid actors 

develop different mechanisms to maintain their capability, legitimacy, power and seek to 

build local structures that run parallel to those of the weakened state and to gain a footing 

within the state.801 Nonetheless, while addressing hybrid actors under IHL, despite the 

status or type they formulate (terrorist groups, hackers, criminal gangs, a proxy or private 
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military companies), such actors are examined whether they meet the level of organization 

and structure of an organized armed group or they do not. Therefore, it does not matter 

what kind of operations these groups are involved in, but if they match the legal 

requirements articulated in GCs, APs, and case law. Yet the challenges that will be 

highlighted in this chapter chiefly relate to the impact of new technologies in the hands of 

such groups, the geographical limitation of such weapons, and the problem of attribution 

veiled in contemporary conflicts.  

 

  Legally speaking, IHL established rules as to how operations may be conducted during an 

armed conflict, such rules are regulated by the GCs of 1949 and international customary norms, 

similarly, any state development of the IHL in the future will be through customary 

international law, but that will not be easily achieved due to inconsistencies in the states’ 

practices and challenging nature of contemporary conflicts. As explained briefly in Chapter I 

of this thesis, conflicts are classified as IAC or NIAC defined under common articles 2 and 3 

of the GCs 1949 and its APs. Moreover, international law continues to reflect a war- peace 

distinction, but the division is based on whether a particular situation of violence amounts as a 

factual matter to armed conflict.802 However, when hybrid means are employed in an ongoing 

armed conflict, whether it is formally declared war or not, or whether it is an IAC or NIAC, 

the IHL applies.  

Therefore, an armed conflict of hybrid nature is regulated by the IHL that represents 

fundamental principles of humanity and applies to all those involved in armed conflict, but the 

unarguable theoretical applicability comes with practical challenges because the effectiveness 

of IHL rules must remain definitive, understood, and accepted in current conflicts and any 

confusion or ineffectiveness of certain rules would allow actors to consider this area of 

international law as an anachronistic nuisance than a legal imperative.803 For example, the 

intensity of violence that occurred in Ukraine since 2014, has certainly reached the threshold 

of armed conflict. However, Russia has employed a strategy by combining irregular warfare 

(little green men) that do not hesitate to use conventional armed warfare and traditional 

weaponry, indirect tactics of asymmetric warfare to blur lines between combatant and civilian, 
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cyber-warfare to achieve its strategic objective804 , and lawfare by either misusing the law as 

means of warfare or dismissing the law to emphasize certain elements such as the military 

necessity, that threatens equilibrium set between necessity and humanity at which the law has 

been established. HW raises questions about the legal framework of non-kinetic military 

operations, especially that the IHL is geared towards regulating kinetic effects, while the 

military practice is showing that armed forces are employing a broad spectrum of non-kinetic 

methods and means.805 The potential dehumanization of warfare created by the hybrid tools 

and actors is of high significance to the international legal order, and the international 

community must address the questions that are brought by such phenomena and reassert the 

primacy of the law in the challenging and complex environment of HW. 

   Therefore, in this section, the legal challenges created by HW means and methods to IHL 

will be examined, particularly the impact of cyber-attacks and NSAs on the classification of 

armed conflicts. To reach this objective, an overview of armed conflicts and their parties under 

international law will be evaluated in the context of contemporary hybrid warfare. 

Additionally, certain challenges will be raised with regards to the classification of co-existing 

IAC and NIAC. Such examination will require involving case studies, such as the conflict in 

Ukraine (particularly after the annexation of Crimea and conflict in Eastern Ukraine), and 

Syria. It will also highlight the problems that arise from cyber NSAs and the geographical 

limitation of IHL in NIACs.  

 

 

2.1. Armed Conflicts in Theory and Practice under International Humanitarian Law 

(Classification and Core Elements) 

 

As explained in the first chapter of this dissertation, IHL applies to armed conflicts and 

distinguishes between two types, the IAC opposing two or more states and the NIAC that is 

between governmental forces and non-governmental armed groups, or between such groups 

only. IHL by classifying the armed conflicts into two types has highlighted the fact that no 

other type of armed conflict exists, but considered that a situation can evolve from one type of 
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conflict to another, depending on the facts prevailing at a certain moment.806 The GCs of 1949 

uses the term armed conflict to highlight that the determination of whether an armed conflict 

exists within the meaning of CA 2 and 3 of GCs depends on the prevailing circumstances, not 

the subjective views of the parties to the conflict.807 The categorization of whether an armed 

conflict exists is vital for the determination of whether IHL applies or not, the same is to 

determine whether a conflict is international or non-international. For example, the rules of 

engagement, targeting criteria, the status of combatants, and processes are different in both 

types of conflicts.  

 

However, IHL does not apply to any confrontation between states or any internal disturbance, 

but rather a certain threshold of violence must be crossed first. However, the non-applicability 

of IHL does not necessarily mean lesser protection for the persons concerned, as human rights 

rules and peacetime domestic law would apply with stricter protection in certain areas, such as 

the use of force and detention.808 For instance, military occupations are a particular form of 

international armed conflict, however, if not met with armed resistance then will not be 

considered an IAC because they do not involve the resort to armed force between states, but 

GCs are still applicable to them. The term armed conflict has no treaty definition, yet it was 

shaped by the state practice to determine the legal meaning and parameters of this concept. 

Nevertheless, it can be defined as a sustained contest between two or more organized 

adversaries, making purpose use of armed force through the involvement of combat, rather 

than a one-sided application of lethal force. 

 

Depending on the prevailing circumstances the task to classify the legal character of a particular 

conflict does not seem complex, though the intensity and parties of a conflict are indicators, no 

single institution can make an explicit and authoritative determination, and the challenges 

occur as a result of blurring borderlines between the respective types809. The ICTY in the Tadic 

case established that: “an armed conflict exists whenever there is a resort to armed force 

between states or protracted armed violence between governmental authorities and organized 
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armed groups or between such groups within a State”.810 The ICTY in the previous case has 

managed to include the definition of IAC and NIAC in one definition, however, the GCs and 

its APs have succeeded to classify them separately under different thresholds and requirements, 

but emphasized that the IHL does not apply beyond the geographical boundaries of the territory 

of parties to a conflict, a step that is seen to prevent the evolving existence of what so-called 

Global war that would permit global targeting of any individual believed to be associated with 

non-state armed groups. This has a huge impact on the war on terrorism perceived by some 

states to counter armed groups such as al Qaeda and ISIS. 

 

Generally speaking, the classification of an armed conflict plays a vital role in identifying the 

applicable rules, rights, and duties that do not exist outside an armed conflict. So, the 

significances of the classification of armed conflict have an impact on the following: 

- Status of combatants, civilians, and other persons who are hors de combat, especially in the 

status of fighters in the conflict and the rules governing detention of fighters and civilians. 

For example, fighters in NIACs lack combatant immunity, while in IACs members of 

armed forces have the combatant privilege. 

- The scope of protection under IAC is wider than that of NIAC. For example, the detention 

regime (GC IV) applies to civilians and combatants detained in IAC. While the rules of 

detention in NIACs are left to domestic law and IHRL.  

- The geographic scope of the IHL application, in which IHL in IACs extends fully to the 

territory of the parties involved. While in NIAC it is limited to the territory where hostilities 

taking place, except for spill-over actions. Also, the law on targeting that was considered 

by the ICRC to be less clear in NIAC than it is in IAC811. Although it is believed that this 

law is equally applicable in NIAC as in IAC, states such as the United States have rejected 

the applicability of the rule altogether in both IACs and NIACs alike.812  

- Post-conflict prosecution of violations of international law in particular the ICC jurisdiction 

by which the list of war crimes subject to the ICC overlap in its Statute, but also vary in 

some areas based on the type of conflict, whether IAC or NIAC.813 The Statute of the ICC 
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recognizes 34 war crimes in IAC but only 19 war crimes in NIAC. For example, it 

recognizes the violation of proportionality rule as a war crime in IAC but not in NIAC.814 

 

    Nevertheless, the classification of contemporary armed conflicts is not a new challenge to 

international lawyers and scholars, but an evolving legal subject that has been criticized and 

debated. For example, the U.S. courts in the Hamdan case evidenced the problem with the 

classification of armed conflict in the context of “war on terror”.815 The case and its distinctive 

categorizations before the US courts demonstrated the difficulty in situating international 

terrorist actions within traditional legal classification under IHL. The challenge in classification 

will be even more complex in HW that is reflected in contemporary conflicts, such as that in 

Ukraine and Syria, due to the co-existing elements of both types of conflicts, numerous armed 

groups involved in parallel to third state interventions, non-kinetic means of warfare that can 

mask the real identity of adversaries (cyber-attacks), and finally the State’s and NSA’s ability 

to employ their lawfare tactics to manipulate the applicable law, by either enforcing it or 

rejecting its applicability, based on what serves their interest.  

 

2.1.1. Core Elements of International Armed Conflict  

 

The IHL has set rules with different arrays of applicable norms that apply distinctive types of 

conflicts. While, violence might be seen the same with similar impact (property damage, 

human casualties, people forced to leave their homes “displaced people” or even their countries 

“refugees”), the legal character of the particular conflict is necessary to be determined to 

establish which legal framework is applicable.816 In an IAC the threshold is low and is crossed 

whenever there is a resort to hostile armed force between two States. Even border clashes 

between armed forces or capture of an individual soldier may amount to an IAC unless the 

States’ involved provided evidence of good intentions such as involuntary incursion into the 
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foreign territory or wrongly identifying the target.817 Similarly, an IAC does not exist if the 

targeted state has given its consent for a third State to take action in its territory (to fight a Non-

state armed group). CA 3 of the GCs 1949, which is accepted of customary nature, define the 

scope of the law applicable to IACs states that the  Convention shall apply to all cases of 

declared war or of any other armed conflict which may arise between two or more of the high 

contracting parties, even if the state of war is not recognized by one of them818. Therefore, as 

soon as armed forces find themselves in hostile operations with armed groups of another state, 

or have controlled the territory of a State, an IAC exist and they must comply with the relevant 

convention, despite whether the conflict extends over time or create a certain number of 

victims, or even if the state of war has been recognized by the parties.  

 

    Additionally, The ICJ in the Wall Opinion case distinguished between two categories of an 

IAC: “a- Belligerent occupation that arises during an IAC and included in the notion of CA 2 

and leaves no doubt about the most evident manifestations of an armed conflict. b- Activities 

devoted to partial or full occupations that were not met by any armed resistance.”819 This 

section in CA 2 2(2) of the fourth GC 1949 provides that even if the occupation was not met 

by any resistance or even shot being fired against the belligerent, an IAC exists with the 

applicability of IHL to it.820 So, IAC ruled by Article 2 (2) exists also in the form of occupation 

that is fulfilled under two conditions: the occupier can exercise effective control over a territory 

that does not belong to it, and its intervention has not been approved by the legitimate 

sovereign.821 The previous article complements Article 42 of the 1907 Hague Regulations that 

consider the following: “A territory is considered occupied when it is placed under the authority 

of the hostile army. The Occupation extends only to the territory where such authority has been 

established and can be exercised”.822 While, Article 6 of the fourth GC states that: “the present 

Convention shall apply from the outset of any conflict or occupation mentioned in Article 2.”823 
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So, international law provides that a situation of occupation is a form of IAC and is regulated 

as such by the four GCs and its APs. The law applicable to IACs covers occupation even if it 

did not meet armed resistance or armed clashes, or if these armed clashes are with NSAs on 

the territory of the occupied State. The breaking points identified in both previous articles are 

that the Convention applies from the beginning of the conflict as well as from the beginning of 

the occupation, also the hostile army specified in the previous article does not mean only the 

governmental troops, but also covers the case of NSAs when acting under the control of a State, 

as in many cases the occupation is exercised by proxy armed groups or puppet government.  

In this regard, according to the ICTY in the Tadic case, the relationship of de facto organs or 

agents to the foreign power includes those circumstances in which the foreign power occupies 

or operates in certain territory solely through the acts of local de facto organs or agents.824 That 

brings us back to the Effective and Overall Control tests discussed in chapter two of this thesis 

that will be difficult to evaluate on a case-by-case basis. However, the ICTY retains the overall 

control and considers that occupation exists when a State has such control over the local 

government or armed groups that have “effective control” over the disputed territory.825 

Nevertheless, It is important to differentiate here between the effective control of territory by 

the de facto organ, and the overall control required by the State in question over the de facto 

organ. The Overall Control Standard goes beyond the mere financing of armed groups, it also 

involves a State in its participation in planning and supervision of military operation.826 That 

could be seen to some as a challenge since the IAC would not exist in such cases until an 

effective control over a territory takes place. Yet, to exercise effective control, the Occupying 

Power (OP) does not need to establish an administration of the territory, but even a presence 

of some boots on the ground or at least close to the ground in a way that allows the OP to 

intervene at any moment in any part of the occupied territory to impose authority is necessary 

for an occupation to exist.827 
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Furthermore, the parties to an IAC are commonly two equal sovereigns that are granted equal 

treatment with regards to their combatants that enjoy the privilege of belligerency. So, the 

protection of civilians or combatants of an IAC is treated equally by both sides of the conflict 

as guaranteed through the rules of international. Combatants are members of the armed forces 

of a State or of groups assimilated to a State as defined by the GC III.828 While, AP I to the 

GCs 1949 expanded the scope to non-conventional warfare, such as armed struggles against 

colonial domination and alien occupation.829 For example, Article 43(1) of the AP I to the GCs 

defined armed forces as “all organized armed forces, groups, and units which are under a 

command responsible to that Party for the conduct of its subordinates.830 Similarly, civilians 

directly participating in hostilities lose their protection against direct attack for the period they 

are engaged in the conflict831. Such scenario exists by either member of an armed force which 

is a belligerent party to a conflict or participates via levée en masse832 if they carry arms openly 

and respect the laws and customs of armed conflicts, and therefore regarded as combatants that 

can be lawfully targeted and killed by the adversary.  

 

So according to the ICRC Interpretive Guidance833, to qualify as direct participation in 

hostilities, a specific act must meet the following cumulative criteria. Firstly, the act must be 

likely to adversely affect the military operations or military capacity of a party to an armed 

conflict or to inflict death, injury, or destruction on persons or objects protected against direct 

attack (threshold harm). Secondly, there must be a direct causal link between the act and the 

harm likely to result either from that act or from a coordinated military operation of which that 
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act constitutes an integral part. Thirdly, the act must be specifically designed to directly cause 

the required threshold of harm in support of a party to the conflict and the detriment of another 

(belligerent nexus). Besides, combatants or civilians taking part in hostilities may be detained 

and prosecuted for the commission of war crimes if committed, at the same time civilians 

participating in hostilities may be criminally prosecuted under domestic law by the detaining 

State for constituting domestic criminal offenses. 

 Nonetheless, states have agreed that soldiers killing enemy soldiers on the battlefield may not 

be punished for their mere participation, but solely for violation of IHL. This has been 

confirmed by the Preamble to AP I to the GCs 1949, by pointing out that the provisions of the 

GCs of 12 August 1949 and this Protocol must be fully applied in all circumstances to all 

persons who are protected by those instruments, without any adverse distinction based on the 

nature or origin of the armed conflict or the causes espoused by or attributed to the Parties to 

the conflict.834  So, AP I has codified pre-existing rules of customary international law and laid 

the foundation for the formation of new customary rules.  

 

i- The Annexation of Crimea 

The annexation of the Autonomous Republic of Crimea and the city of Sevastopol on 18 March 

2014, that started with the storming of the parliament building in Simferopol and then after 

three weeks the referendum in Crimea, is a perfect example for the rise of an IAC and 

applicability of IHL in an unconventional manner. The annexation reflects an operation 

conducted by the NSA with an indefinite relation to a foreign power, that led to full control 

over part of the territory of another State “Ukraine”.  As Russian forces moved out of their 

Sevastopol base on 28 February 2014, no single bullet was shot, and no casualties. An actual 

objective of Russian HW that requires capturing territory without resorting to overt or 

conventional military forces and reference is Russian Chief of the General Staff Valery 

Gerasimov who argued that nonmilitary means are used four times more often in modern 

conflicts than conventional military measures.835 Russia considered the non-violent annexation 

as a winning card to prove that the population in Crimea wanted to be part of Russia and that 
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Ukraine accepted the Russian annexation in the sense that such acquiescence can create legally 

binding outcomes.836  

  Simultaneously, the “Little Green Men” that were considered by Moscow as local self-

defense groups with no relation to Russia were not considered so after the annexation and 

territorial control had been achieved. In April 2014 Russian President Putin himself, while 

answering the question related to the identity of these armed groups, considered them as 

Russian servicemen and justified that their operation was to back the Crimean self-defense 

forces, he stressed that: “one cannot apply harsh epithets to the people who have made a 

substantial, if not the decisive, contribution to enabling the people of Crimea to express their 

will. They are our servicemen.”837 Nonetheless, as explained before, sending armed groups 

qualifies as aggression, which violates international law.  

 From a legal point of view, the annexation of the Crimean Peninsula by Russia constitutes 

illegal use of force that qualifies as ongoing aggression as long as the territory continues to be 

under the annexation.  Also, as the prohibition on the use of force includes both direct and 

indirect use of armed force, the annexation is considered an indirect use of force that is based 

on different levels of assistance provided to the NSAs proscribed by Res. 2625 (XXV) which 

is recognized on this specific point as a declaratory of customary international law by the ICJ 

(DRC v Uganda).838 But for the interest of this section, the analysis of whether an occupation 

has occurred leading to an IAC is vital. Following the Russian President’s statement admitting 

Russian troops involvement by having their boots on the ground, and that the so-called “Little 

Green men” operating in Crimea were not Crimean but Russian servicemen, taking control 

over a territory and establishing a local authority, multiple legal arguments took place. Based 

on the facts provided, Russia has violated its obligation that is articulated in AP I, according to 

which an occupation power shall not affect the legal status of the territory in question.839 

Therefore, such operation is a violation of the rule confirming that occupation cannot imply 

any right whatsoever to dispose of territory.   

Consequently, an IAC concept applies based on the fact that territory is governed in practice 

(effective territorial control) by the Crimean authorities that took over after the referendum and 

as a result of foreign military intervention, and the overall control and even effective control 
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by Russia over the operational armed groups. Such local government or authority cannot be 

independent and qualify as a puppet government or a subordinate local administration.840 The 

ICJ in its 2010 Advisory opinion on Kosovo’s declaration of independence, held that a 

unilateral declaration of independence is not a per se violation of international law.841 That falls 

under the external aspect of the principle of the self-determination of peoples that is mainly 

associated with situations of non-self-governing territories, and occupations. Opinio Juris with 

regards to what is known as “remedial secession”, or the right to secede from the existing state 

if the rights of a certain people in that state are blatantly violated, did not find any sufficient 

position among states on the applicable international law leading to the conclusion to such 

right.842 However, according to Judge Abdulqawi Yusuf in his separate opinion on this case, a 

declaration of independence is not per se regulated by international law, there is no point 

assessing its legality, as such, under international law. Yet, if such claims meet the conditions 

prescribed by international law, such as situations of decolonization, or peoples subject to alien 

subjugations, then the law may encourage it. But, if it violates international law the latter can 

discourage it or even declare it illegal.843  The court in the Kosovo case has invoked the 

UNSCRs that urged not to recognize Northern Cyprus and the Republic of Srpska and to 

respect the territorial integrity of the Republic of Cyprus and Bosnia and Herzegovina. That 

was later expressed in the UN General Assembly Resolution (68/262) on the territorial integrity 

of Ukraine that was adopted on March 27, 2014. The resolution has called all states to refrain 

from any attempts to modify the borders of Ukraine through the threat or use of force or other 

unlawful means. It also considered that the referendum of March 2014, has no legal validity 

and states should not recognize the status of the Autonomous Republic of Crimea and the city 

of Sevastopol844. Therefore, it is understood that such a declaration of independence, whether 

it took the form of self-determination or the formation of a new de jure organ under a military 

intervention, will be illegitimate. That has an impact on the direct responsibility of Russia for 

the acts of its de jure organ that ended up being an instrument of the occupant.845  
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Moreover, the definition of occupation reflected in Article 42 of the fourth Hague convention 

of 1907 and the effective control criteria have certain grounds in the annexation of Crimea 

case. Article 42 considers that the territory of a state is under occupation when it is placed 

under the authority of a hostile army.  Similarly, the ICTY’s trail Chamber in the Naletilic case 

considered that the regime of occupation would be triggered when a foreign power exercises 

potential control in the sense that the occupier, having established its control on the territory in 

question, should at least find itself possibly, or be able, to exercise governmental functions 

over the local population without necessarily having to do so.846 Therefore, it can be argued 

that Russia has exercised indirect effective control through the overall control it exercised over 

local authorities in the annexed Crimean peninsula (occupation by proxy). The ICJ in the 

Armed Activities case has acknowledged the possibility of such occupation by proxy.847 Yet, 

the threshold of control that qualifies to be effective control is circumstantial. For instance, the 

US Army Field Manual, the law of Land Warfare, confirms that “the number of troops 

necessary to maintain effective occupation will depend on various consideration such as the 

disposition of the inhabitants, the number and density of the population, the nature of the terrain 

and other factors.”848 So, in the case of Crimea, the presence of thousands of Russian troops in 

the annexed territory suffice for Russia to directly exercise effective control. Also, the legal 

regime of occupation prevents the occupier from overstretching the State structure of the 

occupied territory under both Article 43 Hague Regulations and Article 47 GC IV, by which 

an occupying authority is merely to be considered as a temporary, de facto administrator. 849 

 

Therefore, it can be concluded that the role of Russia is not restricted to mere logistic support 

but implies that it has had in the organization, coordination, and planning of the power 

established in Crimea. So, the territory is de facto in a situation of occupation and the hybridity 

of the conflict has played a vital role in progressing strategically and legally in a gradual 

manner to reach the main objective of full control over a territory of another state. This is 

reflected in the escalation and de-escalation of the operations, explained in the first chapter, to 

create the confusion looked for with regards to the legal responsibility of the targeted state and 

the international community. The law of occupation and human rights laws are vital and remain 

applicable to the situation in Crimea despite whether Russia consider Crimea as an occupied 
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territory or not, by which Article 3(b) of the AP I remain in place, to both parties of the conflict 

that are also parties to the AP until the occupation is terminated.  In addition, the law of military 

occupation is outlined in Articles 42 and 56 in the 1907 Hague Regulations and the Fourth GCs 

1949. Moreover, with regards to human rights law, under the jurisprudence of the European 

Court of Human Rights, an occupying power, including when acting through local 

administrative authorities, is obliged to secure the European Convention on Human Rights. For 

instance, the case Ukraine v. Russia (application no. 20958/14) before the ECHR that was 

lodged on 13 March 2014, dealt primarily with the events leading up to the assumption of 

control by the Russian Federation over Crimean Peninsula and developments in Eastern 

Ukraine in 2014. The court has decided to apply rule 39 of the rules of court (interim measures), 

and called upon both Russia and Ukraine to refrain from taking any military actions which 

might violate the convention rights of the civilian population, notably articles 2 and 3 of the 

convention.850 In the time of occupation, as it is been identified in Crimea, the application of 

IHRL is likely to overtake IHL when the hostilities have decreased, as it will ensure more 

protection to civilians. 

 And by that, based on the previous analysis, and in particular the UN General Assembly 

resolution 68/262, any valid status alteration could only be legal if based on different ground 

and in total disconnection from the preceding of unlawful use of force,  otherwise it would still 

be qualified as a serious breach of international law, therefore no legal justification to the 

annexation of Crimea, that will remain to be a violation of international law until the occupation 

is lifted. However, despite the uncertain nature of the conflict in Crimea and Eastern Ukraine, 

the conflict is not in a legal vacuum, on the contrary IHL and IHRL are applicable. 

 

2.1.2. Core Elements of a Non-International Armed Conflict 

 

 On the other hand, the NIAC that have become much more common in recent years, have two 

relevant instruments that apply to it, mainly CA 3 to the GCs 1949 (which is often called “a 

treaty in miniature” due to the number of rules it contains) and Article 1 of the AP II. The 

extension of international regulation to NIACs changed decisively after WW II, a period in 

which international law began to recognize the possibility of extending rights and obligations 
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to individuals and other NSAs.851 The NIAC has a higher threshold than IAC, which was not 

specified precisely in CA 3 of the GCs but was established by the ICTY in its Tadic decision 

and established it on two main elements: First, protracted armed violence taking place 

(intensity) and secondly the parties to a conflict must exhibit a certain degree of organization.852 

Both criteria must be met to qualify as an armed conflict, and will be evaluated on a case-by-

case basis by weighing up a host of indicative data853, but it was argued that the meaning of 

“protracted” and the question of whether this term relates to the duration or intensity of the 

fighting is not clear.854 Therefore, certain forms of violence that include one criterion, such as 

riots, banditry, or terrorist activities, are excluded from the applicability of GCs and considered 

forms of mere disturbance which is appropriately governed by domestic criminal law and 

human rights law.855 Internal disturbances are situations in which there is no NIAC as such, 

but there exists a confrontation within the country, which is characterized by a certain 

seriousness or duration and which involves acts of violence.856 While internal tensions are of 

less violent circumstances that involve mass arrests, or a large number of political detainees, 

torture, or other kinds of ill-treatment.857 So, for the threshold to be breached, the intensity of 

violence must necessitate the deployment of the State’s armed forces for the existence of 

protracted armed violence against an organized armed group or between such groups, as 

articulated in the ICTY858, and the hostilities must surpass situations of internal disturbances 
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on order for an armed conflict to exist.859 The reason behind this threshold is reasoned for 

governments have always leaned towards lesser intrusion into their sovereign affairs, by which 

any supremacy of international law over their national ones and granting any appearance of 

legitimacy to armed groups rebelling against their authority, will impact their ability to 

maintain law, order and national security.860 This has offered states more flexibility to deny the 

existence of an armed conflict, and deal with the situation as a matter of ordinary internal 

disturbance regulated by national laws. For example, the U.S. government has denied the 

applicability of CA 3 to the Al Qaeda in the aftermath of the 9/11 attacks861, and the Bush 

Administration had designated this conflict a “Global War on Terror” and determined that it 

was neither an IAC because Al Qaeda is not a state party, and nor a NIAC since it exceeded 

the territory of one state.862 The previous example is a NIAC of transnational nature and 

denying the role of CA 3 was suppressed by the US Supreme Court in the 2006 Hamdan case 

that ruled: “The armed conflict between Al Qaeda and its affiliates on one side, and United 

States on the other, was at least governed by CA 3 as a matter of US treaty obligation”863, 

thereby implying that it was a NIAC.864 However, such cross border conflicts are recognized 

as threat to the international peace and security, and international law provides coherence to 

the treatment of cross-border consequences of conflicts. 

 

 Moreover, a NIAC that starts within the territory of a single state might spill over into the 

territory of neighboring states, which raises additional legal concerns with regards to the 

violation of sovereignty and response from the armed forces of the state in concern.865 Yet, it 
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was submitted that the spilled-over conflict will still be governed by CA 3 and customary IHL 

because such a situation must not have the effect of absolving the parties of their IHL 

obligations simply because an international border has been crossed.866 The previous statement 

about the applicability and the geographic scope of IHL beyond the territory of the parties to 

the conflict is of high importance regarding the extra-territorial targeting and capture of 

individual members of an NSA group. Even though some States' practices have made 

arguments about the extra-territorial applicability of IHL, such as the United States, however, 

no such clear opinio Juris has been recognized by other states. It would be against the interest 

of these states to accept that the IHL does not apply to extra-territorial activities that will 

jeopardize the safety of their citizens in fights that took place on their territory without reaching 

the level of intensity required for NIAC.867 

   In jurisprudence, the Statute of the Rwanda Tribunal (ICTR) has confirmed the applicability 

of IHL to hostilities that exceeded the territory of a single state, and provided that Rwanda and 

Rwandan citizens responsible for serious violations of IHL committed in the territory of 

neighboring states, must be prosecuted and acknowledged the jurisdiction of the tribunal over 

violations of CA 3 and AP II to the GCs.868  

According to the opposing views of the above section, several opinions endorsed the 

importance of developing a new legal framework for the extraterritorial effect of NIACs and 

argued that hostilities that spill over to the territory of another state, should not be placed in the 

traditional categories of armed conflicts.869 This position is based on certain arguments that 

NSAs have developed their technological and military capabilities allowing them to have more 

influence at the international level. Also, the accelerated process of state creation has weakened 

the State’s ability to prevent armed groups from using its territory as a base for launching 
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hostilities against other states.870 And finally, extra-territorial hostilities did not constitute a 

significant part of international practice at the time that the Hague regulations of 1907 or the 

GCs of 1949, were drafted.871 However, this view argues that this new category of armed 

conflict is governed by specific rules that are derived from an interpretation of the general 

principles of IHL in the specific context of extra-state armed conflicts.”872 So, practically this 

theory proposes that a new category of armed conflict should be recognized, but still be 

regulated by similar, if not the same, provisions already exist under the IHL treaty and 

customary law for NIAC.873  

 

   To sum up, this argument is not sufficient to consider the existence of a critical gap, but a 

remedy for such confusion that might lead to the creation of new forms or misuse of law is to 

consider that CA 3, as a matter of treaty law, apply to conflicts that are originally generated as 

NIAC but occur between the parties of the conflict yet on the territory of another state. So, it 

will be an expanded version of CA 3 based on the parties of a conflict and partially based on 

the territory of actual hostilities. The developments of customary law reflected above shows 

that such expansion is possible.874 The United Kingdom manual of the law of armed conflict 

illustrates this point, and states that: “Whilst states may not be willing to admit to the 

application of CA 3 as a matter of law, its provisions are frequently applied in fact.”875 

Furthermore, the “Principle of Legislative Jurisdiction” that has been discussed by the Greek 

delegate during the Geneva 1949 conference, considers that the agreement or treaty that the 

state ratifies is automatically binding everyone within its jurisdiction including NSAs.876 

Similarly, the De facto control theory highlights that armed groups of a chain command over 

insurgents and exercising effective territorial sovereignty are bound by IHL conventions 

because treaties can create obligations for third parties877, and to all treaties, the state is bound 
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to it.878 Some challenges may arise concerning the compliance of NSAs with the IHL rules. 

For example, armed groups that have a cell structure, are highly organized but operate secretly. 

So, respecting the IHL norms on detention, for instance, is hard because such cells would not 

disclose their location or they will find themselves unable to detain.879 Also, in contemporary 

conflicts, in particular urban conflicts, numerous armed groups are formed by civilians to 

protect themselves or the geographical area they are located in, against another armed group or 

governmental forces. Such groups that blend the civilian status and fighter with no organized 

structure or leadership, are challenging and create confusion in wondering to what extent IHL 

and Human rights law can even regulate these types of situations.880 The latter will be further 

explained while addressing the principles of IHL, in particular the principle of distinction. 

 

   As underlined before, the groups must be armed, not merely dispersed individuals must 

possess a certain degree of organization that allows them to perform military activities of a 

certain intensity, and a code of conduct which the NSA applies.881 Also, it is required that the 

armed group must entail a certain chain of command able to impose discipline on the group, 

yet this does not mean that effective respect shall be required, as long as the group is capable 

of respecting the provisions.882 This requires that the leadership of the group must, as a 

minimum, have the ability to exercise some control over its members. 883 In this manner, the 

ICTY noted the factors that help to reveal the minimal level of organization of the armed group 

for CA 3 and falls into five broad terms:  

- “An organized group has a hierarchical structure, a chain of command, and a set of rules as 

well as the outward symbols of authority. (e.g., the existence of headquarters, internal 

regulations, spokespersons). 
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- The group could carry out operations in an organized manner. (Ability to determine a 

unified military strategy and conduct large-scale military operations, capacity to control 

territory, the capacity of operational units to coordinate their actions, effective 

dissemination of written and oral orders and decisions.) 

- Level of logistics that allows the group to recruit new members, provide military training, 

supply and use of uniform, and the existence of communications equipment for linking 

headquarters with units or between. 

- Ability to possess a level of discipline and implement the basic obligations of CA 3, such 

as the establishment of disciplinary rules and mechanisms, proper training, the existence of 

internal regulations.  

- The armed group can speak with one voice, such as its capacity to act on behalf of its 

members in political negotiations with representatives of international organizations and 

foreign countries, ability to negotiate and conclude agreements such as cease-fire or peace 

accords.”884 

 

Moreover, CA 3 to the GCs and AP II offer guidance regarding the conduct of hostilities in 

NIAC situations, not as detailed as in IAC notably regarding concepts such as “civilians”, 

“armed forces”, and attacks. Though the principle of distinction applies equally during NIAC, 

as in IAC, members of armed groups are referred to as fighters rather than combatants, and the 

purpose of categorizing such person relates to their conduct of hostilities and should not affect 

their treatment.885 For example, Article 1(1) of the AP II to the GCs 1949 states that “this 

Protocol, which develops and supplements CA 3 to the GCs of 12 August 1949 without 

modifying its existing conditions of application, shall apply to all armed conflicts which are 

not covered by Article 1 of the Protocol Additional to the GCs of 12 August 1949, and relating 

to the Protection of Victims of IAC (Protocol I) that take place in the territory of a High 

Contracting Party between its armed forces and dissident armed forces or other organized 

armed groups which, under responsible command, exercise such control over a part of its 

territory as to enable them to carry out sustained and concerted military operations and to 

implement this Protocol.”886 Therefore, civilians lose their immune status once being part of 
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an armed group involved in a NIAC, and rather described as “fighters”, “unlawful combatants” 

or “unprivileged belligerents”.887 In other words, an individual whose continuous function 

involves the preparation, execution, or command of operations amounting to direct 

participation in hostilities (continuous combat function) on behalf of an organized group is 

considered a member of that group and loses his protection against the dangers arising from 

military operations for the duration of that membership. The “continuous combat function” 

criterion distinguished members of the organized fighting forces of a NSA from civilians who 

directly participate in hostilities on a merely spontaneous, sporadic, or unorganized basis.888 

The term “unlawful combatant” is rather descriptive for individuals who unlawfully engage in 

combat without being entitled to do so.889 Consequently, unlawful combatant means that a 

person does not have the legal right to participate directly in hostilities, so may be prosecuted 

for any act or omission provided for under relevant domestic law, even if such conduct is 

permissible under IHL. Though international law requires humane treatment and fair trials for 

individuals detained or are under the status of hors de combat, there remains a built-in 

distinction between the government forces and those who fight against it890. Yoram Dinstein 

demonstrates that “unlawful combatants in NIACs are viewed as traitors and, if captured, are 

liable to be prosecuted and punished for violations of domestic law. They cannot be expected 

to be accorded the privileges of “POW” status.”891  

 

After all, the distinctive thresholds between CA 3 to the GCs 1949 and that of AP II are of 

great importance. While both agree that non-governmental forces have to demonstrate a degree 

of organization, yet CA 3 does not stipulate that the armed group must control part of a territory 

for a NIAC to exist. This difference between the two understandings is challenging in practice, 

by which unlike CA 3 of the GCs, the AP II will not apply to conflicts between dissident groups 

and to conflicts that match the traditional conceptions of inter-state warfare (when an organized 
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group exercise military control over a part of the territory of a State party)892. By which if 

Article 1(1) of AP II is interpreted strictly, cases that require territorial control will be similar 

to that of an IAC and the degree of control will be perceived differently from one case to 

another.893 The restrictive definition applies only to AP II and does not apply to CA 3 of the 

GCs. Therefore, some situations trigger only the application of CA 3 if it did not meet the 

requirement of the organization level of the dissident groups.894 However, the ICRC approach 

that adopted an intermediate position while commenting on the APs by stating that: “territorial 

control can sometimes be relative, for example, when urban centers remain in governments 

hands while rural areas escape their authority.”895 So according to the ICRC’s commentary, 

even modest control or some degree of stability in it, is sufficient for the obligations presented 

in AP II. This also has been seen as an intermediary threshold of the application by the ICC 

statute and the jurisprudence of the ICTY in the Tadic case.896  

 Besides, CA 3 to the GCs has failed to elaborate profound distinction between military and 

civilian targets, and covered non-participants of an armed conflict and persons who have laid 

down their arms897, but did not cover the combat or protect civilians against the effects of 

hostilities. So, unlike IAC, in NIAC no combatant status or privilege exists and AP II does not 

contain specific rules and definitions concerning the principles of distinction and 

proportionality.898 Moreover, the humane treatment in CA 3 has been interpreted to “safeguard 

the entitlements which flow from being a human being”899, but without listing these safeguards. 

Therefore, it was argued that the right of injured people in NIACs is only recognized once the 

deprivation has occurred. While human treatment is explicitly addressed in CA 2 and its AP I 

it is seen that CA 3 provided comparatively less protection than CA 2. For that reason, there 

should be no acceptable compromise concerning human treatment based on the status of a 

conflict.900  However, states are reluctant to extend IHL entirely to NIACs since equating the 
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895 Sandoz Y., Ibid. para 4476.  
896 Statute of the International Criminal Court, adopted by the Diplomatic Conference of the plenipotentiaries to 
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two types of conflicts would undermine States’ sovereignty and national security. For example, 

in IAC the principle of combatants’ immunity prevents the prosecutions of combatants merely 

for taking part in an armed conflict, and if such principle applies to NIACs, states would be 

unable to criminalize acts that are traditionally regarded as treasonous. 

 

 

 

  Therefore, it can be established that a normative gulf exists between the law governing IAC 

and NIAC, by which the law of the latter is considerably more under-developed than the law 

of the former. The division of IHL between rules applicable to IAC and NIAC that was 

established by the CCs 1949 and that established a single provision (CA 3) to the four GCs 

which that apply to an armed conflict, not of an international character and occurring in the 

territory of one of the high contracting parties, was further confirmed when the ICRC convened 

a Diplomatic Conference between 1973 and 1977 adopting the APs I/II.  The classification can 

also be seen in the relevant provisions of the 1954 Hague Convention for the Protection of 

Cultural Property in the Event of Armed Conflict.901 The rules that apply to specific conflicts 

depend on whether it is IAC or NIAC, and the classification is not left to the parties of the 

conflict but on what happens on the ground. However,  despite the difficulty in classifying the 

armed conflicts and disparity in certain articles that provided different thresholds applied to 

IAC and NIAC and different treatment of parties to the conflict based on classification of it, 

yet with the role of IHRL and IHL, and the jurisprudence of international criminal courts, it 

has been noticed that the difference was rationalized by claiming that under customary 

international law the difference between the two categories of conflict has gradually 

disappeared.902  

Nevertheless, as the main aim of the IHL, treaty and customary law, is to provide maximum 

protection to victims of an armed conflict, it is accepted that the current classification can meet 

this objective. Although certain variations were identified between GCs and their APs, 

especially in NIACs, however CA 3 is of customary nature with less strict requirements than 

AP II, so with expanding the former’s rules through customary law to meet the intermediate 

threshold recognized by the ICC statute and the jurisprudence of the ICTY in the Tadic case, 

the gap would partially diminish. For example, the gaps that are noticed in the regulations of 
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the conduct of hostilities in AP II are largely filled through State practice but applicable as 

customary law to NIAC, and it covers basic principles on the conduct of hostilities, rules on 

protected persons, and objects and specific methods of warfare (includes but not limited to the 

following: Rules 7- 10 on the distinction between civilian and military objects; Rules 11-13 on 

indiscriminate attacks; Rule 14 on Proportionality in the attack).903 Whilst in contemporary 

conflicts any failure to classify a state of affairs as an armed conflict has grave legal and 

humanitarian consequences, the role of customary law is significant, as most treaty regimes are 

not universal. For example, the United States is not a party to the APs of 1977, yet it complies 

with the norms expressed in the treaty on the basis that they reflect customary international 

law. 

 

2.2. Hybrid Warfare and Modern Armed Conflicts 

 

Hybrid adversaries, whether states or NSAs with state sponsorships or state-like capabilities 

have increased and developed their strategic, military, and technological capabilities in the last 

years, which seized the attention of legal and security experts.  HW concept is neither new nor 

created a new type of conflict, however, it has progressed and become more influential in the 

international arena because of the emergence of NIACs after WW II and the development of 

International law on the use of force and IHL. So, for hybrid adversaries, a fusion of methods 

and means, employment of multiple actors in multi-model domains, and calibrating the level 

of intensity and organization of parties to a conflict, is seen to be the new norm.904 In other 

words, armed conflict of hybrid nature is a situation in which parties refrain from the overt use 

of armed forces against each other unless necessary, rather, relying on a combination of 

military intimidation falling short of an attack, exploitation of economic and political 

vulnerabilities, and diplomatic or technological means to pursue their objectives.905 
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 In modern conflict, particularly of hybrid nature, a clear cut between NIAC and IAC is more 

challenging, and many incidents have risen where both types of conflicts broke out at the same 

time and geographical location. The traditional guidelines of IHL have developed in a 

conventional kinetic military context, opposite to the hybrid warfare that relies heavily on 

unconventional, non-kinetic, and non-military means and methods. The hybrid states are well 

aware of these guidelines and try to either avoid crossing the threshold of armed conflict or 

combine its thresholds in one or more types of conflicts.906 States have increased their 

involvement and interventions in ongoing conflicts under various justifications. For instance, 

Russia’s involvement in Ukraine can be described as a conventional state actor waging a hybrid 

war through local hybrid proxies. At the same time, hybrid NSAs progressed and urbanized to 

create fragmented armed groups that are heavily involved in the hostilities.907 Different 

scenarios are recognized in contemporary conflicts, with a variety of means and methods 

employed to create a legal grey zone to the applicable law. For instance, states intervene 

directly by attacking armed groups on the territory of other states with or without the consent 

of the territorial state. Also, states intervene to support an armed group in an ongoing NIAC, 

where another third state is involved on the side of the territorial state in its fight against the 

NSA. This scenario results, on one hand, in a NIAC between the territorial state and NSA 

operating within its territory. On the other hand, an IAC starts between the intervening state 

and the territorial state. A further possible scenario is when the third state deploys proxy NSA 

to intervene on its behalf in an ongoing conflict to deny any direct confrontation with the 

territorial state, and by that avoid triggering the application of IHL.908  

 

Nevertheless, this section will analyze the fusion of hybrid means and methods shaped at the 

operational level in respect to the traditional legal classification of armed conflicts. Also, will 

determine if the significantly different protections provided to the combatants in IAC and 

NIAC, such as the immunity of combatants and detainees, in a hybrid classified armed conflict 

is properly regulated by IHL, treaty, and customary laws. Moreover, two scenarios of actual 

armed conflicts will be taken into consideration while analyzing the above-mentioned issues, 

the conflict in Ukraine is highly considered as a complex conflict with hybrid characteristics 

(in particular the conflict in Eastern Ukraine excluding the latest unprovoked aggression 

against Ukraine in 24th of February 2022), and the conflict in Syria that involved multiple actors 
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(states and NSAs). In doing so, the focus will be purely on the classification of the armed 

conflict in situations seen to be reflecting HW examples, to apply the law to the facts. 

Moreover, it will not concentrate on cyber-attacks as a hybrid tool that has potential physical 

harm effect triggering the armed conflict threshold. The answer the author is aiming to achieve 

is how IHL applies to HW in IAC, NIAC, and mixed conflicts. Also, if it would be possible to 

divide a conflict taking place on a territory of one State into two different types of conflicts 

and apply the rules of IHL to each one of them with no impact on the core values and aims 

behind the applicable law due to the geographic limitation of armed conflicts and technological 

means that manipulate such limitation.  

 

 

The fusion of conventional and unconventional methods, technological and non-kinetic means 

employed by hybrid adversaries, make it difficult to decide whether HW qualifies as an armed 

conflict. However, hybrid operations that fall below the threshold of an armed conflict are not 

in a legal vacuum, and that was explained in the second chapter of the thesis while addressing 

the law on the use of force and armed attack threshold, likewise when addressing the 

relationship between IHL and IHRL. While violent or potentially violent actors (terrorist 

organizations, criminal gangs, proxy fighters), and partially violent means (tools that are not 

necessarily developed for violent or military reasons, but are being employed violently with 

the ability to cause physical and property damage, such as cyber-attacks), are both in the 

essence of the range of tools and means used in HW, their role in armed conflict is highly 

relevant to the application of IHL that will come into force immediately. As explained before, 

the GCs of 1949 and its APs did not provide a well-defined delineation of armed conflicts, but 

the ICTY in the Tadic case has established that an armed conflict exists whenever there is a 

resort to armed force between states or protracted armed violence between governmental 

authorities and organized armed groups or between such groups within a State.909  

 

Theoretically, violence is a central element in the definition of armed conflicts, so whenever a 

hybrid operation reaches the level of intensity of armed conflict that includes violence, IHL 

applies. Afterward, it will be important to identify the parties of the conflict to determine the 

type of conflict. According to Schmitt in discussing the importance of conflict classification 

under IHL, he stated that classifying the conflict is a subject of seminal importance and is 
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always the first step in any IHL analysis, for the nature of conflict determines the applicable 

legal regime.910 Moreover, HW scenarios involve State and non-state adversaries, Russia is not 

the only state that has developed HW capabilities, but it can be observed through Iran, North 

Korea, and China too. Similarly, ISIS was not the first to develop non-state HW, but the nature 

of conflict it was involved in, the extraterritorial hostilities, and its ability to build a cocktail of 

hybrid capabilities, was significant.911 So, in this chapter, the term cyber-operations and the 

NSAs will be referred to means, methods, and parties of warfare that amount to or are 

conducted in the context of an armed conflict within the meaning of IHL only.  

 

A hybrid armed conflict is expressed by multiple means and methods that include cyber-

attacks. Hence, applying IHL to cyber context is vital, as cyber-attacks in armed conflict are a 

novelty that brings advantages of strategic nature over an unprepared opponent. For example, 

Article 36 of the AP I to the GCs provides that in developing or adopting a new weapon, means, 

or method of warfare, states are under an obligation to determine whether its employment 

would, in some or all circumstances, be prohibited by this Protocol or by any other rule of 

international law applicable to the High Contracting Party.912 Similarly, the ICJ in its advisory 

opinion about the legality of the threat or use of nuclear weapons invoked the Martens Clause 

in the preamble to the Hague Convention IV of 1907, which stated that even in cases not 

explicitly covered by specific agreements, civilians and combatants remain under the 

protection and authority of principles of international law derived from the established custom 

principles of humanity and the dictates of public conscience.913 The latter was reflected in 

Article 1 to the AP I of 1977 and aims to limit the belligerents’ ambition to use methods or 

means that are not covered by treaty regulation or customary law. 

 Consequently, IHL extends to the sphere of cyber operations in armed conflicts, mainly 

because cyber operations can have the same violent consequences as kinetic operations, for 

instance, if they were used to open the floodgates of dams or to cause aircraft or trains to 

collide.914 Therefore, the applicability of IHL to cyber operations will be based on the nature, 
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effects, and circumstances of such operations. States have recognized that international law 

applies in cyberspace, and that IHL applies to cyber operations during armed conflict. 

Similarly, the Groups of Government Experts (GGE) cited that established international legal 

principles, including, where applicable the principles of humanity, necessity, proportionality, 

and distinction, apply to cyberspace.915 According to the ICRC, cyber operations during armed 

conflict are operations against a computer system or network, or another connected device, 

through a data stream, when used as means or methods of warfare in the context of an armed 

conflict.916  The latter is reflected in the IHL’s aim to regulate future conflicts that occur after 

the adoption of the IHL treaty, in an attempt to cover emerging methods and tools that might 

be used in future conflicts.917   

 

Correspondingly, not every cyber-attack constitutes violence in the strict sense of Article 49(1) 

of the AP I that defines armed attacks as an act of violence against the adversary in offense or 

defense. In an attempt to differentiate between cyber-attacks and cyber nuisances, Schmitt 

considered that the term “violence” is a prescriptive shorthand intended to address specific 

consequences and it must be considered in the sense of violent consequences rather than violent 

acts.918 Applying Schmitt’s observation to the cyber-attack that targeted Estonia in April 2007, 

it is argued that despite the scale of DDOS attacks that caused harm on the multiple sectors in 

the country due to their reliance on the internet, however, it did not reach the level of violence 

required in Article 49 of the AP I, as the consequences of such attacks were not sporadic and 

did not cause injuries, death, damage, and destruction. 
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 On the other hand, the Operation Olympic Games, that targeted the Iranian nuclear enrichment 

facility at Natanz, Iran (also known as the Stuxnet attack) that consisted of a covertly cyber 

beacon into the Iranian computer network, and was designed to leave no trace of attackers, 

though it was not classified as an armed conflict in the discourse of states919. However, some 

have argued that if the attack was attributed to a state at that time, it would amount to an IAC.920  

Attribution in cyberspace in the context of IHL looms for whether state support creates an 

armed conflict, serves a transformative or initiating function concerning the conflict itself.921 

According to the Tallinn manual, the circumstances under which the internet in its entirety 

could be attacked, are so highly unlikely as to render the possibility purely theoretical at 

present. Instead, it was agreed that, as a legal and practical matter, virtually any attack against 

the Internet would have to be limited to certain discrete segments thereof.922 The experts in 

Tallinn Manual has interestingly agreed that damage in the digital world also means loss of 

functionality of an object, and the ICRC has agreed with this view by considering that: “if an 

object is disabled, it is immaterial how this occurred, whether through kinetic means or a cyber 

operation. Otherwise, a cyber operation aimed at making a civilian network dysfunctional 

would not be covered by the IHL prohibition on targeting directly civilian persons and 

objects.”923 Accordingly, an attack that disrupts the functioning of objects without physical 

damage or destruction, even if the disruption is temporary, constitutes an attack as long as the 

aim of the attack is directed at the physical infrastructure relying on the computer system and 

not merely aiming to disrupt or block communication. It is therefore seed to be that cyber 

operations are considered armed attacks based on the object targeted and its effect on it. For 

example, shutting down the air defense system of a country or disrupting the functioning of an 

electrical grid, amount to an armed attack in cyberspace.924  

 

    To sum up, the destructive effect of cyber-attacks is achievable and can reach the level of an 

armed attack in the context of IHL. Also, Cyber operations might constitute an attack in the 

meaning of IHL not only by causing death, injury, or physical destruction or damage but also 
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any interference with the functioning of an object by disrupting the underlying computer 

system.925 Although in practice, no armed conflict started based on cyber operations 

exclusively, it does not mean that such conflicts might not occur shortly. The US Secretary of 

Defense Leon Panetta noted: “The internet is a battlefield of the future where adversaries can 

seek to harm our country, to our economy, and our citizens. A cyber-attack perpetrated by 

nation-states and violent extremist groups could be as destructive as the terrorist attack on 9/11. 

Such a destructive cyber-terrorist attack could virtually paralyze the nation.”926 The challenge 

noted in the previous statement is based on the effects of cyber-attacks that are pervasive, 

insidious, and borderless. Though this is not seen as a challenge in an ongoing IAC if the victim 

state has identified the source of a cyber-attack, but will be more challenging when belligerent 

states employ private contractors or civilians to conduct operations that include cyber roles.927  

 

Based on the previous analysis, there is no doubt that the role of armed groups928 or NSAs in 

armed conflicts is regulated by the IHL (treaty and customary law) during an armed conflict. 

The recognition of the NSAs concerning international norms based on the GCs and AP II is 

vital, as such contribution will protect civilians in armed conflict zones from human rights 

abuses and violation of IHL rules.929 According to Gabon Rona, there can be no IHL without 

identifiable parties to which such law applies by its obligations and rights. Although states may 

resist granting such groups any international legal personality, fearing to legitimate their 

actions. Yet, the development of the IHL and the binding character of CA 3 of the GCs and its 

AP II have shaped the rights and obligations of NSAs for being active in an armed conflict on 

the territory of a contracting party. Therefore, the parties are the fundamental elements of an 
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armed conflict. In IAC only states and National Liberation Movements (AP I), as it was 

mentioned before, represent the parties to such conflicts; on the other hand, NIAC covers the 

involvement of governmental and non-governmental armed forces with certain requirements. 

The armed conflicts that include NSAs are well treated in treaties and doctrines and do not 

need more elaboration in this section. It is with no doubt that such conflict will be classified as 

NIAC unless the NSA is acting under the control of a State party and conducting operations or 

involved in hostilities against an opposing State party, then the NIAC is internationalized 

between the victim state and the state those armed groups fighting on behalf.930 However, in a 

hybrid context, a fusion of non-state armed groups with non-kinetic means such as cyber 

operations that can be conducted from the territory of another state, more challenges to the 

classification of armed conflict are identified. This hybridization of warfare has strained the 

traditional classification of armed conflicts and more likely has the characteristics of both.  

 

2.2.1. Hybrid International Armed Conflict 

 

When considering an IAC based on the classification of IHL (treaty and customary), the 

scenario that would prevail is a conflict between two or more states, that are well regulated in 

GCs of 1949 and its APs. While, the hybridity of an IAC involves an operational and strategic 

level by combining conventional and unconventional, kinetic and non-kinetic means during the 

conflict, it will be mere IAC that involves different means and methods, that are neither novel 

nor challenging to the IHL framework.931 CA 2 to the GCs is clear that a certain level of 

violence and parties to the conflict can identify the type of conflict, so there is nothing new 

about such hybridity and international law is well established to address such conflicts. Even 

when countries intervene in a conflict to either support the territorial State’s armed forces or 

the NSA in its fight against another NSA or governmental forces, IHL still applies with no 

legal implications. For example, Russia and Georgia were engaged in an IAC in 2008. The 

conflict traces back its roots to the time when South Ossetia in 1990, supported by Russia, 

declared its independence from Georgia.932 When Georgia in 2008 tried to take control over 

South Ossetia, it was faced with Russian military intervention in an attempt to support South 

Ossetia’s secessionist efforts.933 The military operation was supported by non-kinetic means. 
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Russia has launched cyber operations against Georgia before and during the armed conflict, 

which played a major role in the ongoing armed conflict, and in limiting Georgia’s ability to 

disseminate information.934 Although Russia did not acknowledge launching these cyber-

attacks, computer security researchers managed to track the attacks and had evidence that a St. 

Petersburg-based criminal gang known as the Russian Business Network (R.B.N.) was behind 

these attacks.935  

Nonetheless, whether adversaries used a combination of hybrid means in an IAC or not, does 

not change the nature of the conflict nor the classification. However, if the cyber-attacks 

launched during an armed conflict have led to civilian casualties or destruction of civilian 

property protected under IHL rules, and the State denied its responsibility or the attacks were 

not attributed or traced back to a party of the conflict, state responsibility for its violations to 

IHL rules will be compromised, but not the classification of an armed conflict. The Tallinn 

Manual takes a similar legal view that the mere fact that a cyber operation has been launched 

or otherwise originates from governmental cyberinfrastructure is not sufficient evidence for 

attributing the operation to that State but is an indication that the State in question is associated 

with the operation.936  

Nevertheless, as mentioned above, the DDOS cyber-attacks against Georgia were before and 

during an armed conflict, so the question is whether the cyber-attacks that took place three 

weeks before the Russian physical military intervention in the South or the troops that moved 

into the conflicted zone, has commenced an IAC.937 In this regard, the ICTY in the Tadic case 

considered that an IAC exists whenever there is a resort to armed force between States.938 The 

court’s statement reveals that neither the duration requirement nor an intensity requirement in 

terms of the number of victims or the destruction of property is needed for an IAC to exist.939  
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Additionally, the low threshold to IACs was explained in the 1960 commentary to the third GC 

and the intent of states behind, by which it highlighted that any difference arising between two 

states and leading to the intervention of members of the armed forces is an armed conflict 

within the meaning of Article 2, even if one of the Parties denies the existence of an armed 

conflict. It makes no difference how long the conflict lasts, how much slaughter takes place, or 

how numerous are the participating forces; it suffices for the armed forces of one Power to 

have captured adversaries falling within the scope of Article 4. Even if there has been no 

fighting, the fact that persons covered by the Convention are detained is sufficient for its 

application. The number of persons captured in such circumstances is, of course, immaterial.940  

Perhaps most importantly, the question is whether the DDOS attacks that targeted Georgia in 

2008 commenced the beginning of IAC or not. To be able to answer this question, it is 

important to be able to first find concrete evidence that the attacks were launched by Russia 

being a part of the conflict, and whether the cyber-attacks were sufficient to trigger an IAC. 

Rule 82 to the Tallinn manual states that: “an IAC exists whenever there are hostilities, which 

may include or be limited to cyber operations, between two or more States.”941 Therefore, apart 

from the attribution requirement that was addressed in the second chapter of the thesis, and 

assuming that the cyber-attacks launched in the events of the armed conflict between Georgia 

and Russia in 2008 were attributed to Russia, it is seen that IAC exist from the time cyber-

attacks were launched. However, the operations combining both kinetic and non-kinetic means 

must be treated based on the actual situation, by which non-kinetic means rely on the effects 

of the kinetic means. The previous statement is concluded from State practice rather than a 

legal framework.  

To illustrate, based on previous analysis, taking into account rule 82 of the Tallinn Manual,  

the cyber-attacks between Russia and Georgia in 2008 were governed by IHL as they were part 

of an existing IAC.  Therefore, though it may be seen that certain conflicts of conventional 

nature are easy to classify as IAC, however, its hybrid nature creates uncertainties and fault 

lines. From a legal perspective, while IHL applies the moment an armed conflict exists, cyber-

attacks have to be taken into consideration to assess when the actual armed conflict started. 

While state practice did not reach a definite manner with regards to armed conflicts based 

solely on non-kinetic means, nevertheless it can be concluded that the current position is to 

treat non-kinetic attacks that have the same effect as kinetic ones in the same manner. In 
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practice, states are still having the power in determining the interpretation of the international 

law in IAC, the reason why so many attacks are not reported or denied even though they amount 

to armed attack. The ICRC was clear in its commentary to CA 2 by suggesting that State can 

always pretend when it commits a hostile act against another State, that it is not making war, 

but merely engaging in police action, or acting in legitimate self-defense. The expression armed 

conflict makes such arguments less easy.942  

 

Based on the previous analysis, cyber operations in contemporary conflicts cannot be ignored, 

especially since IHL is more geared towards regulating kinetic effects, while state practice is 

more shifting towards employing a broad spectrum of non-kinetic means and methods.943 It is 

also noticed that current practices show that cyber operations which occur in isolation from 

kinetic attacks do not reach the level of armed violence, and even if who launched these attacks 

were identified, then either domestic law exercising jurisdiction over the person and the 

particular subject matter, or human rights law, apply.  Although, it is generally accepted that 

cyber-attacks must meet the threshold of violence akin to those of more traditional means and 

methods of warfare and despite the restrictive impact of this traditional towards other cyber 

operations that meet the necessary violence of an armed attack without damage to persons or 

property. However, a less restrictive approach would lead to escalations in international 

relations with more armed conflicts and hostilities. Nonetheless, the author suggests that 

operations conducted in a hybrid manner involving other kinetic or non-kinetic means, even 

below the threshold of an armed attack, but accumulatively reach the level of violence required 

for an armed attack, then an armed conflict would commence. In such case, IHL can be 

expanded to cover cyber operations that traditionally do not meet the scale and effect threshold, 

such as severe data loss or financial loss, when in accumulative it is seen that these cyber 

operations are part of larger-scale attacks, such as military intervention or more violent cyber 

operations.  

In applying the previous suggestion on the conflict between Russia and Georgia in 2008, it 

would have led to the applicability of IHL rules at the time cyber-attacks were launched, rather 

than such applying IHL due to the conventional intervention by Russia and direct 

confrontation. The accumulative theory of events and operations in an armed conflict is of high 

importance to tackle the possible legal uncertainty while choosing to apply the norms of 
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peacetime or LOAC. Nevertheless, attribution remains a vital indicator in identifying the link 

between actors and ongoing events, especially since an independent and impartial investigation 

can hardly be conducted in circumstances of growing tensions with a state labeled in advance 

as hostile.944 While Rule 17 in the Tallinn Manual considers that certain State becomes an 

enemy of war if the perpetrators have operated according to instructions, guidelines or under 

the control of the state, and the State recognizes and accepts that operation as its own945, it is 

unlikely to be reflected in State practice that has general tendency to deny any involvement in 

cyber-attacks. Nonetheless, cybercriminals might take advantage of the legal uncertainty and 

shift from being cybercriminals under peacetime regimes to being combatants with certain 

privileges under the IHL, a scenario that is highly possible due to the broader protection such 

attackers might receive under IHL if considered as combatants associated with another State.  

 

Similarly, the Russian Federation has always been considering the conflict in Ukraine in 2014 

as an internal conflict between the government in Kyiv and the self-proclaimed republics of 

DNR and LNR. That has been clearly expressed by the official representatives of the Russian 

defense sector considering the conflict in eastern Ukraine was a civil war between the 

nationalist power, which led the country as a result of a coup, and Donbas militias, that refuse 

to live in a country denying their right to speak their language.946 Though, Kremlin is openly 

utilizing private military companies (PMCs) such as the Wagner group and proxy militias such 

as the Donetsk and Luhansk People’s Republic in Ukraine to wage these hybrid operations 

exploiting the West’s lack of understanding of these groups to maintain deniability and reduce 

the risk of military response, which would likely result if Russia has used its conventional 

forces in the battlefield.947 Moreover, the Minsk agreement that was first signed in September 

2014 and contained 12 measures to achieve a ceasefire, was breached numerous times, by 

which the OSCE Special Monitoring Mission to Ukraine documented that there were more 

than one million violations in Donbas since February 2015948, did not include Russia as a party 

to the conflict and did not include any specific obligations on de-facto belligerent state 

implementation. Likewise, Ukraine issued legislation that classified the conflict in Donbas as 
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an anti-terrorist operation and that the proxy militias were called “terrorists” which does not 

correspond with the international legal framework and does not reflect the actual circumstances 

with the application of domestic law. The controversy surrounding the classification of armed 

conflict and the standards governing attribution is a key area of interest and the baseline for 

any effective response. And the Ukrainian conflict explained before, is a clear example of the 

inadequacy of attribution tests, especially effective control, in certain situations as to determine 

whether the conduct of an organized armed group should be attributed to a state and the level 

of involvement to transform a NIAC to an IAC and enable the rules of international law to 

apply more efficiently. 

 

2.2.2. Hybrid Non-International Armed Conflict (Cyber and Non-State armed groups) 

 

First, as discussed previously, two main bodies of treaty law regulate hostilities in NIACs, the 

CA 3 to the GCs and AP II that adheres only when the state in armed conflict is a party to the 

treaty and once additional factors are met.949 CA 3 to the GCs defines NIACs as conflicts that 

are not international. While the ICTY in the Tadic case described such conflicts as “protracted 

armed violence between governmental authorities and organized armed groups or between 

such groups within a State.” The AP II refers to NIAC as a conflict between a State’s armed 

forces and dissident armed forces or other organized armed groups, so must be both organized 

and armed. Therefore, NIACs have common features that include the participation of an 

organized armed group in a conflict and a particular level of intensity. The hybridity of 

elements in a NIAC is more challenging than that of IAC because most internal conflicts lack 

detailed information and investigations about the facts and ongoing operations, most states 

deny the existence of a NIAC in their territory as it would legitimize the NSAs involved and 

trigger the rules of IHL to deal with the situation under its national laws, and the fact that non-

state armed groups conduct operations among civilian population blending non-kinetic means 

of transnational effect by which the savage and brutality of civil wars are even greater than 

those of IAC. Hybrid actors operate either in concert with the state or compete with it, such 

actors depend on state sponsorship to flourish, but rather enjoy the flexibility that comes with 

not being a state. 
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 Furthermore, HW represents a type of irregular armed conflict that usually features state actors 

but in an unconventional manner by operating covertly. The early stages of HW are conducted 

unconventionally and states are increasingly engaging in proxy conflicts, afterwards, the 

regular armed forces reveal their true identity at the final stages of the conflict. States’ reliance 

on NSAs in internal conflicts, is a form of Hybrid warfare. States deny their involvement in a 

conflict, though operationally are heavily involved through their proxies, to lower the 

likelihood of retaliation as the degree of responsibility for the groups that they control is 

disguised.950 However, this section will focus on the hybrid means used during a conflict that 

does not involve an international character, as internationalizing a NIAC will be addressed 

later. Also, the author will highlight the use of cyber means by NSAs or governmental forces 

in an internal conflict and will address the hybridity of multiple armed groups to a single 

battlefield. Cyber operations play a central role in a hybrid environment and particularly in 

NIAC. Rule 23 to the Tallinn Manual on the characterization as NIAC notes that NIAC exists 

whenever there is protracted armed violence, which may include or be limited to cyber 

operations, occurring between governmental armed forces and the forces of or more armed 

groups. The confrontation must reach a minimum level of intensity and the parties involved in 

the conflict must show a minimum degree of organization.951 The Group of Experts’ definition 

has reproduced a combination of CA 3 of the GC 1949, which imitates customary international 

law, and the case law development of the issues of intensity and organization to cyber 

operations.    

 

i- The Islamic State in Syria and Iraq (ISIS)  

 

One of the most hybrid NSAs that is relevant to the type of armed groups investigated in this 

section, is what so-called ISIS (also known by the deliberately derogatory Arabic acronym as 

Da’esh).952 The armed group has not been considered a proxy group nor an ordinary NSA, 

rather it is a fusion of typical armed group practices with ideas of statehood in a dedicated 

effort to govern captured areas in a state-like fashion.953 ISIS’s hybridity is represented in its 
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combination of secular and religious forms of structure and agency, yet it is not a mystery but 

a mere NSA under law.  First of all, the group has taken over a large swath of territory in Syria 

and Iraq and had its operational headquarters in the Syrian provincial city of “Al-Raqqa”954, 

also consisted of a considerable number of fighters estimated by the CIA between 20,000 and 

31,500 in Iraq and Syria, while others consider that number of fighters range between 80,000 

and 200,000.955 ISIS is a group that applies a strict interpretation of Sharia Law and has 

conducted countless war crimes and violations of the international law (Arbitrary detention, 

fair trial violations, torture and other forms of ill-treatment, collective punishments of citizens, 

brutal crimes that amount to war crimes and crimes against humanity or genocides).956 By 

which ISIS was considered as the “most deadly terrorist organization operating at that time and 

the greatest threat to world peace, amassing more fighters, more funding, and more territory 

than any other terrorist movement.”957  

 

Applying the GCs and its APs to the conflict that involves ISIS as a NSA is essential to identify 

the classification of the armed conflict, especially since the conflict was not limited to one 

specific territory, but was taking place in both Iraq and Syria. Also, the hostilities were complex 

by which ISIS has conducted operations against the governmental forces of both states, against 

other armed groups involved in the conflict (Kurdish militias, Iranian backed militias “Popular 

Mobilization Forces”, Al Nusra Front “associated to Al-Qaeda”, the Free Syrian Army “the 

military wing of the Syrian people’s opposition to the regime” …etc.).958 Moreover, the conflict 

in Syria and Iraq was hybrid due to the involvement of conventional troops and irregulars, 

interventions by third states that targeted ISIS on the territory of Syria and Iraq (Anti-ISIS 

Coalition and Turkey), and border clashes between ISIS and neighboring state’s armed forces 

(Turkey and Lebanon). After all, despite the involvement of numerous armed groups and state 

actors in the conflict, IHL is the applicable law to the conflict.  
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While CA 3 to the GCs 1949 is applicable in the case of armed conflict not of an international 

character occurring in the territory of one of the high contracting parties, the armed hostilities 

taking place in two different states with a one-armed group does not change the nature of the 

conflict, rather it will be dealt with it as one in two different States. The fighting between the 

Syrian government forces and the anti-governmental groups has protracted armed violence 

based on the ICTY understanding of armed violence in the Tadic case. Nonetheless, with the 

myriad of actors involved in the Syrian conflict, the classification of the conflict might be 

vague, especially with the involvement of state actors. Nevertheless, an important perspective 

on the relationship between different actors that fight on the same side in a situation of armed 

conflict is the “support-based approach” that was developed by Tristan Ferraro and endorsed 

by the ICRC.959  Based on this approach, a conflict that originates as a NIAC between the 

territorial state and NSA, as long as the supporting entities intervene against the latter (NSA), 

the conflict remains a NIAC because of the non-state nature of the opposing parties.960 In any 

case, the conflict with ISIS will be classified as NIAC because the conflict is either between 

governmental forces and NSA, or between such groups within a State.961 With regards to the 

level of intensity of the armed conflict, ISIS operations have crossed the threshold recognized 

by both the CA 3 and AP II, mainly by the territorial control and protracted armed violence.  

 On the other hand, the organizational criteria that are essential to implement IHL to armed 

groups under the protective scope of CA 3 and the AP II, also based on the ICTY factors and 

indicators provided by the ICTY in the Ljube and Tarculovski case, there is no doubt that ISIS 

fulfills the aforementioned requirements.962 ISIS has created a well-organized command 

structure that included institutions, judicial authority, and Islamic courts. Also, fulfilled the 

factors related to logistics and communications, ability to recruit fighters globally through 

multiple traditional (mosques, communities) and non-traditional (social media, financial 

institutions). ISIS has evolved to the level of quasi-state, so there is no reason to assume that it 
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is not an organized armed group with the required level of intensity and organization to classify 

the conflict it is involved in as NIAC, although it extends to the territory of third countries 

which is justified earlier in what so-called “spill-over”. One of the issues raised by the hybrid 

nature of ISIS is whether the group is bound by IHL.  

To sum up this argument, it is vital to differentiate between the ability to comply with 

international norms and the unwillingness to do so. The relevant laws and opinio Juris, 

mentioned above, are clear that groups must have the ability to implement based on the 

existence of disciplinary rules or mechanisms within the group. ISIS has the ability but not the 

will (ability to comply, not actual compliance), and that was reflected by its actions and crimes 

committed in the conflict zone and overseas. After all, the actions of ISIS will be more 

challenging with regards to the charges for terrorism and war crimes before the courts. Though 

this is not covered by this study, important to mention that such cases demonstrate that ISIS 

fighters are not only terrorists but also be considered as participants in a NIAC in Syria and 

Iraq, taking into account that both states are not parties to the Rome Statute that requires the 

acceptance of states for the jurisdiction of the ICC to prevail.963 Also, states may refuse the 

formation of an international tribunal to prosecute violators of war crimes, for example, Syria 

has rejected any international judicial mechanism that contradicts with its national judiciary 

powers.964 The Rome status still stipulates that the assembly of states parties shall discuss and 

deal with, pursuant to article 87 that gives the ICC the authority to refer circumstances of non-

co-operation by states to the assembly of states parties965, or to the security council if the 

referral was by it to the ICC. However, the assembly of states parties hardly ensures any 

practical outcome as it does not have the same authority as the UNSC.  According to Bashir 

Ali Abbas, “this confusion opens the prospects for a hybrid tribunal which reconciles municipal 

and international law and resembles an international court set up within the domestic judicial 

apparatus.”966 An argument that necessitates further research in the legal domain.  

 

ii- Non-State Cyber Actors in NIAC 

 

For NIAC to exist, it is important to differentiate between criminal activities and armed 

conflict. That is more important when non-kinetic means are used by NSA in hostilities taking 

                                                 
963 Rome Statute of the International Criminal Court, Ibid., Article 12 (1) and Article 13.  
964 Abbas B., Prosecuting the Islamic State: The Case of a Hybrid Tribunal, Institute of Peace and Conflict 

Studies IPCS, 16 May 2019. http://www.ipcs.org/comm_select.php?articleNo=5586  
965 Artile 112.2(f) of the Rome Statute. 
966 Ibid. 

http://www.ipcs.org/comm_select.php?articleNo=5586


place on the territory of a state that is considered of hybrid nature. For example, Hackers are 

protected under the IHL during an armed conflict, unless they took a direct part in hostilities 

that deprives them of legal protection.967  Nonetheless, members of the virtual organization 

may never meet nor even know each other’s actual identity. Such groups can act in a 

coordinated manner against the government or an organized group, take orders from a virtual 

leadership, and be highly organized.  Schmitt has also added that in practice one element of the 

group might be tasked to identify vulnerabilities in target systems, a second might develop 

malware to exploit those vulnerabilities, a third might conduct the operations and a fourth 

might maintain cyber defenses against counter-attacks.968 However, organized groups 

operating in cyberspace are hardly detected based on the traditional definition of organized 

armed groups under IHL (organized and armed). Cyber actors can create confusion to the 

applicable law during an armed conflict, such actors are unlikely to be visible with identifiable 

uniform or by openly carrying out a certain weapon. Conversely, combatants may be targeted 

solely based on their combatant status and must be recognizable combatants during or before 

an armed attack.969 The aforementioned creates a legal challenge to the principle of distinction 

during an armed conflict. Nonetheless, Article 44 of the AP I considered that soldiers who do 

not identify themselves as combatants by wearing a uniform or by carrying arms openly during 

or in preparation for the engagement would likely be stripped of their combatant privilege by 

a tribunal.970 Yet, it generates a challenge to the classification of a conflict too.  

 

  While assessing the required degree of organization of NSA conducting cyber operations, a 

few scenarios might be taken into account. First, cyber operations are conducted by armed 

groups that already meet the requisite degree of organization and intensity, such as Taliban, 

ISIS, or Hezbollah, then it is with no doubt that a NIAC would be triggered. Second, if private 

individuals conducted cyber operations in an ongoing armed conflict or not, such attacks will 

not trigger an armed conflict, as the group must have a certain level of organization that allows 
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it to act in a coordinated manner heightening its capability to engage in violence.971 Therefore, 

it is unlikely that the organizational requirement to be met virtually, assuming that the group 

of hackers is conducting operations solely online without any connection to a State or an 

existing organized armed group involved in an armed conflict. Correspondingly, the ICRC has 

acknowledged that whether cyber network attack alone will ever be seen as amounting to an 

armed conflict will probably be determined in a definite manner only through future state 

practice972. 

 

 Another problem that might arise, is that certain armed groups can influence or recruit 

individual hackers to launch attacks against another state armed group or government. After 

all the linkage of attribution will be even harder and the ability to target these hackers as 

combatants based on their relation to the armed group, will probably violate the IHL, especially 

if the individual members of an organized group carried out cyber-attacks not on behalf of the 

group, but on their own accord, then the group does not meet the armed criterion.973 Such 

activities can be categorized as “patriotic hacking” where individuals voluntarily use their 

computer systems to conduct actions harmful to the belligerent, such as the cyber-attacks 

during the “Operation Cast Lead” in Gaza Strip by which there were instructions from 

sympathizers on both sides to the conflict to attack other party’s website and networks.974 As 

explained, such activities do not trigger an armed conflict, as attackers do not reach the required 

level of an organized armed group, but it is an indicator of a growing tendency in civilian 

engagement in cyber-attacks during armed conflicts that will have future legal and humane 

implication. However, with regards to the level of command, the ICRC Commentary to Article 

1(1) of the AP II that required that a group must be under responsible command before a NIAC, 

has lowered the article’s strict threshold and considered that some degree of organization of 

the insurgent armed group is required.  
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  Given these points, the ICRC is taking the challenges of cyber operations in armed conflict 

seriously and urges all states to recognize IHL rules and protection it offers against the human 

costs of cyber operations, and requires full respect and protection to medical facilities and 

personnel at all times. Apart from the role of cyber NSAs in the classification of an armed 

conflict, the international community, and mainly ICRC as the guardian body of IHL, are more 

concerned about the nature of cyber-attacks and their technical characteristics to the IHL 

principles. The ICRC published a report in 2019 about the challenges of contemporary armed 

conflicts, and has considered that cyber-attacks in armed conflict carry the following risks: 

- “Overreaction and escalation, due to difficulty in assessing whether the attacker aimed to 

gather information or cause physical damage (intent of the attacker); 

- Can proliferate in an uncontrolled manner allowing the cyber groups or hackers to 

reengineer or repurpose a cyber tool to a more malicious end; 

- Identifying the source or who created or launched the cyber-attack and holding them 

responsible for their actions under IHL, remains a challenge. A perception that will allow 

hackers or armed groups less scrupulous about violating international law; 

- The development and increasing reliance on cyber operations by the most sophisticated 

actors will cause major human harm in the future that is observed so far.” 975 

 

  Therefore, a NIAC is triggered once cyber-attacks are launched by the NSA that meet the 

level of intensity and organization. On the other hand, if attacks are launched solely by a group 

of individuals or decentralized hackers that do not meet the traditional criteria of armed groups, 

it would not lead to an armed conflict even if the attacks collectively reached the level of armed 

violence. It is needed to distinguish between the general issue of cyber security from the 

specific issue of using cyber operations in an armed conflict.  For instance, cyber-attacks or 

cyber terrorism may evoke methods of warfare but they may not necessarily be conducted in 

armed conflict. Hence, it does not mean that such operations are in a legal vacuum as 

international law and in particular the UN Charter is applicable, also the IHRL still applies, but 

without the existence of an armed conflict, IHL does not apply. Another equally important 

point is whether the cyber operations meet the criteria to be considered hostilities. It will be 

relevant once the attack was launched by a member of armed forces in an IAC or a member of 

an organized armed group involved in an ongoing NIAC. But more challenging once a civilian 
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conducts such operations, is that a civilian who directly participates in hostilities in an ongoing 

armed conflict, loses his entitlement to protection from attack as long as these acts are adversely 

affecting the enemy’s military capabilities, having a direct link to the resulting harm, and 

having the requisite belligerent nexus.976 The future will provide relevant state practices in this 

field that would either expand further the applicability of IHL to even less organized cyber 

groups or will require stricter rules of compliance that will cover the civilian sector. 

Conclusively, the hybrid element reflected in the employment of NSAs with non-kinetic means 

can create a challenge to the IHL based on their ability to launch operations below the threshold 

of armed violence, and in a decentralized manner but in a more aggressive manner than in their 

regular peacetime relations, or beyond the geographical limitation of armed conflict. Also, the 

challenges that may arise are more related to the status of combatants and international legal 

obligations of NSAs concerning the detention of members of state armed forces or civilians 

appears to be a central issue. Such operations are not unregulated by other bodies of legal 

regimes but will be a case-by-case examination.  

 

 

iii- Geographic Limitation for IHL Applicability to Cyber-Attacks in NIAC 

 

Organized armed groups or individual hackers in contemporary conflict can conduct cyber 

operations as means of striking at their asymmetric opponent977. As explained before, the 

nature of cyber-attacks allows them to be launched from any location far from the battlefield 

by either using the cyber infrastructure located in another neutral State or from multiple States. 

However, it is concluded that IHL applies to operations in cyberspace and is flexible enough 

to accommodate new technological developments978. Specifically, various rules and 

prohibitions arising such as the principle of distinction do not depend on the type of weapons 

or method used. Yet, various other humanitarian law prescriptions require careful assessment 

in view to specific features of cyber-attacks, mainly that IHL does not endorse nor prohibits 

computer network attacks but imposes certain constraints about the conduct of hostilities in 

cyberspace. Also, parties to an armed conflict are prohibited from employing means which 

cannot be directed at the specific military objectives to minimize incidental loss of civilian life 

or damage to civilian objects. But what is also highly important is the geographic limitation 
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and relevance to the applicability of IHL in the context of cyberspace. In Schmitt’s territory-

centric conception of international law, armed conflict is limited to locations such that it does 

not disturb the spatial order.979 This may not be the case with cyber-attacks in an armed conflict. 

For example, botnets evolve on connected nodes on a global scale, and belligerents must take 

this into account when having to defend against it. Therefore, attacks like Stuxnet defy the 

spatial geography of States, instead of allowing them to project force through the alternate 

geography of cyberspace. 

 

 First of all, the extraterritorial parameters in NIAC are not clear as its law is designed for 

internal application. At the same time, NSAs have developed at an organizational level and 

created covert cells in different countries that contribute either financially or militarily to the 

group, a hybrid adversary or means are quite challenging. For instance, in a cyber context, the 

scenario that our analysis envision for the interest of this section is that State (A) is in a NIAC 

with an armed group (D) on its territory. State (A) gets targeted by a malicious cyber-attack 

that shut down its air force’s command and control center, and three jets of its air force crashed 

due to communication loss. The attacks were traced and identified that group of hackers 

affiliated with Armed Group (D) are responsible for the attacks but located in the territory of 

State (B) that is not involved in the NIAC, nor has any control over the group of hackers on its 

territory. In this case, State (A) finds itself obliged to either target the group on the territory of 

State (B) based on its right to self-defense, which would highly lead to violation of territorial 

sovereignty. Or, it will consider expanding the NIAC to cover the territory the group of hackers 

is located in, which also will require the territorial State's consent, otherwise, an IAC between 

the two states will rise. To legally address such scenarios, an examination of the geographic 

scope of application of IHL to NIAC in a cyber context will be required. This discussion is 

relevant as it represents the hybridity of means that involve NSAs and cyber-attacks, as well 

the extraterritorial effect offered by technological means and its impact on applicable legal 

regimes.  

 

Initially, despite the acknowledgment that CA 3 and relevant customary international law apply 

extraterritorially, there are inconsistencies in the rationale for the type of extraterritorial 

conflicts deemed to be covered by NIAC law. The ICTY when dealing with the geographic 
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scope of CA 3 considered that “IHL continue to apply in the case of internal conflicts to the 

whole territory under the control of a party, whether or not actual combat takes place there.”980 

Therefore, State (A) will be able only to target the armed group on its territory, as the group of 

hackers affiliated with the armed group does not control territory. That was reflected in AP II 

that only applies when organized armed groups control territory, and this instrument is thought 

to be inapplicable to cyber-only conflicts but involves an organized armed group that controls 

territory and conducts such operations, while in cyber-space such groups cannot control 

territory based on virtual operations. Some might argue that the law of neutrality applies in 

armed conflicts of international nature, by which the neutral State is required to prevent its 

territory from being used by belligerent as a place from which to launch attacks.981 However, 

the law of neutrality might find a resort in an IAC, but in NIAC reasoning that law of neutrality 

is applicable to suppress the NSA’s cyber operations without the territorial State’s consent is 

arguable and have legal consequences. The U.S. appears to be in favor of this approach in the 

context of kinetic armed conflicts against NSAs that transcend a single State’s borders.982 But 

State practice does not support the expansion of the law of neutrality to NIACs.983 On the other 

hand, CA 3 and Article 1 (1) of AP II contain a territorial link in defining a NIAC, also this is 

reflected in jurisprudence.984 According to Schmitt, “While a State embroiled in a NIAC may 

sometimes cross borders into other states (arguably included those that are distant) to take the 

fight to its enemy under jus ad Bellum norms, it may not do so based solely on the fact that it 

is engaged in an armed conflict.”985 What Schmitt projected is that spill-over conflicts under 

certain circumstances might lead to the border crossing, but that is arguably in cases of distant 

territory and cannot be norm-based solely on the involvement of an armed conflict. 
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  Moreover, the geographic limitation of armed conflicts is reflected indirectly in Article 52(2) 

of the AP I, which is generally accepted as a reflection of customary international law in both 

IAC and NIAC. The article states that attacks shall be limited strictly to military objectives that 

make by their nature, location, purpose, or use an effective contribution to military action and 

whose total or partial destruction, capture, or neutralization, in the circumstances ruling at the 

time, offer a definite military advantage986. Applying this rule to justify the expansion of 

NIACs in cyber has legal effects by which although it renders the NSA’s ability to conduct 

operations as the infrastructure used in the operations qualifies it as military objective and is 

relevant in an armed conflict, yet the interconnectivity of cyberspace and its civilian 

infrastructure nature will allow NSA to turn components of the worldwide cyberinfrastructure 

into legitimate military objectives.987 Similarly, another important point that is highly relevant 

to cyber actors and their interconnectivity, is that the ICRC has rejected the notion that a person 

carries a NIAC with him to the territory of a non-belligerent State, on the basis that it would 

have the effect of potentially expanding the application of rules on the conduct of hostilities to 

multiple states according to a person’s movement around the world as long as he is directly 

participating in hostilities concerning a specific NIAC.988 ICRC has by this rejected the concept 

of “Global Battlefield” that can be relevant to “targeted killings” and the global war on terror 

and suggests that such operations should be assessed under the rules of law enforcement. 

Despite the growing tendency of some States, in particular the United States, towards applying 

the “unable or unwilling” test to expand the NIAC law based on an analogy from existing 

international law governing jus ad Bellum, however, the author agrees with ICRC’s approach 

and considers that the drawbacks of potential attempts to expand the NIAC law to cyber-attacks 

that might be generated from neutral States, not bordering the territory of the State in conflict, 

outweigh the advantages. Concerns about a global battlefield also stem in part from fear that a 

non-geographically focused IHL paradigm would lead to more since targeting could be status-

based and because IHL instead of IHRL proportionality norms would govern attacks.  

 

  Therefore, it is concluded that cyber-attacks generated from non-belligerent states impose 

certain challenges when the victim State is in a NIAC. Even if the relationship is confirmed 
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between the attackers and the armed group with which the State conflicts, yet expanding the 

NIAC to the territory of other State without its consent has legal consequences. It was also 

recognized that IHL’s applicability in NIAC is viable with the spill-over incidents but makes 

sense if the applicability was border-based that is strictly limited to the territories of those states 

qualifying as parties to the conflict. Moreover, with the evolving role of NSAs in cyberspace 

and their ability to create worldwide cells and branches, such attacks might be launched from 

anywhere at any time, in an armed conflict or peacetime. So, targeting these groups would risk 

the evolvement of a global battlefield that has more disadvantages on the international peace 

and principles of IHL. As explained in the second chapter, cyber-attacks are not in a legal 

vacuum, and the rules of Jus Ad Bellum are capable of either binding states to control their 

infrastructure based on due diligence or controlling cyber groups according to its domestic 

laws. So coming back to the example suggested at the beginning of this section, in such case 

cyber-attacks originated from a third neutral State must be dealt with them through the law 

enforcement of the territorial State as long as it did not consent to any retaliation in its territory, 

and if the State is unable or unwilling to stop the threat and prosecute the members who 

conducted such attacks, then Jus Ad Bellum and other legal regimes are capable of addressing 

the State responsibility with regards to its wrongful acts in not securing its territory from being 

used to conduct operations against another States. However, even states with the most 

advanced technology might find it difficult to detect and immediately end malicious cyber 

activity that occurs on or originates from their territory. 

 

2.2.3. Hybrid Warfare in a Co-existing Armed Conflict 

 

In contemporary conflicts, both IAC and NIAC can exist on the same battlefield in which they 

do not reflect the traditional concept of IAC, nor internal conflict. But rather these conflicts are 

seen to involve multiple State and NSAs, operations below the threshold of armed conflict, 

even fragmented relationships between the actors that make it challenging to identify which 

groups can be considered a party to a particular armed conflict. HW and its means have a great 

impact on either creating this co-existence or thriving on it. Such co-existence, categorized 

sometimes as mixed or parallel armed conflicts, combine characteristics of both types of a 

conflict, challenges the classification of the conflict, and thus the identification of the relevant 

framework, the reason why it raised doctrinal debates.  

 



The hybrid nature of contemporary armed conflicts lies in the core of the confusion created in 

multi-dimensional, multi-actors, and fusion of non-conventional and conventional elements. 

For instance, an attribution that is considered as one of the utmost complexities provided by 

new technologies, in particular cyber operations, creates technical issues and uncertainties to 

IHL.989 And while conflict is classified on the assumption that the adversary’s identity is 

recognized (State or NSA), attribution whether detected during an armed conflict or not can 

have the impact on either preserving the nature of the conflict or possibly changing it, such as 

internationalizing a NIAC, thereby placing it under CA 2 instead of CA 3.990  Another problem 

that is similar to the cyber operations with regards to attribution, is the use of proxy actors that 

tend to mask their operations and true identity in an ongoing armed conflict. The ICRC often 

describes NSAs as being organized horizontally rather than vertically and some of them may 

not even constitute one single group at all.991 While the jurisprudence of international criminal 

courts, international lawyers and NGOs such as the ICRC have sought to further develop this 

regime for unity between that apply to IAC and NIAC under IHL, by considering the extent to 

which elements of the two protocols constitute customary international law992. However, the 

classification is still very significant though the gap between the two types of armed conflict 

has narrowed, since considerable differences remain such as the position and status of armed 

groups and their members, and rules relating to the targeting of specific types of objects and 

the weapons which may be employed.993  An ICRC committee-published guide in 2006 

observed that:  

“Today, there is a general tendency to reduce the difference between IHL applicable in 

international and NIACs. The jurisprudent of international criminal tribunals, the 

influence of human rights, and even some treaty rules adopted by states have moved 

the law of NIAC close to the law of IACs, and it has even been suggested in some 

quarters that the difference be eliminated. In the many fields where the treaty rules still 
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different, this convergence has been rationalized by claiming that under customary 

international law the differences between the two categories of conflict have gradually 

disappeared.”994  

 

Nevertheless, contemporary conflicts are varying between being mere IAC, NIAC, or what 

was labeled by some scholars as internationalized armed conflict or internationalized NIAC. 

The latter is not described or defined in any treaty provision, but the concept has been raised 

numerous times by states and legal experts including the ICRC that referred to this concept in 

cases where NIACs are subject to outside intervention on either side of the conflict, whether 

or not the intervention transformed the conflict or altered the legal regime applicable.995 The 

multifaceted nature of armed conflicts must be determined based on the prevailing facts and 

not on the subjective views of the parties to the armed conflict. The latter was reflected by the 

ICTY that stated:” the determination of the intensity of a conflict and the organization of the 

parties are factual matters which need to be decided in the light of the particular evidence and 

on a case-by-case basis.”996 It was also deliberated by the ICTR that considered the following: 

“the definition of an armed conflict per se is termed in the abstract, and whether or not a 

situation can be described as an “Armed conflict”, meeting the criteria of CA 3, is to be decided 

upon a case-by-case basis.”997  

 

With this in mind, HW elements and methods are very useful strategies for states and NSAs to 

create a legal grey zone in which the international law and international tribunals will have a 

hard time identifying and examining the facts. Additionally, while states tend to deny their 

responsibility or direct involvement in armed conflicts, NSAs on the other hand have evolved 

to a certain level that makes them capable of using or misusing the laws based on the interest 

that serves their military and strategic operations. The grey zone in classifying armed conflict 

has legal impacts on the applicability of IHL, and is seen as an opportunity through State’s 

Lawfare by deviating from and defying international consensus about what is lawful in the 

conduct of war and armed conflict, are evidence of violations of international law that thrive 

on certain ambiguities. For example, targeted killing has not gained international credibility 
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due to the challenges it imposes on the geographical requirement of an armed conflict, the 

persons and objects that may be targeted varies between the two types of conflict, yet is an 

available option for any government that would allow them to rewrite the laws of war to make 

international consensus-defying policies they wish to employ appear legal.998 Additionally, the 

regime on prisoners of war and occupation is unsettled in the context of NIACs leading to 

uncertainties on the treatment of captives in a multifaceted armed conflict with fragmented 

actors. However, for the interest of this section, the study will analyze the internationalized 

NIAC concept (hereinafter INIAC) based on the examples of armed conflicts to further help 

the reader understand the nature of HW and its impact on the classification of armed conflicts, 

and briefly conclude whether co-existence of armed conflicts under the traditional 

classification of IHL is capable of addressing its complexity, or a new legal classification added 

to the two classic types of conflict will be more satisfactory. 

 

i- The Applicability of IHL to a Co-existing Armed Conflict 

 

 In the first place, the co-existence of armed conflicts can ensue when a foreign State or 

coalition intervenes in an ongoing NIAC on the side of an NSA in its fight against the 

government forces of the territorial state. For example, the NATO intervention in the internal 

conflict in Libya escalated after the military airstrike in 2011 against the Gaddafi forces. Even 

though the intervention is cited as a model for implementing the so-called “Responsibility to 

Protect (R2P)” that was praised as a humanitarian success, it is not disputed that it is an IAC 

because State or coalition is using force against another state. So, the conflict turned to have 

two dimensions, a NIAC between Gaddafi forces and rebels, and an IAC between the coalition 

and Libya. In another scenario, when State (A) is in an armed conflict with State (B), and an 

armed group in State (A), meeting the requisite level of intensity and organization, conducted 

military operations against State (A). Then, State (A) is in an IAC with State (B), at the same 

time in NIAC with the armed group on its territory, unless the armed group is acting on behalf 

of a foreign State (de facto organ), then the whole situation will become an IAC.999 

 The aforementioned are classical examples of mixed armed conflicts and are not novel. For 

example, the ICTY’s Appeals Chamber in the Tadic case stipulated that: 
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- “It is indisputable that an armed conflict is international if it takes place between two or 

more States. Besides, in case of an internal armed conflict breaking out on the territory of 

a State, it may become international (or, depending upon the circumstances, be 

international alongside an internal armed conflict) if: (i) another State intervenes in that 

conflict through its troops, or if (ii) some of the participants in the internal armed conflict 

act on behalf of that other State.”1000 

 

Nonetheless, the Tadic Chamber declined to articulate any particular standard for what degree 

of intervention would be sufficient to internationalize a pre-existing NIAC.1001 Similarly, with 

regards to military intervention, the ICTY Trial Chamber in the Blaskic Judgment considered 

that: “ Croatia’s direct intervention in Bosnia-Herzegovina has ample proof to characterize the 

conflict as international.”1002 The decision suggests that foreign military intervention that only 

indirectly affects an independent NIAC is sufficient to consider an armed conflict as an 

international one.1003 Notwithstanding, more challenging mixed conflicts arise when multiple 

foreign states intervene in an armed conflict against or in support to NSAs or governmental 

forces (with or without the consent of territorial State) under different agendas and strategies, 

also in the unclear and fragmented relationship between the parties to the conflict. Besides, the 

transnational threat or operations spill over to neighboring countries (neutral or party to a 

conflict) in a hybrid manner. The latter can be described as “spill-over”, “cross border”, or 

“transnational armed conflict” that also occurs in NIAC not limited to the territory of one State 

and between a State and NSA that operates from the territory of a third State. These are not 

legal categories or terms, yet are useful for descriptive purposes.1004 For example, the Israeli 

armed conflict in 2006 with Hezbollah as an armed group that meets the requisite level of 

intensity and organization on the territory of Lebanon. In such case, as Hezbollah does not act 

on behalf of the Lebanese Government (dismissing the facts of its direct relation with Iran and 

that Hezbollah’s political wing is represented in the Lebanese government), the conflict 
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between the Israeli armed forces and Hezbollah is a NIAC, but as long as Israel conducted 

operations on the territory of Lebanon without its consent (dismissing the facts that Israel had 

targeted critical infrastructure in Lebanon such as the Airport, Electric Grids, even the 

Lebanese armed forces base), it is, therefore, an IAC with Lebanon and NIAC with 

Hezbollah.1005 With regards to spill-over of a NIAC, state practice seems to indicate that 

crossing an international border does not change the non-international character of the armed 

conflict1006. Nevertheless, certain questions may arise with regards to the geographical 

considerations as to what extent the “Spill-over” can be extended in the territory of another 

state, multinational forces or intervention of one or more State in NIAC, whether the 

multifaceted armed conflicts complicate any attempts to successfully attribute a link between 

actors. In a cyber context, such a scenario is extremely challenging in which a group engages 

in cyber operations attacks without doing so on behalf of one of the parties to an IAC. Though 

the ICRC’s approach is to consider such attacks as a separate NIAC1007, some experts in the 

Tallinn Manual rejected this conclusion as it would prove a difficulty in practice when applying 

the law of both armed conflicts to the same battlespace.1008  

 

Another example of such mixed armed conflict is the ongoing conflict in Syria. In March 2011, 

anti-government protests broke out in Syria and were influenced by the widespread 

demonstration during the Arab Spring. The demonstration turned violent and steered to an 

ongoing armed conflict that lasted for nine years by now with countless fatalities, destruction 

and created the largest refugee crisis since WWII. The armed violence escalated to a fierce 

NIAC between Rebels, which split into a myriad of militarized opposition groups, and the 
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Syrian government forces.1009 As the conflict turned to NIAC and more armed groups joined 

the conflict (over 1500 armed groups and militias), the level of hostilities reached an 

unprecedented level.1010 Additionally, as the Syrian government started to lose control over its 

territory, the situation shifted to more violence as armed groups (Iran-backed Shia Militias such 

as Hezbollah and National Defense forces1011) joined the fight alongside the Syrian armed 

forces against the rebels. The fluidity of the conflict kept evolving and involved foreign 

interventions from Russia in support of the Syrian regime, and similarly, an Anti-ISIS coalition 

was initiated to target ISIS fighters in Syria and Iraq. On the other hand, Turkey was also 

involved in the conflict to block the Kurdish rebels’ goal of establishing a viable autonomous 

Kurdish region across the borders and increased in intensity in 2016. The conflict involves 

multiple armed groups with different objectives that meet the requirements of intensity and 

organization, have clashed in numerous events among each other, and with the government 

forces and its allies. The many-sided clashes do not change the non-international character of 

the conflict, as parties of the conflict are State and NSAs which is examined as an overall 

conflict despite the numbers of actors.1012 Similarly, the Russian intervention was based on the 

consent of the Syrian regime, therefore such intervention does not internationalize a conflict, 

because the operations of the intervening state are directed against NSAs with the consent of 

the territorial state “Syria”. However, when it comes to the Turkish operations in Syria or the 

U.S. airstrikes against ISIS, the question of territorial state consent arises. Some scholars argue 

that such conflict is a NIAC, as there have been no clashes between the Turkish forces and the 

Syrian government, and the operations were solely directed against the NSA.1013 The argument 

is based on the wording of CA 3 which does not prevent NIAC from straddling more than one 

State.  

Those who oppose considering the conflict between an intervening third state and NSA as IAC, 

consider that such classification would not only be contrary to the party structure of IAC, but 

disputed that NSAs would be unable to comply with many of the IAC provisions, and the state 

would be unwilling to grant NSAs immunities from prosecution granted to prisoners of war in 

conflicts of this type. The rules of NIAC are precisely designed for conflicts in which one of 

                                                 
1009 Wallace D., McCarthy A and Reeves SH., Ibid. pp. 561-62. The article provides important historical and 

contributing factors to the conflict in Syria.  
1010 Blanchard Ch., Armed Conflict in Syria: Overview and U.S. Response, 9 October 2015.  
1011 The BDF and associated pro-government militias reportedly number between 60,000 and 80,000 fighters. 

See more, Gill T., Classifying the Conflict in Syria, Ibid., pp. 355-56. 
1012 Ibid. p. 375.  
1013 Gill T., Ibid. p. 376. 



the parties is NSA.1014 Nevertheless, this study disagrees with the views that consider 

operations by the third state against NSA in the territory of another state without its consent 

are of NIAC nature, based on the fact that it does not involve inter-state conflict or it is directed 

solely against NSA. While it might be argued not considering these conflicts as IAC is not to 

encourage NSAs to drag a third state to an ongoing NIAC and by that apply the rules of IAC, 

however, such arguments are not enough and contradicting. By which the ICJ in the case 

concerning Armed Activities on the Territory of the Congo case held considering that the 

obligations arising under the principles of non-use of force and non-intervention were violated 

by Uganda even if the objectives of Uganda were not to overthrow President Kabila, and were 

directed to securing towns and airports for the reason of its perceived security needs and in 

support of the parallel activity of those engaged in the civil war.1015 Also, the UN Commission 

with regards to the armed conflict in Lebanon 2006 affirmed the hostilities were in fact between 

the Israeli Defense Forces (IDF) and Hezbollah. However, the fact that the Lebanese armed 

forces did not take an active part in them, does not deny the character of the conflict as a legally 

cognizable IAC, nor does it negate that Israel, Lebanon, and Hezbollah were parties to it.1016 

Nonetheless, this study argues that states intervening and conducting operations on the territory 

of another State without its consent, would also encourage states to conduct more operations 

as such, and violate the territorial sovereignty and integrity that not only concern Jus ad Bellum, 

but also the IHL in an ongoing armed conflict.  

 

All in all, the extraterritorial intervention in NIAC is still a matter of debate, the ICRC’s 

proposal, as mentioned before, requiring the law of IAC to be applicable in every case in which 

a foreign power acts on behalf of one or other of parties, was rejected by experts. However, the 

author’s view is not to include all types of intervention as IAC, but it should still be constructed 

on a case-by-case analysis. So, with regards to the conflict in Syria, a mixed armed conflict 

took place as an example of co-existing legal regimes to one battlefield. To draw such a 

conclusion, it will be required to identify parties to the conflict and their nature, how the foreign 

intervention is conducted (directed against a state or NSA, with or without consent of territorial 

                                                 
1014 Lubell N., Extraterritorial Use of Force Against Non-State Actors, Oxford Scholarship Online 2010, Part II, 

Ch. 14, p. 245. 
1015 ICJ., Armed Activities Case, Ibid, para163.  
1016 Report of the Commission of Inquiry on Lebanon pursuant to Human Rights Council Resolution S-2/1, 

2006 UN Doc. A/HRC/3/2. Paras 50-62. https://www.un.org/ruleoflaw/blog/document/report-of-the-

commission-of-inquiry-on-lebanon-pursuant-to-human-rights-council-resolution-s-21/  

https://www.un.org/ruleoflaw/blog/document/report-of-the-commission-of-inquiry-on-lebanon-pursuant-to-human-rights-council-resolution-s-21/
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state), and other possible factors (intensity, organizational), which is not an easy task in 

complex armed conflicts, but not impossible.  

 

To sum up, the suggestion of applying IAC rules to cases where NIAC is characterized by 

foreign military intervention was not accepted, because it will be challenging with NSAs that 

will try to attract third states to benefit from the application of IACs legal framework, to 

broaden the rules of protection to the belligerents. However, in cases where the foreign 

intervention aimed to target NSAs on the territory of another State without its consent, the IAC 

rules should apply. At the same time, the fragmented application of mixed conflicts is favored 

by states and opinio Juris, but as explained before, such fragmentation would involve practical 

and legal difficulties. 

 

   Based on the previous analysis, it has been concluded that armed conflicts include violence 

as a central element, which is achievable through the hybridity of non-kinetic means and 

irregular forces that can either start a conflict or be influential in an ongoing one. The author 

agrees with the experts in Tallinn Manual that cyber-attacks alone may constitute an armed 

conflict depending on the circumstances, mainly physical and property damage. Furthermore, 

geographical limitations in NIAC do apply in spill-over conflicts under certain circumstances, 

however, it is not applied in some extraterritorial conflicts. For example, certain ambiguities 

arise with regards to cyber NSAs in particular when conducting cyber-attacks from the territory 

of a neutral State against a State that is involved in a NIAC. But it is concluded that the NIAC 

should not expand to the territory of a neutral state without its consent, due to the fluid nature 

of contemporary conflicts and the role of NSAs in cyberspace which might lead to a 

catastrophic global battlefield. 

 Consequently, the traditional classification of armed conflict is capable of addressing the 

different scenarios of contemporary conflicts, even those involving cyber-attacks and 

fragmented actors to a single battlefield. Hence, IHL is highly capable of meeting such 

challenges, but certain legal issues may arise in a mixed armed conflict regarding the rights 

and obligations of states and parties to the conflict that have considerable variations under IAC 

and NIAC. Although it is agreed that both types of conflicts can co-exist, hybrid actors can 

skillfully combine and split their hostilities accordingly based on the regime that offers them 

broader protection. At the same time, the co-existence of armed conflict means applying 

different legal regimes (CA 3 and CA 2 of the GCs) to distinct but connected armed conflicts 

occurring simultaneously in the same territory. Therefore, eradicating the distinction between 



CA 2 and CA 3 of the GCs of 1949 in certain matters would be an important step towards 

avoiding any future challenges to the classification of an armed conflict and the principles of 

humanity that IHL is based on. This suggestion has moral and legal reasons, as unequal humane 

treatment should not be acceptable, regardless of whether the conflict is of international or non-

international nature.1017 While such eliminations were acknowledged by ICRC and ICTY to be 

potentially occurring based on the role of customary IHL and opinio Juris, this distinction has 

not been abolished in law. For example, the rights of injured people in NIACs are only 

recognized once the deprivation has occurred. Similarly, the detention in NIAC by which 

lawful participants in such conflicts are ordinary prisoners once detained subject to national 

and human rights laws. While lawful combatants in an IAC once detained are considered 

“POW” under a certain level of protection guaranteed by Article 4 of the GC III afforded to 

captured combatants which are regarded as a measure of security and not of punishment.1018 

 

Such conduct in contemporary hybrid warfare can be very crucial to humane treatment. For 

example, Ukraine condemned Russia for its belligerent occupation of Crimea and violations of 

its sovereignty in the Donbas. But always referred to the conflict in Eastern Ukraine as “anti-

terrorist operations”, denying the existence of an armed conflict in that region. Therefore, if 

Ukraine detained a member of an armed group in Eastern Ukraine, the treatment and rights of 

this member will be different than if he was detained in Crimea.1019 While IHL applicability 

depends on the identification of the parties to a conflict to classify it and apply the rules relating 

to it, this might be confusing in cyberspace, especially that a legitimate target under IHL 

according to Article 4(2) of the GC III, must be commanded by a person responsible for their 

subordinates, have fixed distinctive sign, carry arms openly and conduct operations per the 

laws and customs of war. Yet, such requirements are indeterminate in cyberspace, as most 

cyber hackers operate anonymously and their direct participation in NIAC can be hardly 

detected. Nonetheless, participants in hostilities who do not satisfy the criteria under the 

                                                 
1017 State practice confirms that lawful participants in NIACs should be entitled to POW status. In 1984, the 

Congolese Prime Minister stated: “For humanitarian reasons, and with a view to reassuring the civilian population 

which might fear that it is in danger, the Congolese Government suggest that ICRC observers come to check on 

the extent to which the GCs are being respected, particularly in the matter of the treatment of prisoners.” See, 

Henckaerts J., Study on Customary International Humanitarian Law, Ibid., pp. 175-181.   
1018 GC III, Article 4 (A)(1) that limits its applicability to “Members of the armed forces of a Party to the conflicts 

well as members of militias or volunteer corps forming part of such armed forces.” 
1019 Kahn J., Hybrid Conflict and Prisoners of War: The Case of Ukraine (2018). Lieber Institute for Law and 

Land Warfare Book Series - Complex Battlespaces: The Law of Armed Conflict and the Dynamics of Modern 

Warfare, ed. by Christopher M. Ford and Winston S. Williams, Oxford University Press, 2018, Forthcoming, 

SMU Dedman School of Law Legal Studies Research Paper No. 381, p. 17. 



abovementioned Article are considered to be civilians directly participating in hostilities under 

GC IV. In mixed conflicts that also raises some questions about the equal level of humane 

treatment to the participants in the hostilities whether civilians or combatants. The reason why 

it is suggested is that the elimination of the gap between CA 2 and CA 3 would have a more 

humane impact on the conflict. It would be fairer if the humane treatment accorded to a person 

be based on the status of the persons themselves, rather than on the status of the conflict. A 

subject that requires further examination and prospects for future academic research.  

  



 

3. Application of Principle of Distinction to Hybrid Warfare (Cyber Operations 

and Hybrid NSAs)  
 

 The IHL is characterized to serve humanity in its most perilous situations, by which its main 

objective in an armed conflict, whether IAC or NIAC, is to outline certain limitations, 

restrictions, and prohibitions on the parties involved to limit the suffering and destruction 

produced by a conflict. According to Article 22 of the Hague Convention, “the rights of 

belligerents to adopt means of injuring the enemy is not unlimited.”1020 Such limitations to the 

use of force in armed conflicts are focused on sparing those who do not or no longer directly 

participate in hostilities, restricting it to the amount necessary to achieve the aim of the conflict 

that can only be to weaken the military potential of the enemy. Nevertheless, IHL faces 

challenges in stationing such limitations to situations that are not easily defined in concrete 

terms. David Eric perfectly underlines that “depending on the situation, the same act can be 

lawful or unlawful, not merely unlawful but a criminal offense, or neither lawful not 

unlawful.”1021 Yet IHL does not address the legality of an armed conflict, and treats all parties 

to the conflict equally regardless of the reason or its lawfulness, but rather reflects a constant 

balance between the military necessity arising in a state of war and the need for humanitarian 

protection. Such balance necessitates certain principles that must be respected by parties of an 

armed conflict and considered before any hostilities, development of any weapon, and 

employment of methods that contradicts with them. These principles that IHL is founded upon 

and explained previously, help to interpret the law when the legal issues are unclear or 

                                                 
1020 Convention IV respecting the Laws and Customs of War on Land and its annex: Regulating concerning the 

Laws and Customs of War on Land (The Hague Convention 1907), The Hague, 18 October 1907, Section II, 

Article 22. In addition, with regards to means of injuring the enemy, sieges and bombardments, Article 23 of the  

Hague Convention forbids the following:  

“1-To employ poison or poisoned weapons; 

  2-To kill or wound treacherously individuals belonging to the hostile nation or army; 

  3-To kill or wound an enemy who, having laid down his arms, or having no longer means of defense, has 

surrendered at discretion; 

  4-To declare that no quarter will be given; 

  5-To employ arms, projectiles, or material calculated to cause unnecessary suffering; 

  6-To make improper use of a flag of truce, of the national flag or of the military insignia and uniform of the 

enemy, as well as the distinctive badges of the Geneva Convention; 

  7-To destroy or seize the enemy's property, unless such destruction or seizure be imperatively demanded by the 

necessities of war; 

  8-To declare abolished, suspended, or inadmissible in a court of law the rights and actions of the nationals of 

the hostile party. A belligerent is likewise forbidden to compel the nationals of the hostile party to take part in 

the operations of war directed against their own country, even if they were in the belligerent's service before the 

commencement of the war.” 
1021 David E., Principes de Droit des Conflits Armes (The Principles of the Law of Armed Conflict), Brussels 

2002, 3rd ed. pp 921-922.  



controversial. So, the balance between the principles and interest shifts depending on the 

situation. For example, military necessity may limit the notion of humanity to allow 

destruction, while in other situations that involve the protection of the wounded and sick, the 

principle of humanity prevails.1022 So, armed forces are under an obligation to apply the basic 

principles of IHL, to ensure that the conduct of hostilities involves the least possible injury and 

damage that are militarily necessary to subdue the enemy forces.1023  

 

The basic principles of IHL play an important role in armed conflicts and are more vital, 

especially in the rise of NIACs that are more of urban nature that replaced conventional warfare 

by conflicts, in which there is no clear-cut distinction between soldiers and civilians, and 

between organized violence, terror, crime and armed conflict.1024 The hybrid nature of 

contemporary conflicts demoralizes and undermines the principles of humanity by operations 

that deliberately place irregular troops within civilian areas, including civilians in cyber 

operations directly by encouraging and equipping them with necessary technology by 

conveying their status to cyber hackers with relative impunity or use the civilian 

cyberinfrastructure to launch such attacks remotely by which civilian objects will be lawful 

targets. For example, terrorist organizations have manipulated the humanitarian laws for their 

military advantage, such maneuvering was employed by the Taliban which developed tactics 

by boomeranging NATO’s campaign in the form of malicious lawfare, and regularly placed 

civilians near their positions.1025  

 

  For this section, the study will examine and review the principle of distinction in IHL in the 

context of hybrid activities, mainly cyber-attacks and NSAs, in contemporary conflicts, and 

the role in addressing the theoretical and practical consequences of certain characteristics of 

HW. This section will summarize the legal problems arising from cyber NSAs, especially 

regarding the distinction between combatants/military objectives, on one side, and the 

protection of civilians and their objects, on the other. In armed conflicts, categorizing the actors 

taking a role in hostilities is confusing when there is a mixture of actors. This creates so-called 

“hybrid adversaries” that complicate the classical interpretation analysis and prediction of the 

                                                 
1022 Basic Principles of IHL, Diakonia International Humanitarian Law Centre; available at: 

https://www.diakonia.se/en/IHL/The-Law/International-Humanitarian-Law-1/Introduction-to-IHL/Principles-of-

International-Law/  
1023 Vincze V., Taming the Untamable: The Role of Military Necessity in Constraining Violence, ELTE Law 

Journal 2013, p. 94. 
1024 Hoffman F., Conflict in the 21st Century: The Rise of Hybrid Wars, Ibid. p. 11.  
1025 Bachmann S., and Mosquera A., Lawfare in Hybrid Wars: The 21st Century Warfare, Ibid., p.72-73.  
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conflictual situation. Limiting the examination to one principle does not mean that other 

principles are less important or do not face challenges, however, to back up all the principles 

would require a good deal of work that could overstretch our thesis.  

Additionally, the principle of distinction is of great importance to the complexity of HW in 

particular identifying the increasingly disturbing occurrence of belligerent cyber incidents, 

such as the inclusion of cyber means and methods in armed conflicts that force us to pay greater 

attention to the application of the principle of distinction to modern conflicts. And as it was 

analyzed earlier in the thesis, HW as an emerging form of warfare that combines conventional 

and unconventional threats blurs the line of distinction between civilian and combatant by 

deliberately placing irregular troops within civilian areas, or using civilian infrastructure 

through cyber means to conduct attacks in cyberspace.  So, discussions will narrow down to 

an example of how cyber-attacks in current conflicts can be challenging with regards to the 

principle of distinction when fused with civilian objects and participation. As explained before, 

new technologies used in a hybrid manner through irregular NSAs or states must comply with 

the principles and rules of IHL1026, nonetheless, the study argues that certain aspects that are 

related to the nature of cyberspace and its dual-use, are quite significant and relevant to hybrid 

warfare. 

 

 

3.1. Principle of Distinction   

 

The distinction in IHL is a cardinal principle that draws a distinguishing line and limitations 

on who and what is a legitimate target in an armed conflict, and what protections are entitled 

to persons and objects that must be immune from attacks if not directly participating or 

involved in the hostilities. The normative justifications for the principle of distinction are based 

on just war doctrine and suggested that civilians and combatants should be treated differently 

on the battlefield.1027 The principle is the cornerstone of IHL by which Article 48 of the AP I 

                                                 
1026 The ICJ Advisory Opinion on the Legality of the Threat or use of Nuclear Weapons established that principles 

and rules of humanitarian law applicable in armed conflict apply “to all forms of warfare and to all kinds of 

weapons, including those of the future.” ICJ, Nuclear Weapons Advisory Opinion, Ibid. para 86. In addition, 

Article 49(3) of AP I established that the applicability of the provision of this Protocol apply to “any land, air or 

sea warfare which may affect the civilian population, individual civilians or civilian objects on land. They further 

apply to all attacks from the sea or from the air against objectives on land but do not otherwise affect the rules of 

international law applicable in armed conflict at sea or in the air.”  
1027 Walzer M., Just and Unjust Wars, 4ht ed., 2006, pp. 144-46. According to Walzer “Combatants are a class of 

people who are set apart from the world of peaceful activity; they are trained to fight, provided with weapons, 

required to fight on command. It is the enterprise of their class, and this fact radically distinguishes the individual 

soldier from the civilians he leaves behind.” Walzer M., Ibid. p. 144.  



of the GCs 1949 states that “to ensure respect for and protection of the civilian population and 

civilian objects, the Parties to the conflict shall at all times distinguish between the civilian 

population and combatants and between civilian objects and military objectives and 

accordingly, shall direct their operations only against military objectives.”1028 Similarly, 

Article 52 of the AP I states that “civilian objects shall not be the object of attack or reprisals. 

Civilian objects are all objects which are not military objectives.”1029 Therefore, avoiding or 

minimizing incidental civilian harm during an armed conflict is a legal obligation under IHL. 

 

  Also, The ICJ in the Nuclear Weapons advisory opinion indicated that “a large number of 

customary rules have been developed by the practice of states and are an integral part of 

international law. And one should provide that the ‘Hague law’ fixed the rights and duties of 

belligerents in their conduct of operations and limited the choice of methods and means of 

injuring the enemy in an IAC. Also, the ‘Geneva Law’ provided safeguards for disabled armed 

forces personnel and persons not taking part in the hostilities.”1030 State practice established 

this rule as a norm of customary international law applicable in both IAC and NIACs and is 

contained in many military manuals. For example, Sweden’s IHL manual of 1991, referring to 

Article 52 of AP I, states: “The basic rule in Article 52 is that civilian objects and civilian 

property may not constitute objectives for attack or be subjected to reprisals. The article does 

not represent any new thinking, but is rather a clarification of humanitarian principles 

established in older conventions.”1031 Therefore, any direct attack against a civilian or civilian 

object is not only a violation of IHL but also a grave breach that can be categorized as a war 

crime.  

 

  Instead, technological development and the role of cyber operations raise the question about 

the indiscriminate nature of such new weapons. IHL prohibits indiscriminate attacks which are 

not directed at a specific military objective or employ methods and means of combat which 

cannot be directed at a specific military objective or cannot be limited, as they are in nature 

capable of striking military and civilian objects without distinction.1032 This rule is being 

                                                 
1028 AP I, Ibid., Article 48.  
1029 Ibid. Article 52 (1). See also, Article 52(2) about Military Objectives, Ibid.  
1030 Legality of the Threat or Use of Nuclear Weapons, Advisory Opinion, Ibid., para 75.  
1031 Sweden, International Humanitarian Law in Armed Conflicts, with reference to the Swedish Total Defense 

System, Swedish Ministry of Defense, January 1991, section 3.2.1.5, p. 53. 
1032 AP I, Ibid. Article 51(4). 



accepted as a norm of customary international law even from non-state parties to the protocol 

and also contained in amended AP II on certain conventional weapons.1033  

 

  In contemporary conflicts, the principle of distinction is highly relevant and raises tangible 

legal questions about the nature of conflicts that embraces new weapons originally of civilian 

nature, and non-state armed groups evolved to use kinetic and non-kinetic means in an armed 

conflict, and by blending their civilian and military identity. The principle of distinction does 

not only exclude deliberate attacks against civilians, but also indiscriminate attacks without a 

target.1034 The ICRC has confirmed the applicability of IHL to cyber warfare in armed conflicts 

and asserted that applying IHL to cyberspace does not legitimize cyber warfare, just as it does 

not legitimize any other form of warfare. Cyber-attacks have the technological capability to be 

as precise as necessary and can offer alternatives that other means or methods of warfare do 

not.1035 Moreover, the ICRC considered that cyber operations enable parties to an armed 

conflict to achieve military aims without harming civilians or causing physical damage to 

civilian infrastructure. Nevertheless, the frequency of cyber-attacks against industrial control 

systems used in critical civilian infrastructure has increased, carrying potential risks to disrupt 

the provision of essential services to the civilian population, therefore there is a higher 

possibility that many undetected actors will be qualified of attacking civilian control 

systems.1036  

In theory, the distinction in armed conflict is based on protecting those who are not directly 

participating in hostilities from being targeted and prohibiting indiscriminate weapons. 

However, cyber adversaries tend to disguise their involvement in an armed conflict by hiding 

their responsibility through technical means and perpetrating the attacks through NSAs with 

ambiguous relationships to State agencies, and through hacktivists or private contractors, 

which make the internet the ideal platform for plausible deniability. These actors range from 

individual hackers, criminal gangs, organized armed groups, and states that hamper the 

                                                 
1033 Protocol II on Prohibitions or Restrictions on the Use of Mines, Booby-Traps and Other Devices as amended 

on 3 May 1996, Article 3(3) “it is prohibited in all circumstances to use any min, booby trap or other device which 

is designed or of a nature to cause superfluous injury or unnecessary suffering.” 
1034 AP I, Ibid., Articles 48, 51,52. 
1035 ICRC on the discriminate nature of cyber-attacks noted that “Many of the recent cyber-attacks that have been 

reported in public sources appear to have been rather “discriminate” from a technical point of view. The have 

been designed to target and harm specific objects and have not spread or caused harm indiscriminately.” See, 

ICRC, International Humanitarian Law and Cyber Operations during Armed Conflicts, ICRC Position Paper, 

November 2019, p. 5.  
1036 Ibid. 



possibility to identify actors who violate IHL in cyberspace and hold them responsible.1037 And 

finally, the inter-dependent nature of the cyber domain may result in unintended consequences 

whereby civilians or non-military infrastructure are affected, as such attacks may proliferate 

beyond that which is anticipated or planned, causing cascading effects on non-legitimate 

targets. 

 

 The IHL through the work of ICRC, with regards to new means and methods of warfare, guides 

the international community towards either prohibiting the use of certain weapons of 

indiscriminate nature or restricting their usage in compliance with its basic principles. 

Nonetheless, IHL does not legitimize cyber warfare but requires states to take all necessary 

measures on how IHL applies in cyberspace, including on how it protects civilian infrastructure 

from being disabled through cyber means and how it protects civilian data.1038  

 

  This section will be examining the impact of manipulating civilian infrastructure in hybrid 

cyber-attacks, and the serious adverse consequences of possible retaliation to such attacks, by 

which hybrid operations are successful because of the confusion they create to opponents, 

offensively and defensively. In offense, using cyberspace to launch attacks during an armed 

conflict through irregular troops, either remotely or within the territory of the victim State, will 

require the latter to respond without violating the basic principle of distinction between 

civilians and military objectives, a response that does not come without risks due to the unique 

interconnectivity and ambiguity of virtual space. On the other hand, it allows the hybrid 

adversary to hide their real identity, in a defensive attempt, behind the civilian nature of the 

operation. In addition, blurring the distinction between civilians and combatants through cyber 

hacktivists and private contractors has a huge impact on the determination of an individual’s 

status under protections and rights afforded by IHL rules, particularly with regards to the 

civilian’s direct participation in cyber hostilities. That will require an assessment of the 

Interpretive Guidance of Direct participation in hostilities introduced by the ICRC in 2009.  
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3.1.1. Civilian Objects and Military Objectives in Hybrid Context 

 

Albeit the weapons or methods used during an armed conflict, the challenges of distinguishing 

between civil objects and military objectives always appear. While, the premise remains that 

all principles of IHL apply to any kind of operations during an armed conflict, including those 

of cyber nature, however, in contemporary hybrid warfare the distinction principle is more 

complex through the employment of cyber technologies in NIACs by NSAs with ambiguous 

identity. As explained before, IHL applicability requires states and conflict parties to take all 

necessary measures that the development and use of weapons to comply with the IHL 

principles. But, the increased reliance on civilian and commercial facilities blurs the distinction 

line between civilian and military objectives, also between civilians and combatants.  

 

  To illustrate, the military objective requires two criteria, provided by Article 52(1)(2) of the 

AP I, that need to be met cumulatively. First, is the “nature, location, purpose or use” of the 

object that should be situated in an area that is a legitimate target, the current function of the 

object, the adversaries intended future use, and located in an area that is a legitimate target.1039 

Second, the object’s destruction, capture, or neutralization has to offer a definite military 

advantage for the attacking side.1040 By way of example, during the armed conflict in Ukraine 

in 2014, the governmental forces and Russia-backed militants have deployed military forces in 

and near schools without fully occupying it as it would turn into a legitimate military targets. 

In such cases, collecting data and evidence about the school’s location, how long was it used 

by the military, and for what purpose, is very difficult.1041 Similarly, the dual-use targets 

(objects that serve both civilian and military purposes) such as power stations, 

telecommunications, and civilian infrastructure, used by military forces in times of war, 

complicate the application of the principle of distinction.1042 In this regard, the experts on the 

Tallinn Manual 2.0 opined that “an attacker is required to consider expected harm to clearly 

                                                 
1039 AP. I, Ibid. Article 52 (1). See also, Customary International Humanitarian Law, Rule 7 “State Practice 

establishes this rule as a norm of customary international law applicable in both IACs and NIACs.”, Ibid., p. 26-

27. 
1040 Ibid. Article 52(2). Moreover, it is important to highlight that although the definition of military objectives 
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to the Hague Convention for the Protection of Cultural Property (“Article 1(f)”, para. 322).  
1041 Human Rights Watch Report, Studying Under Fire: Attacks on Schools, Military Use of Schools during the 

Armed Conflict in Eastern Ukraine, February 11, 2016. Available at: 
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1042 Sassoli M., Legitimate Targets of Attacks under International Humanitarian Law, Harvard Program on 
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distinguish civilian components of the military objective, and if the civilian component is not 

distinguishable, then the entire object qualifies as a dual-use military objective.”1043 

Furthermore, attacks against a civilian object constitute a war crime under the Statute of the 

ICC as such an attack is not imperatively demanded by the necessities of the conflict1044. So, 

launching cyber-attacks from a civilian infrastructure creates the confusion desired by hybrid 

adversaries to the targeted state, by which any response on the cyberinfrastructure can 

constitute a war crime if it was deemed to be civilian and led to the destruction or physical 

damages. 

 

 Consequently, the ambiguity of cyber-attacks is two-sided, while technically it is a 

discriminate weapon capable of targeting precisely, its ability to operate through civilian 

infrastructure, and undetectable in most of cases, blends the military and civilian objects raising 

legal and humanitarian concerns. Some might argue that when attacks are launched by civilians 

and considered directly participating in hostilities, it makes them legitimate targets, however, 

the infrastructure used to launch such attacks might be still civilian in nature. Nonetheless, 

several states have stressed that the rule contained in Article 52(2) of AP I, does not deal with 

incidental damage resulting from attacks directed against military objectives, assuming that 

such effects are not unlawful as long as it is not excessive.1045 Such reservations are relevant 

for states when attacking dual-use objects, as it gives a certain level of amnesty towards 

incidental damages. Similarly, states are required to take all feasible precautionary measures 

even when an attack directed at a military objective is not expected to have excessive effects 

on the civilian population.1046  

 

                                                 
1043 Tallinn Manual 2.0, Ibid. Rule 101, para 3.  
1044 Rule 7, Customary International Humanitarian Law, Ibid. p. 27. According to Rule 7, the Statute of ICC does 

not explicitly define attacks on civilian objects as a war crime in NIACs, but define the destruction of the property 

of an adversary as a war crime unless such destruction be imperatively demanded by the necessities of the conflict. 

See, ICC Statute, Ibid., Article 8(2)(e), p. xii. 
1045 Six States (Australia, Canada, France, Italy, New Zealand and the United Kingdom) specified that “the first 

sentence of paragraph 2 in Article 52 AP I is not intended to deal with the question of incidental or collateral 

damage resulting from an attack directed against a military objective.” See, Gaudreau J., the Reservations to the 

Protocols Additional to the Geneva Conventions for the Protection of War Victims, International Review of the 

Red Cross, no. 849, March 2003, p.159. 
1046 Article 57(1) of AP I, Ibid. we would like to note that, upon the ratification of AP I, the United Kingdom 

confirmed that commanders have the obligation to cancel or suspend an attack if it becomes clear that the target 

is nota. Military objective or that its attack is likely to cause excessive civilian damage to the effect that this 

obligation only applied to “those who have the authority and practical possibility to cancel or suspend the attack.” 

See, Gaudreau J., Ibid. p. 158. Also, Customary International Humanitarian Law, Ibid. Rule 15 on Principles of 

Precautions in Attack.  



Cyber-attacks will dominate future conflicts that are more of hybrid nature and safeguarding 

essential civilian infrastructure will be under more risks in an interconnected 

cyberinfrastructure especially since the principle of distinction appears too ambiguous in 

cyberwarfare. AP I prohibits a defender from using the civilian population or individual 

civilians to render certain points or areas immune from military operations.1047 For instance, in 

a cyber context, commanders are under vast responsibility to assess and determine the precise 

use of an object. Such assessment was more challenged by the fact that Article 52 (2) of AP I, 

states that “in case of doubt whether an object which is normally dedicated to civilian purposes 

such as a place of worship, a house or other dwelling or a school, is being used to make an 

effective contribution to military action, it shall be presumed not to be so used.”1048 The latter 

language shifts the responsibility, to precisely determine the use of an object, from the defender 

as the party controlling it to the attacker as a party lacking such control and facts.1049 So, in 

practice, an attacker on cyber-infrastructure will be responsible for determining whether the 

cyber object is military or civilian without having the precise data or control over the object.  

 

Another challenge is from the term “purpose” which denotes the intended future use of the 

object, rather than that cyberinfrastructure to be used to be a lawful military object.1050 For 

example, if there is reliable intelligence that a civilian server farm will soon be to store military 

data, the server farm is a military objective that may be attacked even before data storage 

begins.1051 Therefore, the “Purpose” criteria will be satisfied once a State has reason to believe 

that an adversary intends to use the cyberinfrastructure for military purposes. While this does 

not present particular problems in the cyber setting however when an object is used for both 

civilian and military purposes, the civilian aspect of the target will be at risk and relevant to 

the requirements of proportionality and precautions in attack, but according to Schmitt “civilian 

use does not diminish its qualification as a military objective.”1052 While there are no clear 

                                                 
1047 AP I, Article 51 (7) of AP I, Ibid. “the presence or movements of the civilian population or individual civilians 

shall not be used to render certain points or areas immune from military operations, in particular in attempts to 

shield military objectives from attacks or to shield, favor or impeded military operations. The Parties to the conflict 

shall not direct the movement of the civilian population or individual civilians in order to attempt to shield military 

objectives from attacks or to shield military operations.” See also, Article 58 (2)(3) of AP I “Parties to the conflict 

shall, avoid locating military objectives within or near densely populated areas; take the other necessary 

precautions to protect the civilian population, individual civilians and civilian objects under their control against 

the dangers resulting from military operations.” 
1048 AP I, Ibid. Article 52(2). 
1049 United States/United Kingdom, Report on the Conduct of the Persian Gulf War, ICRC Casebook. Available 

at: https://casebook.icrc.org/case-study/united-statesunited-kingdom-report-conduct-persian-gulf-war  
1050 Tallinn Manual 2.0, Ibid. at 439 
1051 Schmitt M., The Law of Cyber Targeting, Ibid. p. 107. 
1052 Schmitt M., The Law of Cyber Targeting, Ibid. p. 107. 

https://casebook.icrc.org/case-study/united-statesunited-kingdom-report-conduct-persian-gulf-war


standards provided by IHL or states as to what would be a nature of objects that cyber-attacks 

can target without violating the principle of distinction, the ambiguity of cyber-attacks and its 

interconnected nature of networks, yields a clear line of distinction and will allow hybrid actors 

in contemporary conflicts to continue manipulating the law and leaves civilians at risk due to 

the lack of clarity as to which cyber operations qualify as an attack.1053 This also highlights the 

complexity of considering the status of data as an object, that is unsettled so far. For example, 

the Tallinn Manual considered that data should not be considered an object1054, and concluded 

that data neither falls within the “ordinary meaning”1055 of the term “object” since it is 

intangible nor comports with the explanation of it offered in the ICRC APs 1987 

commentary.1056 Though the latter subject will require further research and examination, 

however, it reflects the disruptive nature of cyber operations to civilian protection.   

 

 The GCs define military targets as objects of an effective contribution to military action1057, 

by contrast, define civilian targets as objects “that offer no military advantages”1058 So. This 

study concludes that cyber operations are used by hybrid actors as means to afoul the principle 

of distinction, in particular through NSAs that can conduct operations among civilians and 

through civilian infrastructure. Also, cyber operations by NSAs create a grey legal zone when 

civilian objects are considered military objects. Such challenges flourish when commanders 

responsible for taking countermeasures against a cyber object, are required to assess whether 

the object is civilian or a lawful target, given that the nature and characteristics of cyber 

operations will render the demanding degree of certainty an attacker is required to fulfill.  

Therefore, a clear definition of dual-use objects under the principle of distinction must be 

settled. Moreover, IHL experts consider that any military use of a civilian object, including 

cyberinfrastructure renders the object a military objective. This study agrees with the ICRC’s 

                                                 
1053 Schmitt M., Wired Warfare 3.0.: Protecting the Civilian Population during Cyber Operations, International 

Review of the Red Cross, 2019, Vol. 1010, p. 353. 
1054 Tallinn Manual 2.0., Ibid. at 875.  
1055 United Nations Convention on the Law of Treaties, signed at Vienna 23 May 1969 (entered into force 27th of 

January 1980), Section 2 on Application of Treaties, Article 3(1) “A treaty shall be interpreted in good faith in 

accordance with the ordinary meaning to be given to the terms of the treaty in their context and in the light of its 

object and purpose”. 
1056 Sandoz Y., Swinarski CH. And Zimmerman B. (eds), Commentary on the Additional Protocols, ICRC, 

Geneva 1987, paras 2007-2008. “The English text uses the word ‘objects’, which means ‘something places before 

the eyes, or presented to the sight or other sense, an individual thing seen, or perceived, or that may be seen or 

perceived; a material thing.’ So, object must mean something tangible and visible.” According to Schmitt “it must 

be acknowledged that the context in which this explanation was offered is not directly applicable, but the Tallinn 

Manual experts nevertheless found it helpful in their deliberations.” See, Schmitt M., Wired Warfare 3.0. p. 341.  
1057 AP I. Ibid, Article 52(2) 
1058 Ibid., Article 52(3).  



position on this matter considering that a strict application of this understanding could lead to 

the conclusion that many objects forming part of the cyberspace infrastructure would constitute 

military objectives and would not be protected against attack, whether cyber or kinetic. This 

would be a matter of serious concern because of the ensuing impact that such a loss of 

protection could have in terms of disruption of the ever-increasing concomitant civilian usage 

of cyberspace.1059 Nonetheless, IHL experts and states must establish a high threshold that 

limits the extent to which the “purpose test” is currently established under the principle of 

distinction. Such threshold must offer maximum protection to civilians and their objects and 

can extend to essential civilian data, such as medical data, deleting or tampering with such data 

could cause more harm to civilians than the destruction of physical objects. However, 

protection of data is outside the scope of our thesis as the focus will be on the operations that 

qualify as attacks under IHL that are designed or expected to cause physical effects.  

 

3.1.2. Civilians and Combatants  

 

  HW that involves multiple actors (state and NSAs), as well as multiple means (military and 

non-military), have a direct impact on the civilian population that are either targeted, recruited, 

manipulated, employed indirectly, or used as human shields. As mentioned before, the 

modalities of conflicts have changed, and hybrid adversaries tend to blur the line between 

civilian and combatant status to secure a military advantage over the opponent. For example, 

many of those engaged in hostilities are not traditional uniformed combatants, but instead 

members of organized armed groups or civilians participating in hostilities who do not hold 

combatant status. Nevertheless, civilians according to IHL, are persons who are not members 

of the armed forces, and the civilian population comprises all persons who are civilians.1060 

The GCs refrain from giving a definitive definition to exclude certain civilians who fall in-

between categories. However, unlike combatants, civilian status exists in NIACs as well as in 

IACs.1061 Yet, according to Michael Schmitt “civilian’s activities alone cannot constitute a 

NIAC, for such a conflict cannot exist without an organized armed group, on at least one side 

of the conflict.”1062  

                                                 
1059 ICRC, International Humanitarian Law and the Challenges of Contemporary Armed Conflicts, Geneva, 

October 2015, p. 42. Available at: https://www.icrc.org/en/document/international-humanitarian-law-and-

challenges-contemporary-armed-conflicts  
1060 Customary International Humanitarian Law, Ibid. Rule 5.  
1061 AP. II, Ibid., Article 13(3). 
1062 Schmitt M., The Status of Opposition Fighters in a Non-International Armed Conflict, In Non-International 

Armed Conflict in the Twenty-First Century, U.S. Naval War College International Law Studies, 2012, Vol. 88, 

p. 119.  
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  On the other hand, “Combatants” are described as those persons with a right to directly 

participate in hostilities between states.1063 The GC III is more explicit in defining combatants 

as members of the armed forces of a party to the conflict.1064 It covers members of the militia, 

volunteer corps, and organized resistance movements that are under responsible command with 

distinctive signs recognizable at a distance, carry their arms openly, and conduct operations 

under the law of armed conflict.1065 Also, combatants include members of a regular armed force 

attributed to a government not recognized by the detaining power and those who form a levee 

en masse.1066 Therefore, it is concluded that the distinction between military and civilian must 

be recognized by both sides of a conflict. Furthermore, the distinction provisions are 

universally applicable obligations under customary international law, as well as in military 

manuals of numerous armed forces. For example, the U.S. Law of War Manual states that 

“Distinction requires parties to a conflict to discriminate in conducting attacks against the 

enemy. On one hand, consistent with military necessity, parties may make enemy combatants 

and other military objectives the object of attack. On the other hand, consistent with humanity, 

parties may not make the civilian population and other protected persons and objects the object 

of attack.”1067 In this regard, Article 4 of the AP III to the GCs states that “in case of doubt 

whether a person is a civilian, that person shall be considered to be a civilian.”1068 

 

 The classification of an armed conflict also plays a role in defining the parties and their legal 

status, and in the same manner parties to a conflict can also classify a conflict. The two-sided 

relation has been manipulated by hybrid adversaries that cloud both the classification of a 

conflict and the distinction between its parties. However, that does not mean that such 

confusion is novel, as the principle of distinction has always been a challenging topic in 

conflicts, particularly after the introduction of terms such as “fighters”, “terrorists” and “Private 

                                                 
1063 Ibid. Rule 3” All members of the armed forces of a party to the conflict are combatants, except medical and 

religious personnel.” See, also, AP I., Ibid. Article 43(2).  
1064 Geneva Convention III, Ibid. Article 4. 
1065 Ibid. Article 4(2). 
1066 GC III, Ibid. Article 4(A)(6). 
1067 Office of the General Counsel, U.S. Department of Defense, Law of War Manual 63, December 2016. Section 

2.5.2, p. 63. See also, the U.K. Manual of the Law of Armed Conflict “Since military operations are to be 

conducted only against the enemy’s armed forces and military objectives, there must be a clear distinction between 

the armed forces and civilians, or between combatants and non-combatants, and between objects that might 

legitimately be attacked and those that are protected from attack. United Kingdome Ministry of Defense, the 

Manual of the aw of Armed Conflict, 2004, section 2.5.  
1068 GC, AP III, Ibid. Article 4.  



Security contractors”1069. Nonetheless, the line of distinction according to the GCs must be 

respected despite any practical difficulties, and the non-compliance does not mean that 

applicable laws are not sufficient, but rather not respected. However, contemporary conflicts 

that involve cyber-attacks, and the resurgence of urban warfare that occurs in civilian spaces 

and amongst the people, require a re-assessment of the principle of distinction, particularly in 

civilian participation in hostilities. Moreover, uncertainties in defining a combatant, civilian, 

or direct participant in hostilities under the applicable laws, particularly GCs, have encouraged 

states and NSAs to manipulate this legal regime. 

 

The rules of the GCs and the APs dealing with the conduct of hostilities remain as relevant in 

conflicts today as they were before. Yet, the challenges IHL currently faced have more to do 

with respect, the application, and sometimes also the interpretation of certain rules in specific 

situations than with the existing law itself. This is why it is of utmost importance to clarify 

certain notions of IHL.  That is to say, this section will focus on cyber operations that involve 

civilians, especially those who are directly participating in hostilities, and will highlight the 

challenges imposed by blurring the line of distinction between civilians and combatants that 

continues to be fluid and fragile in practice. Also, direct DPH in the physical world would be 

clear though with certain challenges. However, DPH in cyberspace imposes more challenges 

that are believed to be unsettled and require further attention due to the complex nature of 

cyberspace. 

 

i- Blurring the Line of Distinction in Cyber Context 

 

While kinetic warfare takes place in real space that is tangible and fixed, cyber warfare takes 

place in a virtual environment that is accessible regardless of geographic location1070. It is a 

domain that exists along with but apart from the physical world.1071 Such virtual warfare world 

requires virtual combatants and actors that are different than kinetic combatants that are 

required to distinguish themselves from the civilian population while they are engaged in an 

attack or a military operation preparatory to an attack.1072 This rule lies at the core of IHL’s 

                                                 
1069 According to Nils Melzer “organized armed violence failing to qualify as an IAC or NIAC remains an issue 

of law enforcement, whether the perpetrators are viewed as rioters, terrorists, pirates, gangsters, hostage-takers 

or other organized criminals.” See, Melzer N., Interpretive Guidance on the Notion of Direct participation in 

Hostilities under International Humanitarian Law, ICRC, Geneva 2009, p. 24.   
1070 Brenner S. and Clarke L., Civilians in Cyberwarfare: Conscripts, Vanderbilt Journal of Transnational Law, 

2010, Vol. 43, p. 1027. 
1071 Brenner S., Is there such a Thing as “Virtual Crime”? California Criminal Law Review, 2001, p. 11 
1072 Customary International Humanitarian Law, Ibid. Rule 106. 



seminal goal of protecting innocent civilians and persons who are hors de combat.1073 Even in 

traditional conflicts, distinguishing between combatants with distinct uniforms and civilians 

not venturing near the battlefield, was also a challenge. For example, during Operation Iraqi 

Freedom1074, Iraqi insurgents commonly wore civilian clothing when approaching American 

and British forces to get closer without seeming to present a threat.1075 However, in 

contemporary hybrid warfare of cyber dimensions, greater efforts are demanded to determine 

who is in the zone of combat operations.1076 Especially since most contemporary conflicts are 

taking place in an urbanized environment of asymmetric nature. As such asymmetry grows, 

“the disadvantaged party has an incentive to blur the distinction between its forces and the 

civilian population in the hope that this will deter the other side from attack.”1077 While some 

scholars and governments consider that persons belonging to an armed group failing to 

distinguish themselves from the civilian population maybe be targeted as a legitimate target, 

when and for such times as they directly participate in hostilities. The difficulty of identifying 

persons in cyberspace puts other civilians at risk.1078 Generally, members of an organized 

armed group are legitimate targets during an armed conflict based on their status, even if they 

dress as civilians. In this regard, GC requires for promoting the protection of the civilian 

population from the effects of hostilities, that combatants are obliged to distinguish themselves 

from the civilian population while engaged in an attack or a military operation preparatory to 

an attack. However, in situations where combatants cannot distinguish themselves from 

civilians, they shall retain their combatant status provided that in such situations they carry 

arms openly.1079   

 

Moreover, as explained before, GC III required individuals to meet four conditions to be 

considered lawful combatant “command by the person responsible for his subordinates; having 

fixed, distinctive sign recognizable at distance; carrying arms openly; and conducting 

operations under IHL rules.”1080 Therefore, any combatant that does not match all four 

                                                 
1073 Blank L., Taking Distinction to the Next Level: Accountability for Fighters’ Failure to Distinguish 

themselves from Civilians, Valparaiso University Law Review, 2012, Vol 46, no. 3, p. 770. 
1074 The official U.S. military name for the war between the U.S. and its allies on one hand, and Saddam 

Hussein’s regime and later various insurgent groups, on the other hand.  
1075 Ibid. p 776.  
1076 Ibid. p 774. 
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https://casebook.icrc.org/law/conduct-hostilities#ii_6_c  
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conditions set before is considered an “unlawful” combatant, so is not entitled to claim the 

rights granted to prisoners of war.  Members of armed forces who conduct cyber operations 

are combatants and always targetable (unless hors de combat)1081. Nonetheless, the rules 

regarding when civilians may be targeted are more complex. So states must ensure that military 

cyber operations are conducted with the same degree of assurance as conventional military 

operations, and avoid blurring the functions of the organizations involved in the conduct of 

state-run cyber operations so it would not jeopardize the protection of civilian entities during 

an armed conflict.  

 

On the other hand, in armed conflicts especially of non-international nature, civilians choose 

to take up arms and engage in hostilities against a party to a conflict at any time. This 

participation turns them into legitimate targets with no immunity from direct attack, but will 

not result in a change of their civilian status. This means that they will not become combatants 

by their choice to participate in hostilities and thus will not be afforded combatant privileges 

such as prisoner-of-war status upon capture. This restriction seeks to discourage civilians from 

joining fights. Nonetheless, in current conflicts, the direct participation in hostilities through 

cyber means, is evolving rapidly due to easier access to technology than to guns for example, 

also because virtual space offers more protection through the indirect participation in hostilities 

in comparison to physical participation. The reason why hybrid adversaries have heavily relied 

on hacktivists and private contractors to operate in today’s battlefields. These hacktivists or 

civilian hackers operate using computers only and lack basic requirements to be considered 

lawful combatants. For example, carrying a computer openly does not fit the requirement of 

carrying an arm openly, as a computer is not considered a weapon until deployed to perpetrate 

cyber-attacks. According to Susan Brenner, “the integration of civilians into military efforts 

can create uncertainty as to whether someone is acting as a civilian or as a combatant.”1082 

Another example of how civilians are taking a direct part in hostilities can be seen through 

cyber warriors recruited by governments.1083 In this context, Sean Watts noted that “Many 

private companies have employed the skills of experts in various weapons commonly used in 

                                                 
1081 AP I, Ibid., Article 50(1) and 51(2). See also, Tallinn Manual 2.0., Ibid. rule 34.  
1082 Brenner S., Cyberthreats, The Emerging Fault Lines of the Nation State, Oxford University Press, 2009, p. 
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1083 The Estonian government, in the aftermath of the cyber-attacks on that targeted its infrastructure in 2007, 

recruited civilian volunteers to serve as cyber warriors in case another cyber-attack occurred. See, Blair D., 

Estonia Recruits Volunteer Army of “Cyber Warriors”, The Telegraph, 26 April. 2015.  
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computer network attacks (CNAs). For example, governments hired cybercriminals as 

“cyberwarriors” for defensive purposes.”1084 That raises the questions about whether such 

actors meet the requirements of legitimate targets, especially in the Notion of Direct 

Participation in Hostilities (DPH) in conflicts where armed actors and civilians intermingle.1085 

 

ii- Civilian Direct Participation in Cyber Hostilities  

 

The DPH notion is reasoned in treaty law applicable to IAC and NIAC through AP I1086, and 

AP II1087. The concept also appears in the Rome Statute of the ICC.1088 On the other hand, CA 

3 to the GCs related to NIACs uses the word “active” rather than “direct”, and states that 

“persons taking no active part in the hostilities shall in all circumstances be treated humanely.” 

Similarly, the ICC in its Judgment in the Lubanga case, considered that “Thomas Lubanga” is 

convicted for the war crime of conscripting and enlisting children under the age of 15 and using 

them to “participate actively in hostilities” in conflicts not of an international character, 

according to Article 8(2)(e)(vii) of the Rome Statute.1089 However, the ICRC reflected that 

under IHL the terms active and direct are synonymously used. According to the ICRC’s 

Interpretive Guidelines on the Notion of DPH, it was noted: “although the English texts of the 

APs and the GCs use the words ‘active’ and ‘direct’, respectively, the phrase ‘participant 

directement’ is used consistently throughout French texts of each treaty, a fact that these two 

terms refer to the same quality and degree of individual participation in hostilities.”1090 

                                                 
1084 Watts, S., Combatant Status and Computer Network Attacks, Virginia Journal of International Law, 2012, 

Vol. 50, p. 160.  
1085 One of the cases that was considered as the first time a cyber hacker was lethally targeted, is the U.S. drone 

strike in Syria that targeted Junaid Hussain a British hacker that carried out cyber activities on behalf of ISIS. 

Hussain was only engaged in cyber activities and managed to hack the US Central Command’s social media 

accounts and published US soldiers and officers identifying information. In response, the US through a Drone 

Strike targeted Hussain in August 2015. See, Ackerman S., MacAskill E. and Ross A., “Junaid Hussain: British 

hacker for ISIS believed killed in US air strike”, The Guardian, 27 August 2015. 
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1088 Article 8(2)(b)(i) of the Rome Statute, Ibid., considers that a war crime occurs if there were intentionally 
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1089 ICC, Persecutor v Thomas Lubanga Dyilo, Trial Chamber I, No. ICC-01/04-01/06, 14 March 2012, paras 568-
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is a concept that is distinct from, and broader than, direct participation in hostilities. The court stated that “the use 
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by the offence.” Ibid. para 627.  
1090 ICRC, Interpretive Guidance on the Notion of Direct Participation in Hostilities under International 

Humanitarian Law, Adopted by the Assembly of the ICRC, Vol. 90, no. 872, December 2008, p. 1013-14. See 
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Therefore, the two terms are similar and it was agreed that the notion of DPH is customary 

international law, a clear definition of this notion was lacking. To understand how Article 51(3) 

of AP I is interpreted, the ICRC conducted a project from 2003 to 2008 to explain how existing 

IHL applies in light of the circumstances prevailing in contemporary armed conflicts and 

resulted in the publication of the ICRC’s Interpretive Guidance in 2009 (hereinafter 

“Interpretative Guidance”)1091, and that was edited by Nils Melzer.1092 For this subsection, the 

Interpretive Guidance is highly relevant, though it does not directly deal with cyber warfare, 

yet it provides a general paradigm that can be built upon with regards to civilians’ direct 

participation in cyber operations. According to Melzer “despite the important consequences 

incurred by civilians directly participating in hostilities, neither treaty law nor state practice or 

international jurisprudence provides a precise definition of what conduct amounts to direct 

participation in hostilities.”1093 To demonstrate, the Interpretative Guidance on DPH requires 

three cumulative elements for DPH and an additional element that relates to those who perform 

continuous combat functions. These elements are as follow: 

 

- Threshold of harm  

 

It requires the act in question to reach a certain severity threshold to the harm caused, or likely 

to be caused, for the individual to forfeit his civilian status.1094 So, for private hackers or 

civilians to be considered directly participating in hostilities, their activities must be likely to 

adversely affect the military operations or capacity of a party to the conflict or must be likely 

to inflict death, injury, or destruction on persons or objects protected against direct attack.1095 

So, the qualification of an act as direct participation does not require the materialization of 
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through computer network attacks (CNA) or computer network exploitation (CNE), as well as wiretapping the 

adversary’s high command or transmitting tactical targeting information for an attack. See, Melzer N., Interpretive 

Guidance on the Notion of DPH, Ibid. p. 48. 



harm reaching the threshold, but merely the objective likelihood that the act will result in 

harm.1096 This goes beyond the mere definition of DPH stated in the Commentary on AP I that 

considered “direct participation means acts of war which by their nature or purpose are likely 

to cause actual harm to the personnel and equipment of the enemy armed forces.”1097  

However, the interpretative guidance has linked the threshold of harm to the adverse military 

effect in cases such as interruption of electricity, water, food supplies, and manipulation of 

computer networks. So, in the absence of the adverse military effects in such operations, the 

degree of harm required to as DPH would not qualify1098. In the cyber context, hybrid 

adversaries tend to cause harm but more in an indirect manner. Therefore, cyber operations 

conducted by civilian hackers that tend to cause death, injuries, or destruction on persons or 

objects protected against direct attack, seem to be difficult. So, certain objects must be included 

such as destruction or damage of data that are likely to cause harm required, especially the 

destruction of medical data in hospital databases. For example, Michael Schmitt argued that 

the principle of military harm is “under-inclusive” because it excludes loss of protection for 

support activities that do not adversely affect the enemy.1099 However, in response to this 

critique, Melzer considered that “the Interpretive Guidance does not discard the causation of 

harm as a central element of direct participation in hostilities but, again under treaty law, simply 

recognizes that such harm does not necessarily have to be of a military nature.”1100 Similarly, 

it is considered that acts which by nature and objective intended to cause damage to civilians, 

such as attacks on medical data, are already included in the second section of the threshold 

harm related to acts that are likely to cause death, injury, or destruction.1101 Nevertheless, one 

of the problems that might arise with regards to operations that disrupt the military capacity, is 

whether these operations conducted by civilian hackers represent a form of expression, 

propaganda, or aims to affect the military capacity, as civilian cyber actors might not be aware 

of the consequences of their acts. However, this can be mitigated in the “continuous combat 

                                                 
1096 Ibid. pp. 1016-17. The report added that “the likelihood standard is evaluated objectively in each case.” 
1097 Sandoz et al. (eds), Commentary on the Additional Protocols of 8 June 1977 to the Geneva Conventions of 

12 August 1949, Geneva ICRC 1987.  
1098 Melzer N., Interpretive Guidance on the Notion of DPH, p. 50.  
1099 Schmitt M., Deconstructing Direct Participation in Hostilities: The Constitutive Elements, New York Journal 

for International Law and Politics, 2010, Vol. 42, p. 697.  
1100 Melzer N., Keeping the Balance between Military Necessity and Humanity: A Response to Four Critiques of 

the ICRC’s Interpretive Guidance on the Notion of Direct Participation in Hostilities, International Law and 

Politics, 2010, Vol. 42, p. 860. Melzer adds that “the fact that the harm caused in the course of hostilities does not 

necessarily have to be of a military nature is illustrated by numerous references in treaty law to “attacks” against 

protected persons causing harm of a military nature, are clearly discussed as part of the conduct of hostilities.” 
1101 This was also the suggestion by the Israeli Supreme Court. See more, Kilovaty I., Conflict in Cyberspace and 

International Law, Ibid. p. 142.  



function” that is an essential supplement to the three requirements associated with the DPH 

framework that will be explained later. To summarize, cyber-attacks or operations that neither 

cause harm of a military nature nor inflict death, injury, or destruction on protected persons or 

objects would not cause the kind and degree of harm required to qualify as direct participation 

in hostilities.1102  

 

 

- Direct causation  

 

This element requires a direct causal link between a specific act and the harm likely to result 

either from that act or from a coordinated military operation of which that act constitutes an 

integral part.1103 Therefore, the harm in question must be brought about in one causal step, so 

it will not be sufficient that the act and its consequences be connected through an uninterrupted 

causal chain of events.1104 This is challenging in cyber operations, as such attacks could reach 

the level of harm set in the first requirement, but may not satisfy the requirement of a direct 

causal link. So, civilians involved in cyber operations but in an indirect way would not be 

directly participating in hostilities if there is no causal link to the harm caused.1105 So, only 

persons who are specifically recruited and trained for the execution of a predetermined hostile 

act can qualify as activities of an integral part of that act and therefore as direct participation 

in hostilities.1106 While most cyber operations that involve civilian or private contractors are 

                                                 
1102 Melzer N., Ibid. p. 50. 
1103 The ICRC in its commentary to the Interpretive Guidance with regards to “Direct Causation” element stated 

that: “In the present context, direct causation should be understood as meaning that the harm in question must be 

brought about in one causal step. Therefore, individual conduct that merely builds up or maintains the capacity of 

a party to harm its adversary, or which otherwise only indirectly causes harm, is excluded from the concept of 

direct participation in hostilities. For example, imposing a regime of economic sanctions on a party to an armed 

conflict, depriving it of financial assets, or providing its adversary with supplies and services (such as electricity, 

fuel, construction material, finances and financial services) would have a potentially important, but still indirect, 

impact on the military capacity or operations of that party. Other examples of indirect participation include 

scientific research and design, as well as production and transport of weapons and equipment unless carried out 

as an integral part of a specific military operation designed to directly cause the required threshold of harm. 

Likewise, although the recruitment and training of personnel is crucial to the military capacity of a party to the 

conflict, the causal link with the harm inflicted on the adversary will generally remain indirect. Only where 

persons are specifically recruited and trained for the execution of a predetermined hostile act can such activities 

be regarded as an integral part of that act and, therefore, as direct participation in hostilities.” Melzer N., 

Interpretive Guidance on the Notion of DPH, Ibid. pp.52-53. See also, Akande D., Clearing the Fog of War? The 

ICRC’s Interpretive guidance on Direct Participation in Hostilities, Blog of the European Journal of International 

Law, June 2009. Available at: https://www.ejiltalk.org/clearing-the-fog-of-war-the-icrcs-interpretive-guidance-

on-direct-participation-in-hostilities/  
1104 Turns D., Cyber Warfare and the Notion of Direct Participation in Hostilities, Journal of Conflict and 

Security Law, Oxford university Press 2012, pp. 287-88 
1105 Melzer N., Interpretive Guidance on the Notion of DPH, Ibid. p. 52.  
1106 Ibid. p. 53.  

https://www.ejiltalk.org/clearing-the-fog-of-war-the-icrcs-interpretive-guidance-on-direct-participation-in-hostilities/
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secondary or tertiary, the links in the causal chain may not all be similar.1107 In such cases, the 

direct causation requirement will be hardly met, as the harm intended is likely to occur over 

several causal steps.1108 For instance, the Stuxnet attack went through three stages: 

“penetration, exploitation, and modification” in which separately each stage would not count 

as one causal step to constitute DPH.1109 On the other hand, in cases of collective cyber 

operations, if a civilian’s contribution on its own does not satisfy causal link, the civilian will 

still be considered as taking part in hostilities.1110 Nonetheless, with the lack of universal State 

practice and consensus, direct causation will remain to be decided on a case-by-case basis.1111  

 

- Belligerent nexus 

 

An element that is less controversial in cyber operations, and requires that the hostile act in 

question is specifically designed to cause the required threshold of harm and specifically 

designed to do so in support of one party to the armed conflict at the detriment of the opposing 

party.1112 Therefore, if the attacks by civilians are not related to the armed conflict, the DPH 

requirement will not apply. The interpretive guidance does not specifically comment on cyber-

attacks concerning the nexus element, however, if belligerent nexus needs to be assessed in an 

armed conflict, the previous two elements of harm threshold and direct causality will need to 

be considered. In this regard, the Interpretive Guidance on whether a belligerent nexus exists 

to a specific act, consider that: 

“It must be based on the information reasonably available to the person called on to 

make the determination, but they must always be deduced from objectively verifiable 

factors. In practice, the decisive question should be whether the conduct of a civilian, 

in conjunction with the circumstances prevailing at the relevant time and place, can 

reasonably be perceived as an act designed to support one party to the conflict by 

directly causing the required threshold of harm to another party.”1113 

 

                                                 
1107 See, Owens W., Dam K and Lin H. (eds), Technology, Policy, Law, and Ethics regarding U.S. Acquisition 

and Use of Cyber-Attack Capabilities, The National Academic Press 2009, p. 127 
1108 Turns D., Ibid. p. 288. 
1109 Falliere N., W32 Stuxnet Dossier, Symantec Security Response, February 2011, p.2  
1110 Delerue F., Ibid. p. 9 
1111 Crawford E., Virtual Battlegrounds: Direct Participation in Cyber Warfare, Sydney Law School Research 

Paper, 2012, p. 9. 
1112 Melzer N., Interpretive Guidance on the Notion of DPH, Ibid. p. 58 
1113 Ibid. pp. 63-64.  



Nonetheless, the belligerent nexus element must be carefully distinguished from individual 

self-defense and other criminal activities. According to Melzer, armed violence which is not 

part of violence occurring between belligerent parties cannot constitute hostilities. But rather 

for DPH to apply it should be carried out both in support of one belligerent party and to the 

detriment of another.1114 Therefore, not all uses of armed force in armed conflict will be 

considered as part of the ongoing hostilities. So, with the increase in cybercrime incidents, 

distinguishing between cyberspace actors who are directly participating in a conflict and those 

who are merely opportunistic criminals, could be challenging.1115  

 

- The notion of continuous combat function (CCF) 

 

   In the first place, time and continuity are essential elements that play important role in 

considering whether a civilian is associated with the DPH framework.1116 This notion reflects 

the intended aim of distinguishing combatants from civilians. Individuals whose role in NSAs 

is to “prepare, execute, or command of acts or operations amounting to direct participation in 

hostilities”, can be targeted even if not actively participating in hostilities at the time they are 

engaged.1117 So, being a member of an organized armed group means that an individual 

assumes a continuous combat function for the related group. The notion of CCF has been used 

to promote the principle of distinction in NIAC, but that does not rule out its use in IAC too.1118  

 Nevertheless, the CCF’s main concern was to extend to some individuals engaged by private 

military and security companies, and to irregular members of the armed forces1119, and by that 

distinguish them from civilians who participate in hostilities on a merely spontaneous, 

sporadic, or unorganized basis, or temporary role assumed for the duration of a particular 

operation.1120 According to this notion, for cyber hackers to be considered legitimate targets 

based on their DPH, they must carry out cyber-attacks continuously and assume membership 

in an organized armed group that is a party to the armed conflict, to be considered civilian with 

                                                 
1114 Melzer N., Keeping the Balance between Military Necessity and Humanity, Ibid. pp. 873-74  
1115 Prescott J., Direct Participation in Cyber Hostilities: Terms of Reference for Like-Minded States, 4th 

International Conference on Cyber Conflict, NATO CCD COE Publications, Tallinn 2012, p. 254. 
1116 Melzer N., Interpretive Guidance on the Notion of DPH, Ibid., p. 33. 
1117 Ibid. p .34.  
1118 Ibid. p. 25. The Interpretive Guidance states that “membership in irregular armed forces, such as militias, 

volunteer corps, or resistance movements belonging to a party to the conflict, generally is not regulated by 

domestic law and can only be reliably determined on the basis of functional criteria, such as those applying to 

organized armed groups in NIAC 
1119 Henry S., Exploring the “Continuous Combat Function” Concept in Armed Conflicts: Time for an Extended 

Application, International Review of the Red Cross, 2018, Vol. 100, p. 270. 
1120 Melzer N., Interpretive Guidance on the Notion of DPH, Ibid., p. 34.  



CCF.1121 Nevertheless, cyber hackers, whether intentionally participating in a conflict or not, 

would in all cases mask their operations and their membership to an organized armed group. 

Therefore, civilians involved in cyber-attacks would qualify as “unprivileged belligerents” that 

are not entitled to the same treatment as combatants1122, particularly because distinguishing 

cyber combatants who are engaged in a specific hostile act from members of an organized 

group, is difficult. Moreover, expanding the definition of DPH through the CCF notion 

increases the risk of mistaken targeting, especially where most of NSAs do not wear 

distinguishing uniforms. Nevertheless, if the CCF does not appear in IHL treaties and is 

unsettled as custom, for civilian hackers operating during an armed conflict but in situations 

regulated by the law enforcement, human rights law must apply especially that it prohibits the 

targeting of individuals if based purely on their membership in an armed group. This was also 

the view of the independent international commission with regards to protests in the Occupied 

Palestinian Territory.1123 

 

    Based on the elements provided by the Interpretive Guidance, certain characters of cyber 

operations with regards to DPH will be challenging. For instance, the temporal scope of the 

loss of protection requires that civilians are targetable for such time as they take a direct part 

in hostilities. Civilians conducting cyber operations with no CCF status, lose their protection 

for each specific act amounting to direct participation in hostilities and then regain it after the 

end of the act. Such a situation is what so-called “revolving door”, according to the Interpretive 

Guidance “is an integral part, not a malfunction of IHL, and it prevents attacks on civilians 

who do not, at the time, represent a military threat”1124. Yet, there were major disagreements 

among Tallinn Manual experts with regards to this notion, considering that ICRC's approach, 

which requires immunity from attacks between those periods, poses practical problems on the 

battlefield. In practice, while such an approach can be possible in traditional means such as 

laying down arms on a battlefield as evidence of act cessation, but in cyberspace spreading 

malware for instance that fits with the “harm threshold” does not cease when the attackers 

cease their operations. This puts civilian hackers at risk of being targeted as long as the malware 

is still active. Moreover, most cyber-attacks are detected after their perpetration, the time the 
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attackers have already regained their civilian protection, these forfeits and regain allows hybrid 

actors, through civilians, to conduct operations repeatedly while gaining certain immunity from 

being targeted. Nonetheless, their immunity is not infinite, as they remain subject to criminal 

prosecution for violations of international or domestic law committed during such 

participation. 

 

Similarly, the interpretive guidance considers that temporal scope includes measures 

preparatory to the execution of a specific act of direct participation in hostilities, as well as the 

deployment to and the return from the location of its execution. In the cyber context, this may 

be interpreted to cover the creation of cyberweapons that may constitute an act of direct 

participation, if this weapon is created for a specific act of hostilities or target, such as Stuxnet 

that was programmed to target specific programmable logic controllers (PLCs) for centrifuges 

in the Natanz facility. Besides, the Interpretive Guidance with regards to cyber operations, 

confirmed that the execution of hostilities does not require geographic displacement, but it will 

be restricted to the execution of the act and does not include deploying and coming back from 

the location where the computer system was used to launch attacks. In contrast, the Tallinn 

manual took a broader position by considering any act of direct participation in hostilities by a 

civilian render that persons targetable for such time they are engaged in the qualifying act of 

direct participation. For instance, traveling to and from the location where a computer used to 

mount an operation is based would be encompassed in the notion. 

 

Though both approaches are not binding to States, it shows clearly that civilians engaged in 

cyber-attacks during an armed conflict, whether intentionally or not, blurs the line of distinction 

due to the nature of cyber operations through the initiation, effects, materialization, and 

termination of the cyber operations. That adds to the legal complexities towards extinguishing 

the right to strike at direct participants for cyberattacks those last mere minutes or perhaps 

seconds, adding an extra challenge to the principle of distinction. Therefore, though DPH is 

essential to the principle of distinction, neither the interpretive guidance nor Tallinn Manual 

managed to address the complexity raised by the nature of cyber-attacks. While the AP I for 

instance consider that in case of doubt whether a person is a civilian, that person shall be treated 

as a civilian. That should be also the case with regards to civilian taking part in cyber hostilities 

in an unclear manner, however, the international experts were not able to settle on what is a 

precise threshold to assess when such doubt appear, a challenge due to the interconnectivity of 

civilian and military network that renders them indistinguishable. After all, the latter is vital 



especially since civilians involved in cyber operations might be neutralized not only by cyber-

attack but also using kinetic force, which brings the principle of proportionality to light. For 

this reason, it is recommended that cyber activity should be met with a cyber response, as a 

kinetic response might bring more harm and violate the principle of distinction, particularly 

with regard to dual-use objects. 

   And finally, the geographic limitation of IHL that is limited to the territoriality of armed 

conflict can also be challenged by civilians taking part in hostilities through cyber means from 

remote areas. However, if these civilians cannot be qualified as taking direct part under IHL, 

they are prosecuted for their acts under the territorial State’s domestic laws. This was discussed 

in the previous section and concluded that it shall be solely addressed under law enforcement 

procedures to avoid the consequences of the global battlefield. Eventually, risks on the civilian 

population from being illegally targeted will increase due to the ambiguous nature of 

contemporary conflicts. At the same time, hybrid adversaries will rely more on civilians who 

will become more involved in cyber operations during armed conflicts. Therefore, with the 

shortcomings of IHL treaties and state practices, more normative developments especially for 

international rules of conduct in cyberspace, are necessary. Other principles such as 

proportionality and military necessity are also essential in the asymmetric nature of nowadays 

conflicts, whereby the disproportionate means used between cyber combatants and 

conventional combatants would be clear. 

  



Conclusions  
 

Summarizing the analysis of hybrid warfare, particularly cyber-attacks and NSAs, under the 

international law on the use of force and international humanitarian law, the following 

conclusions are to be drawn: 

1- In analyzing the evolution of warfare from conventional to modern, the author concluded 

that hybrid warfare is not a new phenomenon, on the contrary the theories of Sun Tzu and 

Von Clausewitz explained the dynamics of all types of contemporary conflicts, including 

their hybrid nature. Modern hybrid warfare crystalizes several legal areas of uncertainty 

in international law and provides a relevant and potentially useful analytical framework 

for assessing the relation between International legal regimes governing the use of force 

and the law of armed conflict in contemporary warfare scenarios. Hybrid warfare’s main 

feature is legal asymmetry, as adversaries tend to deny their responsibility for hybrid 

operations to escape legal consequences of their actions. Modern technology employed 

by states and non-state actors establish an asymmetric legal environment, as states that 

continue to abide by the law are placed at a competitive disadvantage against adversaries 

that exploit legal ambiguities and violate the rules of international law. Also, Lawfare is 

one of the means that create confusion to the applicable law and the legal responsibility 

of actions, based on the legal uncertainties arising from it, the adversaries (whether state 

or non-state armed groups) exploit the disadvantages of legal restrictions placed upon the 

complaint actor leading to the emergence of asymmetric warfare by abusing laws. 

2- The prohibition on the use of force between states is the keystone of modern international 

law that applies to old and new threats, including hybrid warfare through cyber operations 

and the employment of non-state armed groups. The author concluded that the threshold 

of an armed attack to threats generated from hybrid warfare, particularly low-intensity 

attacks, erodes the effectiveness of the armed attack notion as these operations maintain 

a certain level that does not reach the armed attack threshold but brings the same effects 

as a large-scale armed attack. Nevertheless, attacks that lead to “disruption, degradation 

or destruction of core security assets” are considered eligible for qualification as an armed 

attack. The author promoted the accumulation of events theory in dealing with a series of 

separate low-intensity attacks, as to consider that even low-intensity operations if 

accumulated together can reach the threshold of an armed attack. Nonetheless, such 

assessment must ensure to be in line with the core legal meaning and purpose of the UN 

Charter and meet the essential legal requirements of proportionality and necessity.  



3- The right to self-defense against non-state armed groups is granted under international 

law on the use of force and does not limit the potential originator of armed attacks to 

States. The author argued that the right to use force in self-defense without the consent of 

the territorial state against attacks by non-state armed groups generated from the territory 

of another state, whether through kinetic or virtual means, is still unsettled and can 

constitute an unlawful violation of the host state’s territorial sovereignty. Hybrid warfare 

relies heavily on masking attribution that is highly relevant for the proper applicability of 

the Law on the use of force, particularly in responding to threats or violations of state 

sovereignty. This necessitates the establishment of legal basis that outweighs the principle 

of territorial sovereignty and prohibition on the use of force, e.g., through the United 

Nations Security Council resolution.   

4- In analyzing the unable and unwilling standard, the author argued that considering the 

standard as a rule rather than an ad hoc decision by states requires to be embraced by 

consistent and widespread practice accompanied by opinio Juris as a matter of 

promulgation, that is not reached yet though relatively promoted by many states. The 

author concluded that cyber operations generated from the territory of another state would 

threaten the host state’s sovereignty under this standard, as a state might be willing to 

cease the threat but unable due to the complex nature of cyberspace. Countermeasures 

under the abovementioned standard must consider the host state’s technical abilities to 

identify and prevent such operations, otherwise, it will be considered a breach of basic 

principles of international law.  

5- In the presence of two conflicting standards of effective and overall control generated 

from different legal regimes, it appeared that there is no unified regulatory mechanism 

that applies to current threats, particularly when international actors disregard certain 

rules for their interests. The nature of cyber operations does not fit with the classical 

control tests introduced by the ICTY and ICJ. The author concluded that hybrid warfare 

through operations of transnational effect is shifting the applicable law on the use of force 

to be stretched by ad hoc decisions by states to deter such operations, creating a pattern 

that could evolve into a conventional rule.  The author argued that extending the right to 

use force in self-defense against cyber operations by eliminating the attribution of acts to 

a state requirement, violates the state sovereignty under current rules.  

6- Examining the principle of sovereignty in the context of hybrid warfare, the author 

concluded that if a state exercises its authority whether through state agents, non-state 

actors, or proxies in another state’s territory without the former’s consent, constitutes a 



violation of another state’s sovereignty. The threshold of a state’s involvement and its 

organs to trigger a violation of state sovereignty is dependent on case-by-case assessment 

if no other rules of international law apply to the incident.  The principle of sovereignty 

applies in relation to states’ cyber activities, as it applies in the non-cyber context. The 

degree of infringement upon the target State’s territorial integrity and interference with or 

usurpation of inherently governmental functions, are two measures that reflect treating 

violations of sovereignty as a primary rule of international law. The author concluded that 

the irregular features of cyberspace led to no agreement as to what are the effects required 

under a de minimis threshold in the cyber context. 

7- To eliminate the complexity of attribution in cyberspace, a state has a duty to prevent 

malicious cyber-attacks. Injured states in concordance with IHL and customary 

international law could take action to bring the harboring state into compliance with its 

international obligation if it refused to take actions. The author has suggested that the Due 

Diligence standard provides a preventive remedy. Due diligence is considered a legal 

standard of conduct whose content and extent vary according to the applicable primary 

rule in international law, it was also developed under law of armed conflict, particularly 

with regards to the obligation of conduct concerning preventive and repressive measures 

taken by States. The standard provides good practice in developing a preventive approach 

and eases the complexity associated with the attribution of cyber activities and strengthens 

the implementation and compliance with the law of armed conflict. The author suggested 

that certain improvements for due diligence’s full functionality are vital, such as the level 

of control of cyberspace activity, technical feasibility, and capacity of states to monitor 

their cyber borders and settling the de minimis threshold otherwise due diligence could 

become a tool of provocation and the potential mean of lawfare that is used to destabilize 

an order. 

8- International humanitarian law applies to armed conflicts despite the type of weapons or 

methods used. The interplay between IHL and IHRL, once interpreted in harmony, is 

necessary to eliminate the confusion created by hybrid adversaries that blur the line 

between peace and wartime. These two separate branches of international law are working 

in parallel to fill the normative gaps in the protection of individuals. However, certain 

situations might raise misconceptions in the co-application of both legal bodies, such as 

terrorist or cyber operations in NIACs. That has an impact on the “lex specialis” rule that 

is invoked once two principles coincide. So, it was proposed that the nature of 



contemporary conflicts requires more developed co-application rules that provides a 

hybrid approach based on the elements of the conflict. 

9-  In analyzing cyber-attacks by non-state armed groups in non-international armed 

conflicts and the geographic limitation of IHL, the author argued that attacks generated 

from non-belligerent states impose challenges when the victim State is in a NIAC. The 

study concluded that the NIAC should not expand to the territory of a neutral state without 

its consent, due to the fluid nature of contemporary conflicts and the role of NSAs in 

cyberspace in which might lead to the catastrophic global battlefield. Such attacks do not 

fall in a legal vacuum in which jus ad Bellum and other legal regimes can address the 

State's responsibility for not securing its territory from being used to conduct operations 

against another state.  

10- Cyber operations in international armed conflicts must meet the threshold of violence akin 

to those of traditional means and weapons for the application of international 

humanitarian law. Cyber operations that occur in isolation from kinetic attacks do not 

reach the level of armed violence, are regulated by either domestic or human rights law. 

The author proposed that when such operations are conducted in a hybrid manner 

involving kinetic or non-kinetic means, and accumulatively reach the level of an armed 

attack, international humanitarian law applies. It is required to expand the international 

humanitarian rules to cover cyber operations that cause severe data loss or financial loss 

(that traditionally do not meet the scale and effect threshold) when such attacks are seen 

as part of a larger scale operation.  

11- In analyzing the co-existence of international and non-international armed conflict in 

single battlefield, the author argued that hybrid actors can skillfully combine and split 

their operations based on the legal regime that offers them broader protection under the 

Geneva conventions. The author proposed that the gap between the two articles requires 

certain eradication by expanding the coverage of Common article 2 of the Geneva 

convention in mixed conflicts, as unequal humane treatment should not be acceptable in 

cases of detention, similarly with regards the rights of injured people, and prisoners of 

war status that varies between international and non-international armed conflicts. Also, 

it would be fairer if the humane treatment accorded to a person be based on the status of 

the persons themselves, rather than on the status of the conflict.  

12- In analyzing the impact of hybrid warfare means to the principle of distinction. The author 

concluded that cyber operations create a grey legal zone with regards to the legality of 

targeting civilian objects and distinguishing them from military objectives. With no 



comprehensive definition of cyber operations under international humanitarian law, it is 

required to clearly define the dual-use objects under the principle of distinction, and while 

international humanitarian law considers that any military use of a civilian object 

including cyberinfrastructure renders the object a military one, the author argued that this 

will have a direct impact on the civilians in an interconnected nature of cyberspace. Also, 

the “purpose test” denotes the intended future use of the object, rather than the actual use 

of the cyberinfrastructure. So, when such infrastructure is of dual-use, the principle of 

distinction is at risk especially since there are no clear standards provided by IHL or states 

as to what would be the nature of objects that cyber-attacks can target without violating 

the principle of distinction. The author proposed that the “purpose test” must be 

established under a higher threshold to offer maximum protection to civilians and their 

objects and cover also the essential civilian data, such as medical ones.   

13- Hybrid warfare has an impact on blurring the line of distinction between combatants and 

civilians, particularly those taking direct part in hostilities through cyber means. IHL 

applies and is sufficient in most cases of civilian direct participation in cyber hostilities. 

The interpretive Guidance provided three elements that prove civilians’ Direct 

participation in hostilities (harm threshold, direct causation, and belligerent nexus) and an 

additional notion of continuous combat function. In analyzing these elements of civilian 

cyber operations, the author concluded that the nature of cyberspace does not fit the 

abovementioned elements. Cyber-attacks do not cease when the attackers cease their 

operations, therefore the direct cessation does not apply in most of the cases where 

perpetrators are spreading malware for instance. Likewise, cyber-attacks are identified 

after their perpetration, the time the attackers have regained their civilian status. This 

disqualifies belligerent nexus from the equation through which such forfeit and regain 

interplay allows hybrid actors to conduct recurrent operations while gaining certain 

immunity. In addressing the “temporal scope” on the Notion of Direct participation in 

cyber hostilities, the author concluded that the notion is underregulated in international 

humanitarian law and does not treat a civilian cyber combatant as lawful combatant 

causing tremendous disparity of treatment in the case of capture and detention when 

compared to regular lawful civilian combatant using conventional weapons.  
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